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Welcome to The Media Streaming Journal
Greetings,

Open Source Software has a long history of dedicated developers that have provided world-class
applications and a series of operating systems. The very core of the Internet is run on both Open
Standard and Open Source Software. There is a minority group of people that have the notion that Open
Source Software is somehow inferior in quality to closed source / proprietary software. This notion is far
from the truth.

The Linux computer operating system provides a rock solid architecture for both server and workstation
use. There are hundreds of thousands of pre-packaged applications free for the choosing that can be

used in a production ready environment, as well as the ability to compile and use thousands of more
applications.

System compatibility and architecture security is a heavy focus for Linux. Another salient point is that
users are not required to continually upgrade hardware for each new kernel release or core system
enhancement that is pushed out.

| personally use a Dell Optiplex 745 that was designed for Windows XP as my default workstation with
Debian 9.0 installed. It does absolutely everything | need and so much more. | use it for Audio, Video,
Graphics, Desktop Publishing, and Computer Code creation.

Broadcasting is more than just pushing a few buttons. Broadcasting requires the ability to understand
the processes and methodology in use and the ability to control those processes.

Challenge yourself and learn something new, you may like it!

Namaste
David Childers

Editor In Chief
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Our Mission

Let our friendly, knowledgeable staff assist you to build your project, such as an online radio station
using our high end reliable video and audio streaming technologies. We want to become your partner for
all your hosting needs, as well as your one stop shop for radio products such as custom D] drops and
radio ID’s.

Start An Internet Radio Station

Whatever you need to start Internet radio station, we will deliver! We provide high quality Internet Radio
services to make your music radio project a success. We can provide Wowza, Icecast, SHOUTcast hosting
and internet radio services to hobbyists, deejays, amateurs and established professionals. No radio
station client is too big or too small for Radiosolution.

Choose between complete hassle-free service packages or new features to add to start internet radio
station. Benefit from customized services and the latest in internet radio technology. You will receive
professional, personalized and better Internet Radio Station services than you have received up till now.
If you already have an Icecast or SHOUTcast hosting provider, we can still help you transfer your radio
server over to us with no hassle and at no charge.

Internet Radio Station Services

Launch your internet, digital, satellite or AM/FM radio station anywhere in the world with all of the right
tools. A broadcasting specialist is on standby to help you get started with an SHOUTcast or Icecast
hosting package. We have servers ready for reliable streaming in North America and Europe. Our hosting
packages have all the features you need to make your radio station project a success.

If you stream live or with an Auto DJ, we can provide you with the latest in web-based Cloud technology.
You will love the simple to use control panel. Discover how easy it is to manage live deejays, upload
fresh music and create custom scheduled programming. You will be able to track your listeners by
getting real time statistics.

Starting your own Internet radio has never been easier. Get in touch with us anytime to start your
Internet radio station.

Radiosolution is a SHOUTcast hosting provider located in Quebec Canada. We also offer Icecast, Wowza
and Web Hosting services. Contact us to discuss the best option available as you start internet radio
station. Radiosolution can provide personalized service in English, Dutch, and French. Starting an
internet radio station can be intimidating, many people want to start one, but have no idea where to
start. Radiosolution will be there for you every step of the way. Everyday people are searching the
internet for free SHOUTcast servers. With Radiosolution SHOUTcast hosting we will allow you to try our
services for FREE. By trying our services, you can be confident that you have chosen the best radio
server hosting provider. You have nothing to loose because we offer a 30 day satisfaction guarantee.
What are you waiting for? Contact us now! Radiosolution offers everything you need to start internet
radio station. You will not need to go anywhere else. We can create your website, market your station
and help you submit your station to online directories. We also feature the voice of Derek Bullard aka
Dibblebee He can create affordable commercials, DJ intros, sweepers, jingles, ids and so much more.
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Relax With The Sights And Sounds Of Nature

Scenic Television
Your Window To The World

Scenic Television is an Internet television station that presents the sights and sounds of nature 24 hours
a day. Let us soothe and relax you wherever you are. Savor the tropical beaches of Puerto Rico or relax
at a rain forest in Costa Rica. Meditate at the Danube River in Germany, or relish the view of Lake Zurich
in Switzerland. We have scenic videos from locations all over the world.

Scenic Television originates from the Gulf coast of South Alabama and broadcasts to a global audience.
The television broadcast is accessible on any device with an Internet connection. Such electronic devices

include desktop computers, laptops, tablets, smartphones, game platforms, and Internet-connected
televisions.

http://www.scenicradio.com

) We Are Your Information Resource
Are you looking for specialized data?

Are you swamped with information overload?

Do you need help finding the right information?
GRBEEAr

We Can Help You
vector/downIoaaltii}fr':aeéﬂ?f\\,/vizlgfq(il'acsosTc/ﬁf_irt_BlSl.html Flnd The InformOtlon
That You Need

Our experienced data research analysts can wade through the vast information wasteland and find the
information that you need.

We can save you both time and money.

Contact us today
We can streamline data requirement planning.

info@radiosolution.info
We can provide business critical information acquisition.
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- Linux Fundamentals

This book is aimed at novice Linux system administrators (and might be interesting and useful for home
users that want to know a bit more about their Linux system).

- User Guide to Using the Linux Desktop

This user guide is meant as an introductory guide for a user to use a modern personal computer (PC)
running the Linux operating system. The main aim is to provide a self-learning guide on how to use a
modern Linux desktop system.

- Command-line Bootcamp

This ‘bootcamp’ is intended to provide the reader with a basic overview of essential Unix/Linux

commands that will allow them to navigate a file system and move, copy, edit files. It will also introduce
a brief overview of some ‘power’ commands in Unix.
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Linux Fundamentals
Paul Cobbaut

Publication date 2015-05-24 CEST

Abstract

This book is meant to be used in an instructor-led training. For self-study, the intent is to read
thisbook next to aworking Linux computer so you canimmediately do every subject, practicing
each command.

Thisbook isamed at novice Linux system administrators (and might be interesting and useful
for home users that want to know a bit more about their Linux system). However, this book
is not meant as an introduction to Linux desktop applications like text editors, browsers, mall
clients, multimedia or office applications.

More information and free .pdf available at http://linux-training.be.

Feel free to contact the author:

* Paul Cobbaut: paul.cobbaut@gmail.com, http://www.linkedin.com/in/cobbaut
Contributorsto the Linux Training project are:

» Serge van Ginderachter: serge@ginsys.eu, build scripts and infrastructure setup
* Ywein Van den Brande: ywein@creaaw.eu, license and legal sections

* Hendrik De Vloed: hendrik.devloed@ugent.be, buildheader.pl script

We'd aso like to thank our reviewers:

» Wouter Verhelst: wo@uter.be, http://grep.be

* Geert Goossens: mail.goossens.geert@gmail.com, http://www.linkedin.com/in/
geertgoossens

» Elie De Brauwer: elie@de-brauwer.be, http://www.de-brauwer.be

» Christophe Vandeplas: christophe@vandeplas.com, http://christophe.vandeplas.com
» Bert Desmet: bert@devnox.be, http://blog.bdesmet.be

* Rich Yonts: richyonts@gmail.com,

Copyright 2007-2015 Netsec BVBA, Paul Cobbaut

Permission is granted to copy, distribute and/or modify this document under the terms of the
GNU Free Documentation License, Version 1.3 or any later version published by the Free
Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover
Texts. A copy of the license is included in the section entitled 'GNU Free Documentation
License'.
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Chapter 1. Linux history

This chapter briefly tells the history of Unix and where Linux fitsin.

If you are eager to start working with Linux without this blah, blah, blah over history,

distributions, and licensing then jump straight to Part 11 - Chapter 8. Working with
Directories page 73.




Linux history

1.1. 1969

All modern operating systems have their roots in 1969 when Dennis Ritchie and Ken
Thompson devel oped the C language and the Unix operating system at AT& T Bell Labs.
They shared their source code (yes, there was open source back in the Seventies) with the
rest of theworld, including the hippiesin Berkeley California By 1975, when AT& T started
selling Unix commercially, about half of the source code was written by others. The hippies
were not happy that acommercial company sold software that they had written; the resulting
(legdl) battle ended in there being two versions of Unix: the official AT& T Unix, and the
free BSD Unix.

Development of BSD descendants like FreeBSD, OpenBSD, NetBSD, DragonFly BSD and
PC-BSD is dtill active today.

https://en.w ki pedi a. org/w ki /Dennis_Ritchie

https://en.w ki pedi a. or g/ wi ki / Ken_Thonpson

https://en.w ki pedi a. or g/ wi ki / BSD

https://en.w ki pedi a. or g/ wi ki / Conpari son_of BSD operati ng_systens

1.2. 1980s

In the Eighties many companies started devel oping their own Unix: IBM created AlX, Sun
SunOS (later Solaris), HP HP-UX and about a dozen other companies did the same. The
result was a mess of Unix dialects and a dozen different ways to do the same thing. And
here is the first real root of Linux, when Richard Stallman aimed to end this era of Unix
separation and everybody re-inventing the wheel by starting the GNU project (GNU is Not
Unix). His goal was to make an operating system that was freely available to everyone, and
where everyone could work together (likein the Seventies). Many of the command linetools
that you use today on Linux are GNU tools.

https://en.w ki pedi a. org/wi ki /R chard_St al | nan
https://en.w ki pedi a. org/ w ki /1 BM Al X
https://en.w ki pedi a. or g/ wi ki / HP- UX

1.3. 1990s

The Nineties started with Linus Torvalds, a Swedish speaking Finnish student, buying a
386 computer and writing a brand new POSIX compliant kernel. He put the source code
online, thinking it would never support anything but 386 hardware. Many people embraced
the combination of thiskernel with the GNU tools, and the rest, asthey say, is history.

http://en.w ki pedi a. org/w ki / Li nus_Tor val ds

https://en.w ki pedi a. org/w ki / Hi story_of _Li nux
https://en.w ki pedi a. or g/ wi ki / Li nux

https://1wn. net

http://ww. | evenez. coni uni x/ (a huge Unix history poster)
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1.4. 2015

Today more than 97 percent of the world's supercomputers (including the complete top 10),
more than 80 percent of all smartphones, many millions of desktop computers, around 70
percent of all web servers, alarge chunk of tablet computers, and several appliances (dvd-
players, washing machines, dsl modems, routers, self-driving cars, space station laptops...)
run Linux. Linux is by far the most commonly used operating system in the world.

Linux kernel version 4.0 wasreleased in April 2015. Itssource code grew by several hundred
thousand lines (compared to version 3.19 from February 2015) thanks to contributions of
thousands of developers paid by hundreds of commercial companies including Red Hat,
Intel, Samsung, Broadcom, Texas Instruments, IBM, Novell, Qualcomm, Nokia, Oracle,
Google, AMD and even Microsoft (and many more).

htt p: // ker nel newbi es. or g/ Devel opment Stati stics

http://kernel.org
http://ww.top500. org




Chapter 2. distributions

This chapter gives a short overview of current Linux distributions.

A Linux distribution is a collection of (usually open source) software on top of a Linux
kernel. A distribution (or short, distro) can bundle server software, system management
tools, documentation and many desktop applications in a central secure software
repository. A distro aims to provide a common look and feel, secure and easy software
management and often a specific operational purpose.

Let'stake alook at some popular distributions.




distributions

2.1. Red Hat

Red Hat isabillion dollar commercial Linux company that putsalot of effort in developing
Linux. They have hundreds of Linux specialists and are known for their excellent support.
They give their products (Red Hat Enterprise Linux and Fedora) away for free. While Red
Hat Enterprise Linux (RHEL) iswell tested before release and supported for up to seven
years after release, Fedora isadistro with faster updates but without support.

2.2. Ubuntu

Canonical started sending out free compact discs with Ubuntu Linux in 2004 and quickly
became popular for home users (many switching from Microsoft Windows). Canonical
wants Ubuntu to be an easy to use graphical Linux desktop without need to ever see a
command line. Of course they also want to make a profit by selling support for Ubuntu.

2.3. Debian

There is no company behind Debian. Instead there are thousands of well organised
developers that elect a Debian Project Leader every two years. Debian is seen as one of
the most stable Linux distributions. It is also the basis of every release of Ubuntu. Debian
comes in three versions: stable, testing and unstable. Every Debian release is named after
acharacter in the movie Toy Story.

2.4. Other

Distributions like CentOS, Oracle Enterprise Linux and Scientific Linux are based on
Red Hat Enterprise Linux and share many of the same principles, directories and
system administration techniques. Linux Mint, Edubuntu and many other * buntu named
distributions are based on Ubuntu and thus share a lot with Debian. There are hundreds of
other Linux distributions.




distributions

2.5. Which to choose ?

Below are some very personal opinions on some of the most popular Linux Distributions.
Keep in mind that any of the below Linux distributions can be a stable server and a nice
graphical desktop client.

Table 2.1. choosing a Linux distro

distribution name reason(s) for using
Red Hat Enterprise (RHEL) |You are a manager and you want a good support contract.
CentOS Y ou want Red Hat without the support contract from Red Hat.
Fedora Y ou want Red Hat on your laptop/desktop.
Linux Mint Y ou want a personal graphical desktop to play movies, music and games.
Debian My personal favorite for servers, laptops, and any other device.
Ubuntu Very popular, based on Debian, not my favorite.
Kali Y ou want a pointy-clicky hacking interface.
others Advanced users may prefer Arch, Gentoo, OpenSUSE, Scientific, ...

When you are new to Linux in 2015, go for the latest Mint or Fedora. If you only want to
practice the Linux command line then install one Debian server and/or one CentOS server
(without graphical interface).

Here are some links to help you choose:

di st rowat ch. com
redhat . com
centos.org
debi an. org

wWwW. | i nuxm nt.com
ubunt u. com




Chapter 3. licensing

This chapter briefly explains the different licenses used for distributing operating systems

software.

Many thanks go to Ywein Van den Brande for writing most of this chapter.

Ywein is an attorney at law, co-author of The International FOSS L aw Book and author
of Praktijkboek Informaticarecht (in Dutch).

A o

i The International Free

and
Open Source Software
Book

M - P

http://ifossl anwbook. org
http://ww.creal aw. eu

Yuwein Van Son Bearse

Het Praktijkboek Informaticarecht:
Recht rendeert voor uw onderneming

9 watu moet waeten

‘over Informaticarecht
‘gebundeld in sen
praktische en
deskundige gids.

Crealaw




licensing

3.1. about software licenses

There are two predominant software paradigms: Free and Open Sour ce Softwar e (FOSS)
and proprietary software. The criteriafor differentiation between these two approachesis
based on control over the software. With proprietary software, control tends to lie more
with the vendor, while with Free and Open Sour ce Softwar e it tends to be more weighted
towards the end user. But even though the paradigms differ, they use the same copyright
laws to reach and enforce their goals. From a legal perspective, Free and Open Source
Softwar e can be considered as software to which users generally receive more rights via
their license agreement than they would have with a proprietary softwar e license, yet the
underlying license mechanisms are the same.

Legal theory states that the author of FOSS, contrary to the author of public domain
software, hasin no way whatsoever given up his rights on his work. FOSS supports on the
rights of the author (the copyright) to impose FOSS license conditions. The FOSS license
conditions need to be respected by the user in the sameway as proprietary license conditions.
Always check your license carefully before you use third party software.

Examples of proprietary software are AIX from IBM, HP-UX from HP and Oracle
Database 11g. You are not authorised to install or use this software without paying a
licensing fee. Y ou are not authorised to distribute copiesand you are not authorised to modify
the closed source code.

3.2. public domain software and freeware

Software that is original in the sense that it is an intellectual creation of the author benefits
copyright protection. Non-original software does not comeinto consideration for copyright
protection and can, in principle, be used freely.

Public domain software is considered as software to which the author has given up all rights
and on which nobody is ableto enforce any rights. This software can be used, reproduced or
executed freely, without permission or the payment of afee. Public domain software canin
certain cases even be presented by third parties as own work, and by modifying the original
work, third parties can take certain versions of the public domain software out of the public
domain again.

Freewar eisnot public domain software or FOSS. It is proprietary software that you can use
without paying alicense cost. However, the often strict license terms need to be respected.

Examples of freeware are Adobe Reader, Skype and Command and Conquer: Tiberian
Sun (this game was sold as proprietary in 1999 and is since 2011 available as freeware).

3.3. Free Software or Open Source Software

Both the Free Software (trandates to vrije software in Dutch and to Logiciel Librein
French) and the Open Sour ce Softwar e movement largely pursue similar goals and endorse
similar software licenses. But historically, there has been some perception of differentiation
due to different emphases. Where the Free Softwar e movement focuses on the rights (the

10
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four freedoms) which Free Software provides to its users, the Open Source Software
movement pointsto its Open Source Definition and the advantages of peer-to-peer software
devel opment.

Recently, the term free and open source software or FOSS has arisen asaneutral alternative.
A lesser-used variant is free/libre/open source software (FLOSS), which useslibreto clarify
the meaning of free asin freedom rather than asin at no charge.

Examples of free softwar e are gcc, MySQL and gimp.

Detailed information about the four freedoms can be found here:

http: //wwmv. gnu. or g/ phi | osophy/free-sw htm

The open sour ce definition can be found at:

http://ww. opensour ce. or g/ docs/ osd

The above definition is based on the Debian Fr ee Softwar e Guidelines available here;

http://ww. debi an. or g/ soci al _contract #gui del i nes

3.4. GNU General Public License

More and more software is being released under the GNU GPL (in 2006 Java was released
under the GPL). Thislicense (v2 and v3) isthe main license endorsed by the Free Software
Foundation. It’ smain characteristic isthe copyleft principle. Thismeansthat everyoneinthe
chain of consecutive users, in return for the right of use that is assigned, needs to distribute
the improvements he makes to the software and his derivative works under the same
conditionsto other users, if he choosesto distribute such improvements or derivative works.
In other words, software which incorporates GNU GPL software, needs to be distributed
in turn as GNU GPL software (or compatible, see below). It is not possible to incorporate
copyright protected parts of GNU GPL software in a proprietary licensed work. The GPL
has been upheld in court.

3.5. using GPLv3 software

Y ou can use GPL v3 softwar e almost without any conditions. If you solely run the software
you even don’'t have to accept the terms of the GPLv3. However, any other use - such as
modifying or distributing the software - implies acceptance.

In case you use the software internally (including over a network), you may modify the
software without being obliged to distribute your modification. Y ou may hire third parties
to work on the software exclusively for you and under your direction and control. But if you
modify the software and use it otherwise than merely internaly, this will be considered as
distribution. Y ou must distribute your modifications under GPLv3 (the copyleft principle).
Several more obligations apply if you distribute GPLVv3 software. Check the GPLVv3 license
carefully.

Y ou create output with GPLv3 software: The GPLv3 does not automatically apply to the
output.

11
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3.6. BSD license

There are several versions of the original Berkeley Distribution License. The most common
oneisthe 3-clause license ("New BSD License" or "Modified BSD License").

This is a permissive free software license. The license places minimal restrictions on how
the software can be redistributed. Thisisin contrast to copyleft licenses such as the GPLv.
3 discussed above, which have a copyleft mechanism.

This difference is of less importance when you merely use the software, but kicks in when
you start redistributing verbatim copies of the software or your own modified versions.

3.7. other licenses

FOSS or not, there are many kind of licenses on software. Y ou should read and understand
them before using any software.

3.8. combination of software licenses

When you use severa sources or wishes to redistribute your software under a different
license, you need to verify whether all licenses are compatible. Some FOSS licenses (such
as BSD) are compatible with proprietary licenses, but most are not. If you detect a license
incompatibility, you must contact the author to negotiate different license conditions or
refrain from using the incompatible software.

12
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Chapter 4. installing Debian 8

Thismoduleisastep by step demonstration of an actual installation of Debian 8 (also known
asJessie).

We start by downloading animagefromtheinternet andinstall Debian 8 asavirtual machine
in Virtualbox. We will aso do some basic configuration of this new machine like setting
an ip address and fixing a hostname.

Thisprocedure should bevery similar for other versionsof Debian, and also for distributions
like Linux Mint, xubuntu/ubuntu/kubuntu or M epis. This procedure can also be helpful
if you are using another virtualization solution.

Go to the next chapter if you want to install CentOS, Fedora, Red Hat Enterprise
Linux, ....
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4.1. Debian

Debian is one of the oldest Linux distributions. | use Debian myself on almost every

computer that | own (including raspbian on the Raspberry Pi).

Debian comesin r eleases named after charactersinthemovie Toy Story. The Jessierelease

contains about 36000 packages.

Table4.1. Debian releases

name number year
Woody 3.0 2002
Sarge 31 2005
Etch 4.0 2007
Lenny 5.0 2009
Squeeze 6.0 2011
Wheezy 7 2013
Jessie 8 2015

Thereis never afixed date for the next Debian release. The next version is released when

itisready.

4.2. Downloading

All these screenshots were made in November 2014, which means Debian 8 was still in

'testing’ (but in 'freeze, so there will be no major changes when it is released).

Download Debian here:
T Debian -- Getting Debian - lceweasel + - 0OX
File Edit View History Bookmarks Tools Help
* & https:/fwww._debian.org/distrib/ * | |@~ DuckDuckGo B w8 ¥/ ' =

|@ Debian -- Getting Debian % | 2k |

(a About Debian Getting Debian Support Developers' Corner

Search

debian / getting debian

Getting Debian

Download an installation

image

Depending on your Internet connection,
voll mav dnwnlnad either of the

If you simply want to install Debian, these are your options:

Try Debian live before
installing

Debian is distributed freely over Internet. You can download all of it from any of our
mirrors. The Installation Manual contains detailed installation instructions.

You can try Debian by booting a live

custem from a CH NDWVD nr ISR kev
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After acouple of clicks on that website, | ended up downloading Debian 8 (testing) here. It
should be only one click once Debian 8 is released (somewhere in 2015).

-

- Index of /cdimage/weekly-builds/amdé4/iso-cd - lceweasel 4+ - 0OX
File Edit View History Bookmarks Tools Help
€ debian.org/cdimage/weekly-builds/amdéd/iso-cd/ ¥ & @~ DuckDuckGo B Wwae 44 V =
.R Index of /cdimage/wee... x | dh |
51 5HA5125UMS 2014-11-03 08:24 14K -
SHAS125UMS . sign 2014-11-03 08:24 836
debian-testing-amd&4-CD-1.is0 2014-11-03 08:24 616M
debian-testing-amd&4-CD-2.is0 2014-11-03 08:24 642M
debian-testing-amd&4-CD-3.is0 2014-11-03 08:24 644M
debian-testing-amd&4-CD-4.is0 2014-11-03 08:24 647TM
debian-testing-amd&4-CD-5.is0 2014-11-03 08:24 555M
debian-testing-amd&4-CD-6.is0 2014-11-03 08:24 G6O5M
debian-testing-amd&4-CD-7.iso 2014-11-03 08:24 625M
debian-testing-amdG4-CD-8.is0 2014-11-03 08:24 644M

debian-testing-amd64-kde-CD-1.is0 2014-11-03 07:35 616M

debian-testing-amd64-1xde-CD-1.iso0 2014-11-03 07:35 640M

debian-testing-amd64-netinst.iso  2014-11-63 07:34 231M

debian-testing-amd64-xfce-CO-1.iso 2014-11-63 07:35 G641M

Apache/2.4.9 (Unix) Server at cdimage.debian.org Port 80

Y ou have many other options to download and install Debian. We will discuss them much
later.

Thissmall screenshot showsthe downloading of anetinst .isofile. Most of the software will
be downloaded during the installation. This also means that you will have the most recent
version of all packages when theinstall isfinished.

Library

Organize ¥ Clear Downloads Search Downloads @
b @ History debian-testing-amdé4-netinst.iso
1L Downloads J
> Tags 3 minutes, 32 seconds remaining — 15.5 of 231 MB (1.0 MB/sec)

b [E All Bookmarks

| already have Debian 8 installed on my |aptop (hence the paul @debian8 prompt). Anyway,
thisisthe downloaded file just before starting the installation.

paul @ebi an8: ~$ |'s -hl debi an-testing-and64-netinst.iso
-rwr--r-- 1 paul paul 231M Nov 10 17:59 debi an-testi ng-and64-netinst.iso
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Create a new virtualbox machine (I already have five, you might have zero for now). Click
the New button to start awizard that will help you create a virtual machine.

o} Oracle VM VirtualBox Manager
File Machine Help

{:} E:% ':§(> A {53 Details  [@ Snapshots

New Settings Start Discard

=] debian7 [E General [E Preview =

[f@‘ @ Powered Off

Mame: RHEL7
winxp Operating System: Red Hat (64 bit)
iﬁg @ Powered Off [ system
E5" RHEL7 . Base Memory: 544 MB RHEL7
&, @ FPow 0 Processors: 2
Execution Cap: 90%
[y centos7 Boot Order: Hard Disk, CD/DVD
= @ Powered Off Acceleration:  VT-x/AMDY, Nested Paging,
PAE/NX
[y server33
I @ Powered Off Display
Video Memory 32 MB w
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master: [CD/OVD] rhel-server-7.0-x86_64-dvd.iso (3.49 GB)
Controller: SATA
SATA Port O: RHEL7.vdi (Normal, 40.00 GB)

{3 Audio |

The machine needs a name, this screenshot shows that | named it server 42.

Create Virtual Machine
Name and operating system

Please choose a descriptive name for the new
virtual machine and select the type of operating
system you intend to install on it, The name you
choose will be used throughout VirtualBox to
identify this machine,

Mame: [serverd3|

Type: |Linux =l @

Version: [Debian (64 bit) =l

Hide Description -::B_ackl MNext = I Cancel
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Most of the defaultsin Virtualbox are ok.

512MB of RAM is enough to practice all the topicsi

Create Virtual Machine

Memory size

n this book.

Select the amount of memary (RAM) in megabytes
to be allocated to the virtual machine.

The recommended memory size is 512 MB.

=< Back

8192 MB

| ﬂext:v-l Cancel

We do not care about the virtual disk format.

Hard drive file type

unchanged.

& DI (VirtualBox Disk Image)!

 WHD (Virtual Hard Disk)
= HOD (Parallels Hard Disk)
~ QED (QEMU enhanced disk)

Hide Description

Create Virtual Hard Drive

~ WMDK (Virtual Machine Disk)

" QCOW [QEMU Copy-On-Write)

= Back | MNext = I

Please choose the type of file that you would like to use for
the new virtual hard drive. If you do not need to use it with
other virtualization software you can leave this setting

Cancel

19




installing Debian 8

Choosing dynamically allocated will save you some disk space (for a small performance
hit).

Create Virtual Hard Drive + 0 X
Storage on physical hard drive

Please choose whether the new virtual hard drive file should
grow as it is used (dynamically allocated) or if it should be
created at its maximum size (fixed size).

A dynamically allocated hard drive file will only use space on
your physical hard drive as it fills up (up to a maximum fixed
size), although it will not shrink again automatically when
space on it is freed.

A fixed size hard drive file may take longer to create on some
systems but is often faster to use.

& :Dynamically allocated:

" Fixed size

= Back | MNext = I Cancel

8GB should be plenty for learning about Linux servers.

Create Virtual Hard Drive 4+ 0 X
File location and size

Please type the name of the new virtual hard drive file into the
box below or click on the folder icon to select a different folder
to create the file in.

|servera2 =)

Select the size of the virtual hard drive in megabytes, This size
is the limit on the amount of file data that a virtual machine will
be able to store on the hard drive.

} [ 8.00 GB

= Back | Create I Cancel |

Thisfinishes the wizard. Y ou virtual machine is almost ready to begin the installation.
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First, make sure that you attach the downloaded .iso image to the virtual CD drive. (by
opening Settings, Storage followed by a mouse click on the round CD icon)

-] serverd2 - Settings 4+ 0 X
E General ‘ Storage ‘
[ system
Attributes
Display
- Name: |IDE

B Audic | () debiantesting-amds4-... Type: [Plixa =]
& Network 4 Controller: SATA ¥ Use Host I/0 Cache

& Serial Ports B server4z.vdi

& usB

[ Shared Folders

BEa&
oK I Cancell Help |

Personally | also disable sound and usb, because | never use these features. | also remove
the floppy disk and use a PS/2 mouse pointer. Thisis probably not very important, but | like
the ideathat it saves some resources.

Now boot the virtual machine and begin the actual installation. After a couple of seconds
you should see a screen similar to this. Choose I nstall to begin the installation of Debian.

serverd2 [Running] - Oracle VM VirtualBox

Machine View Devices Help

_Debian GHUFINineSinstaller boot men

Insta 1

GraphicalNnsEan

Advanced  opios > e la n
Help k
Install witht speccht sunthesis GNU/inux

Press ENTER to boot or TAB to edit a menu entry

B @ e i | (0 [2] Left Winkey
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First select the language you want to use.

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default langusge for the installed system.

Language:

© No localization
filbanian shoip
Arabic e
Asturian Asturianu
Basoue Euskara
Belarusian BEnapyCKas
Bosnian Bosanski
Bulgarian BrAarapckn
Catalan Catal3
Chinese (Simplifiecd) R (RTE D
Chinese (Traditional) RIIER)
Croatian Hrvatski
Czech Cestina
Danish Dansk
putch Neder lands
English En
Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francais
Galician Galego
German Deutsch
Greek EAAnU L KD

<Go Back:>

@ 2P @ {0 | (9 (2] Left Winkey

Choose your country. Thisinformation will be used to suggest a download mirror.

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[11] select your location |

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose 'other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

MNew Zealand
MNigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zamhia
Zimbabwe

<Go Back:

@ P [ @ {0 | (9 [E] Left Winkey
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Choose the correct keyboard. On servers this is of no importance since most servers are
remotely managed via ssh.

f@ serverd2 [Running] - Oracle VM VirtualBox

[11] Configure the keyboard
Keymap to use:

an En
Albanian
Arabic
Asturian
Bang ladesh
Belarusian
Bengali
Belgian
Bosnian
Brazilian
British English
Bulgarian
Bulgarian (phonetic lawout)
Canadian French
Canadian Multilingual
Catalan
Chinese
Croatian
Czech
Danish
Dutch
Dvorak
Dzongkha
Esperanto
Estonian
Ethiopian

<Go Back:>

B @ e w0 | (9 (2] Left Winkey

Enter ahostname (with fqdn to set adnsdomainname).

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[!] Configure the network |
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If uou don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<Go Back> <Cant inue>

B @& @ 0| 2 B Left Winkey
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Givetheroot user a password. Remember this password (or use hunter 2).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Set up users and passwords |
vou need to set a password for 'root', the system administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be & word found in
dictionaries, or & word that could be easily associated with you.

A 2ood password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the power to
hecome root using the "sudo' command.

Note that you will not be able to see the password as you tupe it.

Root password:

<Go Back: <Cont inues

@ 2P @ {0 | (9 (2] Left Winkey

It isadviced to also create anormal user account. | don't give my full name, Debian 8 accepts
an identical username and full name paul.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the uzer's real name. Your full name iz a reasonable choice.

Full name for the new user:

<Go Back> <Cant inue>

@ L& @ | (Y [ Left Winkey
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The use entire disk refersto the virtual disk that you created before in Virtualbox..

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have & chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:
£t
Guided - use entire disk and set up LWM
Guided - use entire disk and set up encrypted LWM
Manual

<Go Back:>

@ 2P @ {0 | (9 (2] Left Winkey

Again the default is probably what you want. Only change partitioning if you really know
what you are doing.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

['] Partition disks |
Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA YBOX HARDDISK: B.6 GB

The disk can be partitioned using one of several different schemes. If you are unsure,
choose the first one.

Partitioning scheme:

in one partition (recommended for new
Separate fhome partition
Separate fhome, swar, and Stmp partitions

<Go Back:

@ L& @ | (Y [ Left Winkey
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Accept the partition layout (again only change if you really know what you are doing).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), & free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Conf igure software RAID

Configure the Logical Yolume Manager
Conf igure encrupted volumes
Configure iSCSI wolumes

30513 (0,0,0) (sda) - 8.6 GB ATA YBOX HARDDISK

#1  primary 8.2 GB f extd 7
#5 logical 401.6 MB f swap swap

<Go Back:>

for help

@ 2P @ {0 | (9 (2] Left Winkey

This is the point of no return, the magical moment where pressing yes will forever erase
data on the (virtual) computer.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[11] Partition disks |

If you continue, the changes listed below will he written to the disks. Otherwise, you
will be able to make further changes manually.

The partition tables of the following dewvices are changed:
SCSI3 (0,0,0) (=sda)

The following partitions are going to be formatted:
partition #1 of SCEI3 (0,0,0) (sda) as extd
partition #5 of SCEI3 (0,0,0) (sda) as swap

Write the changes to disks?

@ L& @ | (Y [ Left Winkey
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Software is downloaded from amirror repository, preferably choose onethat is close by (as
in the same country).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[!] Configure the package manager |

The goal is to find a mirror of the Debian archive that is close to you on the network —-
be aware that nearby countries, or even your own, may not be the best choice.

Debian archive mirror country:

enter information manually
Alzeria

Argent ina
Australia
Austria

Bang ladesh
Belarus

Ee I

Bosnia and Herzegowvina
Brazil
Bulgaria
Canada

Chile

China

Colombia

Costa Rica
Croatia

Czech Republic
Denmark

El Salvador
Estonia
Finland

France

<Go Back:>

buttons

B @ &P w2 (8] Left Winkey

This setup was done in Belgium.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[!] Configure the package manager |

Please select a Debian archive mirror. You should use a mirror in your country or region
if you do not know which mirror has the best Internet connection to you.

Usually, ftp.<your country code>.debian.org is a good choice.

Debian archive mirror:

ft bian. org
mirror.as3s?0l.net
http.debian.net
cdn.debian.net
ftp.debian. skynet.be
he.mirror.eurid.eu

<Go Back:

@ L& @ | (Y [ Left Winkey
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L eave the proxy field empty (unless you are sure that you are behind a proxy server).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:ss [luser] [spass] @ host [:port] «".

HTTF proxy information (blank for none):

<Go Back: <Cont inues

B e il | (2 [2) Left winkey

Choose whether you want to send anonymous statistics to the Debian project (it gathers data
about installed packages). Y ou can view the statistics here http://popcon.debian.org/.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[!1] Configuring popularity-contest

The system may anonymously supply the distribution developers with statistics about the
most used packages on this system. This information influences decisions such as which
packages should 2o on the first distribution CD.

If you choose to participate, the automatic submission script will run once every uweek,
sending statistics to the distribution developers. The collected statistics can be wiewed
on htip:sspopcon.debian.orgs.

This choice can be later modified by running 'dpkg-reconfigure popularity-contest''.

Participate in the package usade survey?

<Go Back:

B ® 6P L (0| (P (S Left Winkey
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Choose what software to install, we do not need any graphical stuff for this training.

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[!] Software selection |
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

<Go Back:>

B @ e w0 | (9 (2] Left Winkey

The latest versions are being downloaded.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

1 Select and install software |

Retrieving file 264 of 265

@ @ =B ] {0 () Left Winkey
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Say yesto install the bootloader on the virtual machine.

Fa serverd2 [Running] - Oracle VM VirtualBox
Machine View D s Help

[11 Install the GRUB boot loader on a hard disk |

It =eems that this new installation is the only operating system on this computer. If =o,
it should be safe to install the GRUE boot loader to the master boot record of your first
hard drive.

Warning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating sustem
temporarily unbootable, though GRUEB can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?

<Go Back>

B @ =P @ {0 | (2 [(E) Left Winkey

FE serverd2 [Running] - Oracle VM VirtualBox

Machine ‘iew Devices Help

GHU GRUE

ehian G

B - P 0w @] 9 (8] Left Winkey
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A couple seconds later you should see a lot of text scrolling of the screen (dmesg). After
which you are presented with this getty and are allowed your first logon.

Fa serverd42 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

Dehian GHUALInux jess

B © & i@ 0 | (9 [8) Left WinKey

Y ou should now be able to log on to your virtual machine with the root account. Do you
remember the password ? Was it hunter2 ?

Fa serverd42 [Running] - Oracle VM VirtualBox 4+ - 0OX

Machine Wiew Devices Help
Debian GNU/Linux

root

= fl'tﬂ' sof
ibed in the

MO WARRAMTY, to the extent

B © & i@ 0 | (9 [8) Left WinKey

The screenshots in this book will look like this from now on. You can just type those
commands in the terminal (after you logged on).

root @erver42: ~# who am i

r oot ttyl 2014-11-10 18:21
root @erver42: ~# host nane
server42

root @erver42: ~# date
Mon Nov 10 18:21:56 CET 2014
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4.3. virtualbox networking

Y ou can aso log on from remote (or from your Windows/Mac/Linux host computer) using
ssh or putty. Changethe networ k settingsin the virtual machineto bridge. Thiswill enable
your virtual machine to receive an ip address from your local dhcp server.

The default virtualbox networking is to attach virtual network cardsto nat. This screenshiot
shows the ip address 10.0.2.15 when on nat:

root @erver42: ~# ifconfig
et hO Li nk encap: Et hernet HWAddr 08:00: 27: f5: 74: cf
i net addr:10.0.2.15 Bcast:10.0.2.255 Mask: 255. 255.255.0
inet6 addr: fe80::a00:27ff:fefb5:74cf/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MruU: 1500 Metric:1
RX packets: 11 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 19 errors: 0 dropped: 0 overruns:0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 2352 (2.2 KiB) TX bytes:1988 (1.9 Ki B)

l o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 65536 Metric:1
RX packets:0 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 0 errors:0 dropped: 0 overruns:0 carrier:0
collisions:0 txqueuel en: 0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

-] serverd2 - Settings 4+ 0 X
g
E General ‘ Network ‘
[ system
Display Adapter 1 | Adapter 2 | Adapter 3 | .e'-.dapteril
Storage ¥ Enable Metwork Adapter
9 = f
B Audio Attached to: INAT -]
B etk . Not attached |
g? Network Names =
¢% serial Ports ¥ Advanced [NAT vorke
& use Adapter Type: Internal Network —brmn Taseanen) =
=1 Shared Fold Host-only Adapter|Bridged Adapter
ared Folders Promiscuous Mode; Generic Driver | _|
MAC Address; [080027F574CF =)
[¥ Cable Connected
Port Forwarding |
oK I Cancel | Help |

By shutting down the network interface and enabling it again, we force Debian to renew an
ip address from the bridged network.

root @erver42: ~# # do not run ifdown whil e connected over ssh
root @erver42: ~# i fdown et hO

Killed old client process

Internet Systens ConsortiumDHCP Client 4.3.1

Copyright 2004-2014 Internet Systens Consortium

Al rights reserved.

For info, please visit https://ww.isc. org/software/dhcp/

Li steni ng on LPF/ et hO/08: 00: 27: f5: 74: cf
Sendi ng on LPF/ et hO/ 08: 00: 27: f 5: 74: cf
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Sendi ng on Socket/fal | back

DHCPRELEASE on ethO to 10.0.2.2 port 67

root @erver42: ~# # now enabl e bridge in virtual box settings
root @erver42: ~# ifup ethO

Internet Systens ConsortiumDHCP Client 4.3.1

Copyri ght 2004-2014 Internet Systens Consortium

Al rights reserved.

For info, please visit https://ww.isc. org/software/dhcp/

Li steni ng on LPF/ eth0O/08: 00: 27: f5: 74: cf
Sendi ng on LPF/ et hO/ 08: 00: 27: f 5: 74: cf
Sendi ng on Socket/f al | back
DHCPDI SCOVER on et hO to 255.255.255.255 port 67 interval 8
DHCPDI SCOVER on et hO to 255.255. 255.255 port 67 interval 8
DHCPREQUEST on et hO to 255. 255. 255. 255 port 67
DHCPOFFER from 192. 168. 1. 42
DHCPACK from 192. 168. 1. 42
bound to 192.168.1.111 -- renewal in 2938 seconds.
root @erver42: ~# ifconfig ethoO
et hO Li nk encap: Et hernet HWAddr 08:00: 27: f5: 74: cf
i net addr:192.168.1.111 Bcast:192.168.1.255 Mask: 255.255.255.0
inet6 addr: fe80::a00:27ff:fefb5:74cf/64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 15 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 31 errors: 0 dropped: 0 overruns:0 carrier:0
collisions:0 txqueuel en: 1000
RX bytes: 3156 (3.0 KiB) TX bytes: 3722 (3.6 KiB)
r oot @erver42; ~#

Hereisan example of ssh to thisfreshly installed computer. Note that Debian 8 has disabled
remote root access, so i need to use the normal user account.

paul @ebi an8: ~$ ssh paul @92. 168. 1. 111
paul @92. 168. 1.111' s password:

The prograns included with the Debi an GNU Li nux system are free software;
the exact distribution terns for each program are described in the
i ndividual files in /usr/share/doc/*/copyright.

Debi an GNU Li nux conmes wi th ABSOLUTELY NO WARRANTY, to the extent
pernmitted by applicable | aw.

paul @Gerver42: ~$

paul @Gerver42: ~$ su -

Passwor d:

r oot @erver42: ~#

TODO: putty screenshot here...
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4.4. setting the hostname

The hostname of the server is asked during installation, so there is no need to configure this
manually.

root @erver42: ~# host nane

server42

root @erver42: ~# cat /etc/hostnane

server42

root @erver42: ~# dnsdonmi nnanme

paul . | ocal

root @erver42: ~# grep server42 /etc/ hosts
127.0.1.1 server42. paul . | ocal server42

root @erver42: ~#

4.5. adding a static ip address

This example shows how to add a static ip address to your server.

Y ou can use ifconfig to set a static address that is active until the next reboot (or until the
next ifdown).
a

root @erver42: ~# ifconfig eth0:0 10.104. 33. 39

Adding a couple of lines to the /etc/networ k/inter faces file to enable an extra ip address
forever.

root @erver42: ~# vi /etc/network/interfaces

root @erverd42: ~# tail -4 /etc/network/interfaces

auto eth0:0

iface eth0:0 inet static

address 10.104. 33. 39

net mask 255.255.0.0

root @erver42: ~# ifconfig

et hO Li nk encap: Et hernet HWAddr 08:00: 27: f 5: 74: cf
i net addr:192.168.1.111 Bcast:192.168.1.255 Mask: 255.255.255.0
inet6 addr: fe80::a00:27ff:fefb5: 74cf/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 528 errors: 0 dropped: O overruns: 0 frame: 0
TX packets: 333 errors: 0 dropped: O overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 45429 (44.3 KiB) TX bytes: 48763 (47.6 Ki B)

eth0: 0 Li nk encap: Et hernet HWAddr 08:00: 27: f 5: 74: cf
i net addr: 10. 104. 33.39 Bcast: 10. 255. 255. 255 Mask: 255.0.0.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1

l o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MTU: 65536 Metric:1
RX packets:0 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 0 errors: 0 dropped: 0 overruns:0 carrier:0
col lisions: 0 txqueuel en: 0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

root @erver42: ~#
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4.6. Debian package management

To get all information about the newest packages form the online repository:

root @erver42: ~# aptitude update

CGet : http://ftp. be.debian.org jessie InRel ease [ 191 kB]
CGet : http://security. debian.org jessi e/ updates |InRel ease [84.1 kB]
CGet : http://ftp. be.debian.org jessie-updates |InRel ease [117 kB]

CGet : http://security. debian.org jessi e/ updates/ mai n Sources [14 B]
CGet : http://ftp. be.debian.org jessie/min Sources/Difflndex [7,876 B]

1
2
3
Get: 4 http://ftp.be.debian.org jessie-backports |InRel ease [118 kB]
5
6
(out put truncated)

To download and apply all updates for al installed packages.

root @erver42: ~# aptitude upgrade
Resol vi ng dependenci es. ..
The foll owi ng NEW packages will be installed:
firmwvare-1inux-free{a} irqgbalance{a} |ibnumal{a} |inux-image-3.16.0-4-and64{a}
The foll ow ng packages will be upgraded:
busybox file libc-bin libc6 libexpatl |ibmagicl |ibpaper-utils |libpaperl libsqglite3-0
| i nux-i mage-and64 | ocal es mul tiarch-support
12 packages upgraded, 4 newWwy installed, O to remove and 0 not upgraded.
Need to get 44.9 MB of archives. After unpacking 161 MB will be used.
Do you want to continue? [Y/n/?]
(out put truncated)

Toinstall new software (vim and tmux in this example):

root @erver42: ~# aptitude install vimtnux
The followi ng NEW packages will be installed:
tmux vimvimruntinme{a}
0 packages upgraded, 3 newmy installed, 0 to renove and O not upgraded.
Need to get 6,243 kB of archives. After unpacking 29.0 MB will be used.
Do you want to continue? [Y/n/?]
Get: 1 http://ftp.be.debian.org/debian/ jessie/main tnmux and64 1.9-6 [245 kB]
Get: 2 http://ftp.be.debian.org/debian/ jessie/main vimruntinme all 2:7.4.488-1 [5, 046 kB]
Get: 3 http://ftp.be.debian.org/debian/ jessie/main vimand64 2:7.4.488-1 [ 952 kB]

Refer to the package management chapter in LinuxAdm.pdf for more information.
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Chapter 5. installing CentOS 7

This module is a step by step demonstration of an actua installation of CentOS 7.

We start by downloading an image from the internet and install CentOS 7 as a virtua
machinein Virtualbox. We will a'so do some basic configuration of this new machine like
setting an ip address and fixing a hostname.

This procedure should be very similar for other versions of CentOS, and also for
distributionslike RHEL (Red Hat Enterprise Linux) or Fedora. This procedure can aso be
helpful if you are using another virtualization solution.
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5.1. download a CentOS 7 image

This demonstration uses alaptop computer with Virtualbox to install CentOS 7 asavirtual
machine. The first task is to download an .iso image of CentOS 7.

The CentOS 7 website looks like this today (November 2014). They change the look
regularly, so it may look different when you visit it.

Download CentOS - Iceweasel - x

File Edit View History Bookmarks Tools Help
€ www.centos.org/download/ * & | |@~ DuckDuckGo B8 & @ v =

+% Download CentOS X | gk |

* CentOS cetcentos  ABOUT-  COMMUNITY - DOCUMENTATION -  HELP

You can download a full DVD, which alows for an off line installation of a graphical
CentOS 7 desktop. Y ou can select this because it should be easy and complete, and should
get you started with aworking CentOS 7 virtual machine.

37



installing CentOS 7

But | clicked instead on 'alternative downloads), selected CentOS 7 and x86_64 and ended
up on a mirror list. Each mirror is a server that contains copies of CentOS 7 media. |
selected a Belgian mirror because | currently am in Belgium.

-

- Index of /centos/7.0.1406/is05/x86_64 - Iceweasel + - 0X
Fle Edit Wiew History Bookmarks Tools Help
L ] ye.mirror.eurid.eu/centos/7.0.1406/isos/x86_64/ rC @)V DuckDuckGo @ ﬁ = =

Index of jcentos/7.0.1406/... x | & |

Index of /centos/7.0.1406/isos/x86_64

Hame Last modified Size Description
# parent Director -
@ 0_README . txt 21-1ul-2014 09:24 2.6K
@ Cent05-7.0-1406-x86_64-DVD.iso 06-Jul-2014 19:33 3.9G
2] Cent0S-7.0-14086-x86_64-DVD. torrent 07-Jul-2014 14:16 155K

@ Cent05-7.0-1406-x86_64-Everything.iso 05-Jul-2014 00:16 6.66
@ Cent05-7.0-1406-x86_64-Everything. torrent 07-Jul-2014 14:16 264K

@ Cent05-7.0-1406-x86_64-Gnomelive.iso 04-Jul-2014 19:22 1.06
£l Cent0S-7.0-1406-x86_64-Gnomelive. . torrent ©7-Jul-2014 14:16 42K
@ Cent05-7.0-1406-x86_64-Kdelive.iso 04-Jul-2014 19:44 1.26
@ Cent05-7.0-1406-x86_64-Kdelive.torrent 07-1ul-2014 14:16 49K
£l Cent05-7.0-1406-x86_64-livecd.iso 04-1ul-2014 19:00 687M
@ Cent05-7.0-1406-x86 64-livecd.torrent 07-Jul-2014 14:16 27K
@ Cent05-7.0-1406-x86_64-Minimal.iso 17-1ul-2014 16:16 566M
@ Cent05-7.0-1406-x86 64-NetInstall.iso 04-Jul-2014 17:59 362M
E’] Cent05-7.0-1406-x86 64-NetInstall.torrent 67-Jul-2014 14:16 15K
B ndssun. bt 21-1ul-2014 09:24 486

ri"] md5sum. txt.asc 21-Jul-2014 09:24 1.3K
@ shalsum.txt 21-1ul-2014 09:24 542

@ shalsum.txt.asc 21-1ul-2014 09:24 1.4K
@ sha256sum. txt 21-]ul-2014 09:24 1.3K
@ sha256sum. txt.asc 21-]ul-2014 09:24 2.2K

Thereisagain the option for full DV D's and more. This demonstration will use the minimal
JIso file, because it is much smaller in size. The download takes a couple of minutes.

Library
Organize ¥ Clear Downloads Search Downloads @
> @ History Cent0S-7.0-1406-x86_64-Minimal.iso
<~ Downloads [ |
% Tags

- 7 minutes remaining — 278 of 566 MB (596 KB/sec)
b [ All Bookmarks

Verify the size of thefile after download to make sure it is complete. Probably aright click
on the file and selecting 'properties (if you use Windows or Mac OSX).

| use Linux on the laptop aready:

paul @ebi an8: ~$ I's -1 h Cent OS-7. 0- 1406-x86_64-M ni nal . i so
-rwr--r-- 1 paul paul 566M Nov 1 14:45 CentOS-7.0-1406-x86_64-M ninal.iso

Do not worry if you do no understand the above command. Just try to make sure that the
size of thisfile isthe same as the size that is mentioned on the CentOS 7 website.
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5.2. Virtualbox

This screenshot shows up when | start Virtualbox. | already have four virtual machines, you
might have none.

o) Oracle VM VirtualBox Manager + . 0X
File Machine Help

{:} E:% E‘§> A 4 =3 Details (@) Snapshots

MNew Settings Start Discard

E debian7 = General [E Preview =
@) Powered Off
@ Name: RHEL7Y
5 winxp Operating System: Red Hat (64 bit)
iﬁ (@ Powered Off G system
Base Memory 544 ME
Processors: 2
Execution Cap: 90%
[Fy centos7 Boot Order: Hard Disk, CD/DVD
I @ Powered Off Acceleration: VTH/AMD W, Mested Paging,
PAE/MNX
Display
Video Memory: 32 MB P
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master: [CD/DVD] rhel-server-7.0-x85_64-dvd.iso (3.49 GB)
Controller: SATA
SATA Port O: RHEL7 wdi (Normal, 40.00 GB)

{2 Audio i

Below are the steps for creating anew virtual machine. Start by clicking New and give your
machine aname (I chose server 33). Click Next.

Create Virtual Machine
Name and operating system

Please choose a descriptive name for the new
virtual machine and select the type of operating
system you intend to install on it. The name you
choose will be used throughout VirtualBox to
identify this machine.

Name: |server33]

Type: |Linux x| \a

version: [Red Hat (64 bit) =l

Hide Description -::B_ackl MNext = I Cancel

39



installing CentOS 7

A Linux computer without graphical interface will run fine on half a gigabyte of RAM.

Create Virtual Machine + 0 X
Memory size

Select the amount of memary (RAM) in megabytes
to be allocated to the virtual machine.

The recommended memory size is 512 MB.

- |512 = mB

4 MB 8192 MB

-\:Eackl MNext = I Cancel

A Linux virtual machinewill need avirtual hard drive.

Create Virtual Machine
Hard drive

If you wish you can add a virtual hard drive to the
new machine. You can either create a new hard
drive file or select one from the list or from another
location using the folder icon.

If you need a more complex storage set-up you can
skip this step and make the changes to the
machine settings once the machine is created.

The recommended size of the hard drive is 8.00
GB.

¢ Do not add a virtual hard drive

= iCreate a virtual hard drive now!

 Use an existing virtual hard drive file

|RHELT vdi (Normal, 40,00 GE) =

=< Back | Create I Cancel |
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Any format will do for our purpose, so | |eft the default vdi.

Create Virtual Hard Drive + 0 X
Hard drive file type

Please choose the type of file that you would like to use for
the new virtual hard drive. If you do not need to use it with
other virtualization software you can leave this setting
unchanged.

& VDI (VirtualBox Disk Image)!
& WMDK (Virtual Machine Disk)
 WHD (Virtual Hard Disk)

¢ HDD (Parallels Hard Disk)

~ QED (QEMU enhanced disk)
¢ QCOW (QEMU Copy-On-Write)

Hide Descriptionl = Back | MNext = I Cancel |

The default dynamically allocated type will save disk space (until we fill the virtual disk
up to 100 percent). It makes the virtual machine a bit slower than fixed size, but the fixed
size speed improvement is not worth it for our purpose.

Create Virtual Hard Drive 4+ 0 X
Storage on physical hard drive

Please choose whether the new virtual hard drive file should
grow as it is used (dynamically allocated) or if it should be
created at its maximum size (fixed size).

A dynamically allocated hard drive file will only use space on
your physical hard drive as it fills up (up to a maximum fixed
size), although it will not shrink again automatically when
space on it is freed,

A fixed size hard drive file may take longer to create on some
systems but is often faster to use,

= iDynamically allocated!

" Fixed size

= Back | MNext = I Cancel
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The name of the virtual disk file on the host computer will be server 33.vdi in my case (I left
it default and it uses the vm name). Also 16 GB should be enough to practice Linux. The
filewill stay much smaller than 16GB, unless you copy alot of filesto the virtual machine.

Create Virtual Hard Drive 4+ 0O X
File location and size

Please type the name of the new virtual hard drive file into the
box below or click on the folder icon to select a different folder
to create the file in.

|server33 =)

Select the size of the virtual hard drive in megabytes. This size
is the limit on the amount of file data that a virtual machine will
be able to store on the hard drive,

} [ Reo0cB

4.00 MB 2.00TB

= Back | Create I Cancel |

Y ou should now be back to the start screen of Virtualbox. If al went well, then you should
see the machine you just created in the list.

Oracle VM VirtualBox Manager + - 0OX
File Machine Help

{:} E:% ':E> A {=3 Details () Snapshots

New Settings Start Discard

=] debian7 El General [E Preview =
i Powered Off
[e‘ @ Mame: server33
75 winxp Operating System: Red Hat (64 bit)
iﬂ (@) Powered Off @ system
2= RHEL7 Base Memory 512 MB
I (@) Powered Off Boot Order:  CD/DVD, Hard Disk
Acceleration:  WT-/AMDY, Nested Paging,
[y centos7 PAE/NX
I (@) Powered Off
Display
Video Memory: 12 MB —
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master: [CD/DVD] Cent0S5-7.0-1406-x86_64-Minimal.iso (566,00 MB)
Controller: SATA

SATA Port 0: server33.vdi (Normal, 16.00 GB)

{2 Audio i
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After finishing the setup, we go into the Settings of our virtual machine and attach the .iso
file we downloaded before. Below is the default screenshot.

ol server33 - Settings 4+ 0 %
[E General Storage
E System
Storage Tree Attributes
=] Displa =
; o & GE Name: |IDE
5 3 I
4}: Audio () Empty Type: [PllX4 =
& Network 4 Controller: SATA ¥ Use Host I/0 Cache
{3 Serial Ports - @ serverszvd
¥ usB
[l Shared Folders

oK I Cancel Help

Thisis a screenshot with the .iso file properly attached.

-3 server33 - Settings + 0O X
g
[E General Storage
[ system
Displ Storage Tree Attributes
=l Display
= ¢ Controller: IDE CD/DVD Drive: [IDE Secondary M: x| (&)
§a Audio B @ Ccnt05-7.0-140¢ I~ Live CD/DVD
@ Network 4 Controller: SATA Information
Serial Port B server33.vdi Uiz IB=0=
@ Serial Ports Size: 566.00 MB
& usB Location: /homefpaul/Download...
L Shared Folders Attached to: -
BE&

oK I Cancel Help
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5.3. CentOS 7 installing

The screenshots below will show every step from starting the virtual machine for the first
time (with the .iso file attached) until the first logon.

Y ou should see this when booting, otherwise verify the attachment of the .iso file form the
previous steps. Select Test thismedia and install CentOS 7.

E server33 [Running] - Oracle VM VirtualBox 4+ - 0OX

Machine Wiew Devices Help

Cent03 7

Install CentOS 7
Test this media & install CentDS ?

Troubleshoot ing

futomatic boot in 59 seconds...

B & | (0[] Left Winkey
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Carefully select the language in which you want your CentOS. | aways install operating
systemsin English, even though my native language is not English.

Also select the right keyboard, mineisaUS qwerty, but yours may be different.

server33 [Running] - Oracle VM VirtualBox 4+ _0OX
Machine View Devices Help

CENTOS 7 INSTALLATION

@ B

CentOS WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

English English > English (United States)

English (United Kingdom)

Afrikaans  Afrikaans

i English (India)
hmcT  Ambharic
English (Australia)
M()‘J‘ Arabic English (Canada)
WA Assamese English (Denmark)
Asturianu Asturian English (Ireland)
Eenapyckas  Belarusitn English (New Zealand)
Buarapckn  Bulgarian English (Nigeria)
- BGH}]&&'F English (Hong Kong SAR China)
Bosanski  Bosnian Eraeh (Piitpeines)
English (Singapore)
Catala Catalan English (South Africa)
Ceétina  Crzech English (Zambia)
Cymraeg Welsh English (Zimbabwe)
(

Dansk  Danish English (Botswana)

Type here to search. a

Quit Continue

Bl @ &P ] i@ @ [ (¥ [2) Left Winkey

Y ou should arrive at a summary page (with one or more warnings).

server33 [Running] - Oracle VM VirtualBox + - 0X
Machine View Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Bus
LOCALIZATION
DATE & TIME KEYBOARD
Americas/New York timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Instat

SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Not connected

Quit

i1, Please complete items marked with this icon before continuing to the next step.

Bl ® & & @ | @ [8] Left Winkey
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Start by configuring the network. During this demonstration | had a DHCP server running
at 192.168.1.42, yours is probably different. Ask someone (a network administator ?) for
help if this step fails.

& server33 [Running] - Oracle VM VirtualBox 4+ _0ox
Machine View Devices Help

NETWORK & HOSTNAME CENTOS 7 INSTALLATION

g Ethernet (enpOs3) on -I

Connected
Hardware Address 08:00:27:1C:F5:AB
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2

DNS 192.168.1.42

‘ + - } Configure...

Hostname: | localhost. localdomain

B @ P 0 &= @ [ @ 2] Left Winkey

Select your time zone, and activate ntp.

[ server33 [Running] - Oracle VM VirtualBox
Machine View Devices Help

DATE & TIME

Region:  Europe ~ | City: | Brussels

B @& 0 & @[ @ 2] Left Winkey
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Choose amirror that is close to you. If you can't find alocal mirror, then you can copy the
one from this screenshot (it is a general CentOS mirror).

E server33 [Running] - Oracle VM VirtualBox

Machine View Devices Help

INSTALLATION SOURCE

Which installation source would you like to use?

Auto-detected installation media:

@ On the network:

http:// ~ | mirror.centos. org/centos/7/os/xB6_64/ Proxy setup.

This URL refers to a mirror list k
Additional repositories

Enabled Name

Bl @ &P ] w= @ [ @ 2] Left Winkey

It can take a couple of seconds before the mirror is verified.

server33 [Running] - Oracle VM VirtualBox + - 0X
Machine View Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Eus
LOCALIZATION
DATE & TIME KEYBOARD
Europe/Brussels timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
http://mirror.centos.org/centos/7/0s/x86_64/ Source changed - please verify
.3
SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Wired (enpOs 3) connected
Quit

i1, Please complete items marked with this icon before continuing to the next step.

Bl ® & & @ | @ [8] Left Winkey
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| did not select any software here (because | want to show it all in this training).

E‘ server33 [Running] - Oracle VM VirtualBox
Machine View Devices Help

SOFTWARE SELECTION

Done

Base Environment Add-Ons for Selected Environment

© Minimal Install Compatibility Libraries
Basic functionality. Compatibility libraries for applications built on previous versions of
Infrastructure Server CentOS Linux.

Server for operating network infrastructure services
Development Tools
File and Print Server A basic development environment.
File, print, and storage server for enterprises Smart Card Support
Support for using smart card authentication
Basic Web Server

Server for serving static and dynamic internet content

Virtualization Host
Minimal virtualization host

Server with GUI

Server for operating network infrastructure services, with a GUL

GNOME Desktop
GNOME is a highly intuitive and user friendly desktop environment

KDE Plasma Workspaces k
The KDE Plasma Workspaces, a highly-configurable graphical user
interface which includes a panel, desktop, system icons and desktop

widgets, and many powerful KDE applications

Development and Creative Workstation
Workstation for software, hardware, graphics, or content

development

Bl @ &P ] i@ @ [ (¥ [2) Left Winkey

After configuring network, location, software and all, you should be back on this page. Make
sure there are no warnings anymore (and that you made the correct choice everywhere).

server33 [Running] - Oracle VM VirtualBox + - 0X
Machine View Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Eus
LOCALIZATION
DATE & TIME KEYBOARD
Europe/Brussels timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
http://mirror.centos.org/centos/7/0s/x86_64/ Minimal Install
3
SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Wired (enpOs 3) connected
Quit Begin Installation

Bl ® & & @ | (2 [8) Left Winkey
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You can enter a root password and create a user account while the installation is
downloading from the internet. Thisisthe longest step, it can take several minutes (or up to
an hour if you have a slow internet connection).

server33 [Running] - Oracle VM VirtualBox

CONFIGURATION CENTOS 7 INSTALLATION
Bus

USER SETTINGS

ROOT PASSWORD @  USERCREATION
Root password is set - User paul will be created

CentOS Core SIG
Produces the CentOS Linux Distribution.

‘wiki.centos.org/SpecialinterestGroup

B @D 00| @ [E Left Winkey

If you see this, then the installation was successful.

Time to reboot the computer and start CentOS 7 for the first time.

server33 [Running] - Oracle VM VirtualBox 4+ - 0OX

CONFIGURATION CENTOS 7 INSTALLATION
Eus

Complate!
—_—
CentOS is now successfully installed on your system and ready for you to use! Go ahead and reboot to start using it!

Reboot

23, Use of this product is subject to the license agreement found at fusr/share/centos-release/EULA

B @& 0w [ (@ E Left Winkey
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This screen will appear briefly when the virtual machines starts. You don't have to do
anything.

E server33 [Running] - Oracle VM VirtualBox
Machine Wiew Devices Help

CentDS Linux, with Linux 3.10.0-123.e17.x86_64
Cent03 Linux, with Linux O-rescue-5a89376246d4640eabbfeel96a8d4376e9

Use the T and ! keys to change the selection.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started automatically in 5s.

B © & i@ 0 | (9 [8) Left WinKey

After acouple of seconds, you should see alogon screen. Thisiscalled atty or agetty. Here
you can typer oot as username. Thelogin processwill then ask your password (nothing will
appear on screen when you type your password).

E server33 [Running] - Oracle VM VirtualBox 4+ - 0OX

Machine Wiew Devices Help

Cent0S Linux ? (Core)
Kernel 3.18.8-123.el?.x86_64 on an xB6_64

localhost login: _

B © & i@ 0 | (9 [8) Left WinKey
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And thisiswhat it looks like after logon. Y ou are logged on to your own Linux machine,
very good.

E server33 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

Cent0S Linux ? (Core)
Kernel 3.18.8-123.el?.x86_64 on an xB6_64

localhost login: root
Password:
[root@localhost ~1# _

B ) &P om0 | (9 [2] Left Winkey

All subsequent screenshots will be text only, no images anymore.

For example this screenshot shows three commands being typed on my new CentOS 7
install.

[root @ocal host ~]# who amii

r oot pts/ 0 2014-11-01 22:14
[root @ocal host ~]# host name

| ocal host. | ocal domai n

[root @ocal host ~]# date

Sat Nov 1 22:14:37 CET 2014

When using ssh the same commands will give this screenshot:

[root @ocal host ~]# who amii

r oot pts/ 0 2014-11-01 21:00 (192.168. 1. 35)
[root @ocal host ~]# host nanme

| ocal host. | ocal donai n

[root @ocal host ~]# date

Sat Nov 1 22:10:04 CET 2014

[root @ocal host ~]#

If the last part isabit too fast, take alook at the next topic CentOS 7 first logon.
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5.4. CentOS 7 first logon

All you have to log on, after finishing the installation, is this screen in Virtual box.

E server33 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

Cent0S Linux ? (Core)
Kernel 3.18.8-123.el?.x86_64 on an xB6_64

localhost login: _

B ) &P om0 | (9 [2] Left Winkey

This is workable to learn Linux, and you will be able to practice a lot. But there are more
way's to access your virtual machine, the next chapters discuss some of these and will aso
introduce some basic system configuration.

5.4.1. setting the hostname

Setting the hostname is a simple as changing the /etc/hostname file. As you can see here,
it is set to localhost.localdomain by default.

[root @ocal host ~]# cat /etc/hostnane
| ocal host .| ocal donmai n

Y ou could do echo server 33.netsec.local > /etc/hostname followed by areboot. But there
isalso the new CentOS 7 way of setting a new hostname.

[root @ocal host ~]# nnt ui

The above command will give you a menu to choose from with a set system hostname
option. Using this nmtui option will edit the /etc/hostname file for you.

[root @ocal host ~]# cat /etc/hostnane
server 33. net sec. | ocal

[root @ocal host ~]# host nane

server 33. net sec. | ocal

[root @ocal host ~]# dnsdomai nnane

net sec. | ocal

For some reason the documentation on the centos.org and docs.redhat.com websites tell
you to also execute this command:

[root @ocal host ~]# systenttl restart systend-hostnamed
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5.5. Virtualbox network interface

By default Virtualbox will connect your virtual machine over a nat interface. This will
show up as a 10.0.2.15 (or similar).

[root @erver33 ~]# ip a
1. lo: <LOOPBACK, UP, LONER UP> ntu 65536 qdi sc noqueue state UNKNOMN
| i nk/ 1 oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host lo
valid_ |ft forever preferred_|ft forever
inet6 ::1/128 scope host
valid_ |Ift forever preferred_|ft forever
2: enp0s3: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast s\
tate UP gl en 1000
I ink/ether 08:00:27:1c:f5:ab brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0. 2. 255 scope gl obal dynam c enp0s3
valid | ft 86399sec preferred_|ft 86399sec
inet6 fe80::a00:27ff:felc:fb5ab/64 scope link
valid_ |Ift forever preferred_|ft forever

Y ou can change this to bridge (over your wi-fi or over the ethernet cable) and thus make it
appear asif your virtual machine is directly on your local network (receiving an ip address
from your real dhcp server).

o server33 - Settings + 00X
[E General Network
[# system
B Display Adapter 1 | Adapter 2 | Adapter 3 | .e'-.dapteril
@] Storage ¥ Enable Network Adapter
B Audio Attached to: [Bridged Adapter  [+]
N— Mot attached
Metwork Name: | a7 =l
{3 Serial Ports o Advanced NAT Network
& uss Adapter Type:  Internal Network ktop (B2540EM) =
[0 shared Fold Host-only Adapter
ared rolders Promiscuous Mode: Generic Driver LI
MAC Address: [0B0D271CFSAB (s}

[¥ Cable Connected

Port Forwarding |

0K I Cancell Help |

Y ou can make this change whilethevm isrunning, provided that you execute this command:

[root @erver33 ~]# systenctl restart network
[root @erver33 ~]# ip a s dev enp0s3
2: enp0s3: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast s\
tate UP gl en 1000
Ilink/ether 08:00:27:1c:f5:ab brd ff:ff:ff:ff:ff:ff
inet 192.168.1.110/24 brd 192. 168. 1. 255 scope gl obal dynani c enp0s3
valid_|ft 7199sec preferred_| ft 7199sec
inet6 fe80::a00:27ff:felc:f5ab/64 scope |ink
valid_|Ift forever preferred_|ft forever
[root @erver33 ~]#
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5.6. configuring the network

The new way of changing network configuration is through the nmtui tool. If you want to
manually play with the files in /etc/sysconfig/networ k-scripts then you will first need to
verify (and disable) Networ kM anager on that interface.

Verify whether an interface is controlled by Networ kM anager using the nmcli command
(connected means managed bu NM).

[root @Gerver33 ~]# nntli dev status

DEVI CE TYPE STATE CONNECTI ON
enp0s3 ethernet connected enp0s3
l o | oopback unmanaged

Disable Networ kM anager on an interface (enp0s3 in this case):

echo ' NM_CONTROLLED=no' >> /etc/sysconfig/network-scripts/ifcfg-enp0s3

Y ou can restart the network without areboot like this;

[root @erver33 ~]# systentt| restart network

Also, forget ifconfig and instead use ip a.
[root @erver33 ~]# ip a s dev enp0s3 | grep inet
inet 192.168.1.110/24 brd 192. 168. 1. 255 scope gl obal dynani c enp0s3

inet6 fe80::a00:27ff:felc:fb5ab/64 scope |ink
[root @erver33 ~]#

5.7. adding one static ip address

This example shows how to add one static ip address to your computer.

[root @erver33 ~]# nntui edit enp0s3

In thisinterface leave the IPv4 configuration to automatic, and add an ip addressjust below.

| Pv4 CONFI GURATI ON <Aut omati c> <Hi de>
Addr esses 10. 104. 33. 32/ 16 <Renove>

Execute this command after exiting nmtui.

[root @erver33 ~]# systenct| restart network

And verify with ip (not with ifconfig):

[root @erver33 ~]# ip a s dev enp0s3 | grep inet
inet 192.168.1.110/24 brd 192. 168. 1. 255 scope gl obal dynani c enp0s3
i net 10.104.33.32/16 brd 10. 104. 255. 255 scope gl obal enp0s3
inet6 fe80::a00:27ff:felc:fb5ab/64 scope |link

[root @erver33 ~]#




installing CentOS 7

5.8. package management

Even with a network install, CentOS 7 did not install the latest version of some packages.
Luckily thereis only one command to run (as root). This can take awhile.

[ root @erver33 ~]# yum updat e
Loaded pl ugins: fastestmrror
Loading mirror speeds from cached hostfile
* base: centos. weepeet el ecom be
* extras: centos.weepeetel ecom be
* updates: centos. weepeet el ecom be
Resol vi ng Dependenci es
--> Runni ng transaction check
---> Package NetworkManager.x86_64 1:0.9.9.1-13.git20140326. 4dba720.¢el 7 \
wi |l be updated
(out put truncated)

You can aso use yum to install one or more packages. Do not forget to run yum update
from time to time.

[root @erver33 ~]# yumupdate -y & yuminstall vim-y
Loaded pl ugins: fastestmrror
Loadi ng mirror speeds from cached hostfile
* base: centos. weepeet el ecom be
(out put truncated)

Refer to the package management chapter for more information on installing and removing
packages.
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5.9. logon from Linux and MacOSX

You can now open aterminal on Linux or MacOSX and use ssh to log on to your virtual
machine.

paul @lebi an8: ~$ ssh root @92. 168. 1. 110
root @92.168.1.110' s password:

Last login: Sun Nov 2 11:53:57 2014

[ root @erver33 ~]# host name
server 33. netsec. | oca

[root @erver33 ~]#

5.10. logon from MS Windows

There is no ssh installed on MS Windows, but you can download putty.exe from http://
www.chiark.greenend.or g.uk/~sgtatham/putty/download.html (just Googleit).

Use putty.exe as shown in this screenshot (I saved the ip address by giving it a name
'server33' and presing the 'save’ button).

% PuTTY Configuration

Cateqgary:
[=- Sezzion B azic options for pour PuTTY zeszion
L.Dgglng Specify the destination pou want to connect to
=1 T errninal
Haozt Hame [or [P addresz) Part
K.epboard
Bell 192.168.1.110 22
Features Connection type
= Window {(JRaw (O Telet (O Rlegn & 55H O Sernial
A
ppealrance Load, zave or delete a stored zezsion
B ebaviaur
Translation Saved Seszions
Selection serverdd
Coalours
Default Settings
= Connection erverTd
[rata ; 5
Prosy
Rlogin
55H
Serial Clozse window on exit:
() Abway: () Mever (%) Only on clean exit
(o ) o
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The first time you will get a message about keys, accept this (this is explained in the ssh

chapter).

[

PuTTY Security Alert

The server's host kew is not cached in the regiskey, You
hawve no guarantee that the server is the computer wou
think it is.

The server's rsaZ kew fingerprint is:

ssh-rsa 2045 07:5biAci62:3F149:5F:8b:0F: 3b:54: b 8b:56:58:c3
If wou trusk this host, hit Yes bo add the key to

PUTT%'s cache and carry on connecting.

If wou want bo carry on connecking just once, without
adding the key to the cache, hit Mo,

If wou do nok trusk this hosk, hit Cancel o abandon the
conneckion,

l [ Cancel

- [B]

Enter your userid (or root) and the correct password (nothing will appear on the screen when

typing a password).

19 Z014 from 192.168.
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Chapter 6. getting Linux at home

Thischapter showsaUbuntuinstall in Virtualbox. Consider it legacy and use CentOS7
or Debian8 instead (each have their own chapter now).

This book assumes you have access to a working Linux computer. Most companies have
one or more Linux servers, if you have already logged on to it, then you 're all set (skip this
chapter and go to the next).

Another option is to insert a Ubuntu Linux CD in a computer with (or without) Microsoft
Windows and follow the installation. Ubuntu will resize (or create) partitions and setup a
menu at boot time to choose Windows or Linux.

If you do not have accessto aLinux computer at the moment, and if you are unable or unsure
about installing Linux on your computer, then this chapter proposes athird option: installing
Linux in avirtua machine.

Installation in avirtual machine (provided by Virtualbox) is easy and safe. Even when you
make mistakes and crash everything on the virtual Linux machine, then nothing on the real
computer is touched.

Thischapter gives easy steps and screenshotsto get aworking Ubuntu server in aVirtual box
virtual machine. The steps are very similar to installing Fedora or CentOS or even Debian,
and if you like you can also use VMWare instead of Virtualbox.
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6.1. download a Linux CD image

Start by downloading a Linux CD image (an .ISO file) from the distribution of your choice
from the Internet. Take care selecting the correct cpu architecture of your computer; choose
1386 if unsure. Choosing the wrong cpu type (like x86_64 when you have an old Pentium)
will almost immediately fail to boot the CD.

Home Ubuntu Business Cloud TV Download Support Project Community Partners Shop ubur’tuG

Ubuntu  Ubuntu Server Type to search )

Download Ubuntu Server re el T

You can download Ubuntu Server now —it's completely free.

Download Buy(CDs  Ubuntu Server for ARM

Download Ubuntu Server

Click the big orange butten to Download options
download the latest version of

Ubuntu. You will need to create a
CD or USB stick to install Ubuntu.

| Ubuntu 11.10 - Latest version ¥

Start download

| 84-bit - (recommended) B Ubuntu Server 11.10

Our long-term support (LTS) 64-bit
releases are supported for five
years on the server. Perfect for
organisations that need mare
stability for larger deployments,

Direct url fer this download

6.2. download Virtualbox

Step two (when the .1SO file hasfinished downloading) isto download Virtualbox. If you are
currently running Microsoft Windows, then download and install Virtualbox for Windows!

<>

Irtualbox

Download VirtualBox

About Here, you will find links to VirtualBox binaries and its source code.
ou

Screenshots VirtualBox binaries
Downloads
By downloading, you agree to the terms and conditions of the respectiw
Documentation
* VirtualBox platform packages. The binaries are released under

End-user docs o VirtualBox 4.1.8 for Windows hosts = x86/amd6&4
Technical docs o VirtualBox 4.1.8 for OS X hosts = x86/amd64
2 VirtualBox 4.1.8 for Linux hosts
Contribute o VirtualBox 4.1.8 for Solaris hosts = x86/amd64
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6.3. create a virtual machine

Now start Virtualbox. Contrary to the screenshot below, your left pane should be empty.

A

Oracle VM VirtualBox Manager =

{:} T 3 @ - Bl | @ Snapshots |

Mew  Settings  Start  Discard

(z-"-:'- B S
o .
. —
,r“:" - —
- - -
P "% — -
- -
' [ - -— g
- W
F ="
L —
," — - W - - -
R -~ - i
¥ 4>
y

Click New to create a new virtual machine. We will walk together through the wizard. The
screenshots below are taken on Mac OSX; they will be slightly different if you are running
Microsoft Windows.

Create New Virtual Machine

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new
virtual machine for VirtualBox.

Use the Continue button to go to the next page of the wizard and the Go Back
button to return to the previous page. You can also press Esc if you want to
cancel the execution of this wizard.

_ Go Back ( Continue )

A
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Name your virtual machine (and maybe select 32-bit or 64-bit).

Create New Virtual Machine

VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest
operating system you plan to install onto the virtual machine.

The name of the virtual machine usually indicates its software and hardware
configuration. It will be used by all VirtualBox components to identify your
virtual machine.

Name

mijnvirtuelemachine

05 Type
Operating System: | Linux 4 @J‘
Version: [ Ubuntu (64 bit) 3

( GoBack ) ( Continue )

A

Give the virtual machine some memory (512MB if you have 2GB or more, otherwise select

256MB).

Create New Virtual Machine

Memory

Select the amount of base memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended base memory size is 512 MB.

Base Memory Size

512  MB

4 MB 8192 MB

( GoBack ) ( Continue )

#
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Select to create a new disk (remember, thiswill be avirtual disk).

Create New Virtual Machine

Virtual Hard Disk

If you wish you can now add a start-up disk to the new machine. You can either
create a new virtual disk or select one from the list or from another location
using the folder icon.

If you need a more complex virtual disk setup you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the start-up disk is 8,00 GB.
ESlart—up Disk

() Create new hard disk
() Use existing hard disk

J CentOS6.vdi (Normal, 16,00 GB)

»

( GoBack ) ( Continue )
A~

If you get the question below, choose vdi.

Create New Virtual Disk

Welcome to the virtual disk creation wizard

This wizard will help you to create a new virtual disk for your
virtual machine.

Use the Continue button to go to the next page of the wizard and
the Go Back button to return to the previous page. You can also
press Esc if you want to cancel the execution of this wizard.

Please choose the type of file that you would like to use for the
new virtual disk. If you do not need to use it with other
virtualization software you can leave this setting unchanged.

File type

(*) VDI (VirtualBox Disk Image)
() VMDK (Virtual Machine Disk)
() VHD (Virtual Hard Disk)

() HDD (Parallels Hard Disk)

H
Co Back | Continue )

A
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Choose dynamically allocated (fixed sizeisonly useful in production or onreally old, slow
hardware).

Create New Virtual Disk

Virtual disk storage details

Please choose whether the new virtual disk file should be allocated
as it is used or if it should be created fully allocated.

A dynamically allocated virtual disk file will only use space on
your physical hard disk as it fills up, although it will not shrink
again automatically when space on it is freed.

A fixed size virtual disk file may take longer to create on some
systems but is often faster to use.

Storage details

(*) Dynamically allocated
O Fixed si
() Fixed size

(" GoBack ) [ Continue

A
Choose between 10GB and 16GB as the disk size.
Create New Virtual Disk
Virtual disk file location and size
Please type the name of the new virtual disk file into the box
below or click on the folder icon to select a different folder to
create the file in.
Location
mijnvirtuelemachine
Select the size of the virtual disk in megabytes. This size will be
reported to the Guest OS5 as the maximum size of this virtual disk.
Size
1 1 1 1 1 1 1 1 1 1 IOI 1 1 1 1 1 1 1 IGIOD GB
4,00 MB 2,00 TB
(" GoBack ) [ Continue
A
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Click createto create the virtual disk.

Create New Virtual Disk

Summary

You are going to create a new virtual disk with the following
parameters:

File type: VDI (VirtualBox Disk Image) ’]

Details: Dynamically allocated storage

Location: [Users/paul/VirtualBox VMs/mijnvirtuelemachine/mi .
jnvirtuelemachine.vdi T

If the above settings are correct, press the Create button. Once
you press it the new virtual disk file will be created.

(" GoBack | [ Create )
A

Click createto create the virtual machine.

Create New Virtual Machine
Summary

You are going to create a new virtual machine with the following parameters:

MName: mijnvirtuelemachine
0S Type: Ubuntu (64 bit)

Base Memory: 512 MB
Start-up Disk: mijnvirtuelemachine.vdi (Normal, 10,00 GB)

If the above is correct press the Create button. Once you press it, a new virtual
machine will be created.

Note that you can alter these and all other setting of the created virtual machine
at any time using the Settings dialog accessible through the menu of the main

window.

( GoBack ) [ Create )
A
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6.4. attach the CD image

Before we start the virtual computer, let us take alook at some settings (click Settings).

EYS mijnvirtuelemachine
'ﬁ © Powered Off

T
.ml-*
'd -

R
R
ng—_-.- n

v

Oracle VM VirtualBox Manager

(@)

& Details Snapshots

= General

Name: mijnvirtuelemachine
0S Type: Ubuntu (64 bit)

= preview

System

Base Memory: 512 MB

Boot Order:  Floppy,
CD/DVD-ROM,
Hard Disk

Acceleration: VT-x/AMD-V,

mijnvirtuelemachine

Display

Video Memory: 12 MB
Remote Desktop Server: Disabled

Storage

IDE Controller
IDE Secondary Master (CD/DVD): Empty
SATA Controller

SATA Port 0: mijnvirtuelemachine.vdi
(Normal, 10,00 GB}
 Audio :
& —— —— —— - MR

Do not worry if your screen looks different, just find the button named stor age.

mijnvirtuelemachine - General

[ Basic | Advanced

Description
Name: |mijnvirtue|emachine I
Operating System: | Linux B "%
I
Version: | Ubuntu (64 bit) 4

(_ Cancel ) E—OK—-)
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Remember the .1SO file you downloaded? Connect this .1SO file to this virtual machine by
clicking on the CD icon next to Empty.

mijnvirtuelemachine - Storage

Storage Tree

|® IDE Controller |

48 SATA Controller

£ mijnvirtuelemachine.vdi

@ @@ @

@

Attributes

CD/DVD Drive:

Information

Type:
Size:
Location:

Attached To:

IDE Secondary B

[ | Live CD/DVD

C Cancel ) E—OK—3

Now click on the other CD icon and attach your 1SO file to this virtual CD drive.

Storage Tree

& IDE Controller

48 SATA Controller

mijnvirtuelemachine.vdi

@ @ a@ae

mijnvirtuelemachine - Storage

Attributes

CD/DVD Drive:

Information

Type:
Size:
Location:

Attached To:

[ Live CD/DVD

IDE Secondary B

Choose a virtual CD/DVD ;:Ii.sk file...

ral = Preview

mijnvirtuelemachine

: Ubuntu (64 bit) i

- eas W TwTa b 2 o
E - el

- W vy D - -
— — il -

ondary Master (CD/DVD): Empty
ntroller

E Port 0: mijnvirtuele

(Normal, 1C
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Verify that your download is accepted. If Virtualbox complains at this point, then you
probably did not finish the download of the CD (try downloading it again).

mijnvirtuelemachine - Storage

& B8 e @ e @

General  System Display | Storage | Audio Network  Ports  Shared Folders
Storage Tree Attributes
‘> IDE Controller CD/DVD Drive: | IDE Secondary % | (3)
@ ubuntu-11.04-server-am... [ Live CD/DVD

48 SATA Controller

& mijnvirtuelemachine.vdi

Information
Type: Image
Size: 673,61 MB
Location: [Users/paul/ISO/ubu...
Attached To: --

@ ( cancel )  OK )

It could be useful to set the network adapter to bridge instead of NAT. Bridged usually will
connect your virtual computer to the Internet.

mijnvirtuelemachine - Network

S EH =5 & @ > W

General  System Display  Storage  Audio Ports  Shared Folders

[ Adapter 1 Adapter 2 Adapter 3 Adapter 4 1

[ﬂ Enable Network Adapter
Attached to: [ NAT hﬂ

Name:

> Advanced

@ (" Ccancel ) ( 0K )
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6.5. install Linux

The virtual machine is now ready to start. When given a choice at boot, select install and
follow the instructions on the screen. When the installation is finished, you can log on to
the machine and start practising Linux!
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Chapter 7. man pages

This chapter will explain the use of man pages (also called manual pages) on your Unix
or Linux computer.

You will learn the man command together with related commands like whereis, whatis
and mandb.

Most Unix files and commands have pretty good man pages to explain their use. Man
pages also come in handy when you are using multiple flavours of Unix or several Linux
distributions since options and parameters sometimes vary.
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7.1. man $command

Type man followed by a command (for which you want help) and start reading. Press q to
quit the manpage. Some man pages contain examples (near the end).

paul @ ai ka: ~$ man whoi s
Ref ormatting whoi s(1), please wait...

7.2. man $configfile

Most configuration files have their own manual.

paul @ ai ka: ~$ man sysl og. conf
Reformatting sysl og. conf(5), please wait...

7.3. man $daemon

Thisisaso true for most daemons (background programs) on your system..

paul @ ai ka: ~$ man sysl ogd
Ref ormatting sysl ogd(8), please wait...

7.4. man -k (apropos)

man -k (or apropos) shows alist of man pages containing a string.

paul @ ai ka: ~$ man -k sysl og

I msyslog-setup (8) - configure |laptop nmode to switch syslog.conf ...
| ogger (1) - a shell comand interface to the syslog(3) ...
syslog-facility (8) - Setup and rempve LOCALx facility for syskl ogd
sysl og. conf (5) - syslogd(8) configuration file

sysl ogd (8) - Linux systemlogging utilities.
syslogd-listfiles (8) - list systemlogfiles

7.5. whatis

To seejust the description of amanual page, use whatis followed by a string.

paul @i810: ~$ whatis route
route (8) - show / manipulate the P routing table

7.6. whereis

The location of a manpage can be revealed with whereis.

paul @ ai ka: ~$ wherei s -m whoi s
whoi s: /usr/share/ man/ manl/ whoi s. 1. gz

Thisfileisdirectly readable by man.

paul @ ai ka: ~$ man /usr/share/ man/ manl/ whoi s. 1. gz
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7.7. man sections

By now you will have noticed the numbers between the round brackets. man man will
explain to you that these are section numbers. Executable programs and shell commands
reside in section one.

Execut abl e prograns or shell commands

Systemcalls (functions provided by the kernel)

Library calls (functions within programlibraries)

Special files (usually found in /dev)

File formats and conventions eg /etc/passwd

Ganes

M scel | aneous (i ncludi ng macro packages and conventions), e.g. man(7)
System adm ni strati on conmands (usually only for root)

Kernel routines [Non standard]

7.8. man $section $file

©CoOo~NoOUhwWNPRE

Therefor, when referring to the man page of the passwd command, you will see it written
as passwd(1); when referring to the passwd file, you will see it written as passwd(5). The
screenshot explains how to open the man page in the correct section.

[ paul @GRHEL52 ~]$ nan passwd # opens the first nanual found
[ paul @RHEL52 ~]$ nan 5 passwd # opens a page fromsection 5

7.9. man man

If you want to know more about man, then Read The Fantastic Manua (RTFM).

Unfortunately, manual pages do not have the answer to everything...

paul @ ai ka: ~$ nman woman
No manual entry for wonan

7.10. mandb

Should you be convinced that a man page exists, but you can't access it, then try running
mandb on Debian/Mint.

root @ ai ka: ~# nandb

0 man subdirectories contai ned newer manual pages.
0 manual pages were added.

0 stray cats were added.

0 ol d database entries were purged.

Or run makewhatis on CentOS/Redhat.

[ root @ent 0os65 ~]# apropos scsi
scsi: nothing appropriate

[ root @ent os65 ~]# makewhati s
[ root @ent os65 ~]# apropos scsi

hpsa (4) - HP Smart Array SCSI driver

| sscsi (8) - list SCSI devices (or hosts) and their attributes
sd (4) - Driver for SCSI Disk Drives

st (4) - SCSI tape device

73



Chapter 8. working with directories

This module is a brief overview of the most common commands to work with directories;
pwd, cd, Is, mkdir and rmdir. These commands are available on any Linux (or Unix)
system.

This module also discusses absolute and relative paths and path completion in the bash
shell.
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8.1. pwd

Theyou ar e here sign can be displayed with the pwd command (Print Working Directory).
Go ahead, try it: Open a command line interface (also called aterminal, console or xterm)
and type pwd. The tool displays your current directory.

paul @ebi an8: ~$ pwd

/ hore/ paul

8.2. cd

Y ou can change your current directory with the cd command (Change Directory).

paul @ebi an8%
paul @ebi an8%
/etc

paul @ebi an8%
paul @ebi an8%
/bin

paul @ebi an8%
paul @ebi an8%
/ hore/ paul

8.2.1.cd ~

cd /etc
pwd

cd /bin
pwd

cd / home/ paul /
pwd

The cd isalso ashortcut to get back into your home directory. Just typing cd without atarget
directory, will put you in your home directory. Typing cd ~ has the same effect.

paul @ebi an8%
paul @ebi an8%
letc

paul @ebi an8%
paul @ebi an8$%
/ horre/ paul
paul @ebi an8%
paul @ebi an8$%
/ horre/ paul

8.2.2.cd ..

cd /etc
pwd

cd
pwd

cd ~
pwd

To go to the parent directory (the one just above your current directory in the directory
tree), typecd .. .

paul @ebi an8$% pwd
[ usr/ shar e/ ganes
paul @ebi an8%$ cd .
paul @ebi an8$% pwd
[usr/share

To stay in the current directory, type cd . ;-) We will see useful use of the . character
representing the current directory later.
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8.2.3.cd -

Another useful shortcut with cd isto just type cd - to go to the previous directory.

paul @ebi an8%
/ hore/ paul
paul @ebi an8%
paul @ebi an8%
letc

paul @ebi an8%

pwd

cd /etc
pwd

cd -

/ hore/ paul
paul @ebi an8%
letc

8.3. absolute and relative paths

cd -

Y ou should be aware of absolute and relative pathsin the file tree. When you type a path
starting with asglash (/), then theroot of thefiletreeisassumed. If you don't start your path
with a dlash, then the current directory is the assumed starting point.

The screenshot below first shows the current directory /home/paul. From within this
directory, you have to type cd /home instead of cd home to go to the /home directory.

paul @ebi an8$% pwd

/ hone/ paul

paul @ebi an8% cd hone

bash: cd: home: No such file or directory
paul @ebi an8% cd /hone

paul @ebi an8$% pwd

/ horre

When inside /home, you have to type cd paul instead of cd /paul to enter the subdirectory
paul of the current directory /home.

paul @ebi an8$ pwd

/ home
paul @ebi an8% cd / paul
bash: cd: /paul: No such file or directory

paul @ebi an8% cd pau
paul @ebi an8$ pwd
/ hore/ paul

In case your current directory istheroot directory /, then both cd /home and cd home will
get you in the /home directory.

paul @ebi an8%
/

paul @ebi an8%
paul @ebi an8%
/ horre

paul @ebi an8%
paul @ebi an8%
paul @ebi an8%
/ horre

pwd

cd hone
pwd

cd /
cd /hone
pwd

This was the last screenshot with pwd statements. From now on, the current directory will
often be displayed in the prompt. Later in this book we will explain how the shell variable
$PS1 can be configured to show this.
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8.4. path completion

Thetab key can help you in typing a path without errors. Typing cd /et followed by the tab
key will expand the command lineto cd /etc/. When typing cd /Et followed by the tab key,
nothing will happen because you typed the wrong path (upper case E).

Y ou will need fewer key strokes when using the tab key, and you will be sure your typed
path is correct!

8.5. Is

Y ou can list the contents of adirectory with |s.

paul @ebi an8: ~$ |s
allfiles.txt dmesg.txt services stuff sunmer.txt
paul @ebi an8: ~$

85.1.Is -a

A fregquently used option with Isis -a to show all files. Showing al files means including
the hidden files. When afile name on a Linux file system starts with adot, it is considered
ahidden fileand it doesn't show up in regular filelistings.

paul @ebi an8: ~$ |s
allfiles.txt dnmesg.txt services stuff summer.txt
paul @ebi an8: ~$ Is -a

allfiles.txt .bash_profile dnesg.txt .l esshst stuff
. . bash_hi story .bashrc services . ssh sumer . t xt
paul @ebi an8: ~$
8.5.2. Is -l

Many times you will be using options with Is to display the contents of the directory in
different formats or to display different parts of the directory. Typing just Is gives you a
list of filesin the directory. Typing Is -l (that is a letter L, not the number 1) gives you a
long listing.

paul @ebi an8: ~$ Is -

total 17296

-rwr--r-- 1 paul paul 17584442 Sep 17 00:03 allfiles.txt
-rwr--r-- 1 paul paul 96650 Sep 17 00: 03 dnesg.t xt
-rwr--r-- 1 paul paul 19558 Sep 17 00: 04 services
drwxr-xr-x 2 paul paul 4096 Sep 17 00: 04 stuff
-rwr--r-- 1 paul paul 0 Sep 17 00: 04 sunmer.txt
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8.5.3.1s -lIh

Another frequently used Is option is -h. It shows the numbers (file sizes) in a more human
readable format. Also shown below is some variation in the way you can give the options
tols. We will explain the details of the output later in this book.

Note that we use the letter L as an option in this screenshot, not the number 1.

paul @ebi an8:~$ Is -1 -h
total 17M
-rwr--r-- 1 paul paul 17M Sep 17 00: 03 allfiles.txt
-rwr--r-- 1 paul paul 95K Sep 17 00: 03 dnesg.t xt
-rwr--r-- 1 paul paul 20K Sep 17 00: 04 services
drwxr-xr-x 2 paul paul 4.0K Sep 17 00: 04 stuff
-rwr--r-- 1 paul paul 0 Sep 17 00: 04 summrer. txt
paul @ebi an8:~$ Is -lh
total 17M
-rwr--r-- 1 paul paul 17M Sep 17 00: 03 allfiles.txt
-rwr--r-- 1 paul paul 95K Sep 17 00: 03 dnesg.t xt
-rwr--r-- 1 paul paul 20K Sep 17 00: 04 services
drwxr-xr-x 2 paul paul 4.0K Sep 17 00: 04 stuff
-rwr--r-- 1 paul paul 0 Sep 17 00: 04 sumrer. txt
paul @ebi an8: ~$ |s -hl
total 17M
-rwr--r-- 1 paul paul 17M Sep 17 00: 03 allfiles.txt
-rwr--r-- 1 paul paul 95K Sep 17 00: 03 dnesg.t xt
-rwr--r-- 1 paul paul 20K Sep 17 00: 04 services
drwxr-xr-x 2 paul paul 4.0K Sep 17 00: 04 stuff
-rwr--r-- 1 paul paul 0 Sep 17 00: 04 sumrer. txt
paul @ebi an8:~$ Is -h -1
total 17M
-rwr--r-- 1 paul paul 17M Sep 17 00: 03 allfiles.txt
-rwr--r-- 1 paul paul 95K Sep 17 00: 03 dnesg.t xt
-rwr--r-- 1 paul paul 20K Sep 17 00: 04 services
drwxr-xr-x 2 paul paul 4.0K Sep 17 00: 04 stuff
-rwr--r-- 1 paul paul 0 Sep 17 00: 04 sumrer. txt

8

paul @lebi an8: ~$
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8.6. mkdir

Walking around the Unix filetreeisfun, but itiseven morefunto create your own directories
withmkdir. Y ou haveto giveat |east one parameter to mkdir, the name of the new directory
to be created. Think before you type aleading / .

paul @ebi an8: ~$ nkdir nydir

paul @ebi an8: ~$ cd nydir

paul @ebi an8: ~/ nydir$ I's -al

total 8

drwxr-xr-x 2 paul paul 4096 Sep 17 00: 07 .
drwxr-xr-x 48 paul paul 4096 Sep 17 00: 07 .
paul @ebi an8: ~/ nydi r$ nkdir stuff

paul @ebi an8: ~/ nydi r$ nkdir ot herstuff

paul @ebi an8: ~/nydir$ I's -1

total 8

drwxr-xr-x 2 paul paul 4096 Sep 17 00: 08 ot herstuff
drwxr-xr-x 2 paul paul 4096 Sep 17 00: 08 stuff
paul @ebi an8: ~/ nydi r $

8.6.1. mkdir -p

The following command will fail, because the parent directory of threedir sdeep does not
exist.

paul @ebi an8: ~$ nkdi r nydir2/ nysubdir2/threedirsdeep
nmkdi r: cannot create directory ‘nydir2/nysubdir?2/threedirsdeep’: No such fi\
le or directory

When given the option -p, then mkdir will create parent directories as heeded.

paul @ebi an8: ~$ nkdir -p mydir2/ mysubdir?2/threedirsdeep
paul @ebi an8: ~$ cd nydir2

paul @ebi an8: ~/nydir2$ Is -I

total 4

drwxr-xr-x 3 paul paul 4096 Sep 17 00: 11 nysubdir2
paul @ebi an8: ~/ nydi r2$ cd mnysubdir2

paul @lebi an8: ~/ nydi r 2/ nysubdi r2$ |Is -1

total 4

drwxr-xr-x 2 paul paul 4096 Sep 17 00: 11 t hreedirsdeep
paul @lebi an8: ~/ mydi r 2/ mysubdi r2$ cd t hreedirsdeep/

paul @ebi an8: ~/ mydi r 2/ mysubdi r 2/t hr eedi r sdeep$ pwd

/ hore/ paul / nydi r 2/ nysubdi r 2/ t hr eedi r sdeep

8.7. rmdir

When a directory is empty, you can use rmdir to remove the directory.

paul @ebi an8: ~/nydir$ Is -

total 8

drwxr-xr-x 2 paul paul 4096 Sep 17 00: 08 ot herstuff
drwxr-xr-x 2 paul paul 4096 Sep 17 00: 08 stuff

paul @ebi an8: ~/ nydir$ rndir otherstuff

paul @ebi an8: ~/ nydir$ cd ..

paul @ebi an8: ~$ rndir nydir

rndir: failed to renove ‘nydir’: Directory not enpty
paul @ebi an8: ~$ rndir nydir/stuff

paul @ebi an8: ~$ rndir nydir

paul @ebi an8: ~$
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8.7.1. rmdir -p

And similar to the mkdir -p option, you can also use rmdir to recursively remove
directories.

paul @ebi an8: ~$ nkdir -p test42/subdir
paul @ebi an8: ~$ rndir -p test42/subdir
paul @ebi an8: ~$
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8.8. practice: working with directories

1. Display your current directory.

2. Changeto the /etc directory.

3. Now change to your home directory using only three key presses.
4. Change to the /boot/grub directory using only eleven key presses.
5. Go to the parent directory of the current directory.

6. Go to the root directory.

7. List the contents of the root directory.

8. List along listing of the root directory.

9. Stay where you are, and list the contents of /etc.

10. Stay where you are, and list the contents of /bin and /shin.

11. Stay where you are, and list the contents of ~.

12. List all thefiles (including hidden files) in your home directory.
13. List the filesin /boot in a human readable format.

14. Create a directory testdir in your home directory.

15. Change to the /etc directory, stay here and create a directory newdir in your home
directory.

16. Create in one command the directories ~/dirl/dir2/dir3 (dir3 is asubdirectory from dir2,
and dir2 isasubdirectory from dirl).

17. Remove the directory testdir.

18. If time permits (or if you are waiting for other students to finish this practice), use and
understand pushd and popd. Use the man page of bash to find information about these
commands.
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8.9. solution: working with directories

1. Display your current directory.
pwd
2. Change to the /etc directory.

cd /etc

3. Now change to your home directory using only three key presses.

cd (and the enter key)

4. Change to the /boot/grub directory using only eleven key presses.

cd /boot/grub (use the tab key)

5. Go to the parent directory of the current directory.

cd .. (with space between cd and ..)

6. Go to the root directory.

cd /

7. List the contents of the root directory.

I's

8. List along listing of the root directory.

I's -1

9. Stay where you are, and list the contents of /etc.

Ils /etc

10. Stay where you are, and list the contents of /bin and /sbin.

I's /bin /sbin
11. Stay where you are, and list the contents of ~.

s ~

12. List al thefiles (including hidden files) in your home directory.
I's -al ~

13. List the filesin /boot in a human readable format.

I's -1h /boot

14. Create a directory testdir in your home directory.

nkdir ~/testdir

15. Change to the /etc directory, stay here and create a directory newdir in your home
directory.
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cd /etc ; nkdir ~/newdir

16. Create in one command the directories ~/dirl/dir2/dir3 (dir3 isasubdirectory from dir2,
and dir2 is asubdirectory from dirl).

nmkdir -p ~/dirl/dir2/dir3

17. Remove the directory testdir.
rmdir testdir
18. If time permits (or if you are waiting for other students to finish this practice), use and

understand pushd and popd. Use the man page of bash to find information about these
commands.

man bash # opens the manua
/ pushd # searches for pushd
n # next (do this two/three tines)

The Bash shell has two built-in commands called pushd and popd. Both commands work
with acommon stack of previousdirectories. Pushd adds adirectory to the stack and changes
to a new current directory, popd removes a directory from the stack and sets the current
directory.

paul @lebi an7:/etc$ cd /bin
paul @ebi an7:/bi n$ pushd /1ib
/lib /bin

paul @lebi an7:/1ib$ pushd /proc
/proc /lib /bin

paul @ebi an7:/proc$ popd

/lib /bin

paul @ebi an7:/1i b$ popd

/bin
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Chapter 9. working with files

In this chapter we learn how to recognise, create, remove, copy and move files using
commands like file, touch, rm, cp, mv and rename.
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90.1. all files are case sensitive

Files on Linux (or any Unix) are case sensitive. This means that FILE1 is different from
filel, and /etc/hosts is different from /etc/Hosts (the latter one does not exist on a typical
Linux computer).

This screenshot shows the difference between two files, one with upper case W, the other
with lower case w.

paul @ ai ka: ~/ Li nux$ |'s

winter.txt Wnter.txt

paul @ ai ka: ~/ Li nux$ cat wi nter.txt
It is cold.

paul @ ai ka: ~/ Li nux$ cat Wnter.txt
It is very cold!

9.2. everything is afile

A directory is a specia kind of file, but it is still a (case sensitive!) file. Each terminal
window (for example /dev/pts/4), any hard disk or partition (for example /dev/sdb1) and
any process are al represented somewhere in the file system as afile. It will become clear
throughout this course that everything on Linux is afile.

9.3. file

The file utility determines the file type. Linux does not use extensions to determine the
file type. The command line does not care whether afile endsin .txt or .pdf. As a system
administrator, you should use the file command to determine the file type. Here are some
examples on atypical Linux system.

paul @ai ka: ~$ file pic33.png

pi c33. png: PNG i mage data, 3840 x 1200, 8-bit/color RGBA, non-interlaced
paul @ai ka: ~$ file /etc/passwd

[ etc/ passwd: ASCI| text

paul @ai ka: ~$ file HelloWrld.c

Hel l oworld.c: ASCII C program text

The file command uses a magic file that contains patterns to recognise file types. The magic
fileislocated in /usr/shareffile/magic. Type man 5 magic for more information.

It isinteresting to point out file -s for special files like those in /dev and /proc.

root @ebi an6~# file /dev/sda

/ dev/ sda: bl ock speci al

root @ebi an6~# file -s /dev/sda

/dev/ sda: x86 boot sector; partition 1: |ID=0x83, active, starthead...
root @ebi an6~# file /proc/cpuinfo

/ proc/ cpui nfo: enpty

r oot @lebi an6~# file -s /proc/cpuinfo

[ proc/ cpui nfo: ASCI| C++ program text
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9.4. touch

9.4.1. create an empty file

One easy way to create an empty file is with touch. (We will see many other ways for

creating files later in this book.)

This screenshot starts with an empty directory, creates two files with touch and the lists

those files.

paul @ebi an7: ~$ |s -|I

total O

paul @lebi an7: ~$ touch fil e42

paul @ebi an7: ~$ touch fil e33

paul @ebi an7: ~$ |s -|

total O

-rwr--r-- 1 paul paul 0 Oct 15 08:57 file33
-rwr--r-- 1 paul paul 0 Cct 15 08:56 file42
paul @ebi an7: ~$

9.4.2. touch -t

Thetouch command can set some properties while creating empty files. Can you determine
what is set by looking at the next screenshot? If not, check the manual for touch.

paul @ebi an7: ~$ touch -t 200505050000 Si nkoDeMayo
paul @ebi an7: ~$ touch -t 130207111630 BigBattle.txt
paul @ebi an7: ~$ Is -I

total O

-rwr--r-- 1 paul paul 0 Jul 11 1302 BigBattle.txt
-rwr--r-- 1 paul paul 0 Oct 15 08:57 file33
-rwr--r-- 1 paul paul 0 Cct 15 08:56 fil e42
-rwr--r-- 1 paul paul 0 Moy 5 2005 SinkoDeMayo
paul @ebi an7: ~$
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9.5.rm

9.5.1. remove forever

When you no longer need afile, userm to removeit. Unlike some graphical user interfaces,
the command line in general does not have awaste bin or trash can to recover files. When
you userm to remove afile, thefileis gone. Therefore, be careful when removing files!

paul @ebi an7: ~$ |s

BigBattle.txt file33 filed42 SinkoDeMayo
paul @ebi an7: ~$ rm Bi gBattle.txt

paul @ebi an7: ~$ |s

file33 file42 SinkoDeMayo

paul @ebi an7: ~$

9.5.2.rm -i

To prevent yourself from accidentally removing afile, you can typerm -i.

paul @ebi an7: ~$ |s

file33 file42 SinkoDeMayo

paul @ebi an7: ~$ rm-i file33

rm renove regular enpty file "file33' ? yes
paul @ebi an7: ~$ rm -i Si nkoDeMayo

rm renove regular enpty file ~SinkoDeMayo' ? n
paul @ebi an7: ~$ |s

file42 SinkoDeMayo

paul @ebi an7: ~$

9.5.3.rm -rf

By default, rm -r will not remove non-empty directories. However rm accepts several
optionsthat will allow you to remove any directory. Therm -rf statement isfamous because
it will erase anything (providing that you have the permissions to do so). When you are
logged on asroot, be very careful withrm -rf (thef meansfor ce and ther meansrecur sive)
since being root implies that permissions don't apply to you. You can literally erase your
entire file system by accident.

paul @ebi an7: ~$ nkdir test

paul @ebi an7: ~$ rm t est

rm cannot renove “test': Is a directory

paul @ebi an7: ~$ rm -rf test

paul @ebi an7: ~$ |s test

I's: cannot access test: No such file or directory
paul @ebi an7: ~$
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9.6. cp
9.6.1. copy one file

To copy afile, use cp with asource and atarget argument.

paul @ebi an7: ~$ |s

file42 SinkoDeMayo

paul @ebi an7: ~$ cp file42 file42. copy
paul @ebi an7: ~$ |s

filed2 filed2.copy SinkoDeMayo

9.6.2. copy to another directory

If the target is a directory, then the source files are copied to that target directory.

paul @ebi an7: ~$ nkdir dir42

paul @ebi an7: ~$ cp Si nkoDeMayo dir42
paul @ebi an7: ~$ | s dir42/

Si nkoDeMayo

9.6.3.cp -r

To copy complete directories, use cp -r (the -r option forces recur sive copying of all files
in all subdirectories).

paul @ebi an7: ~$ |'s

dird2 filed42 file42.copy SinkoDeMayo

paul @ebi an7: ~$ cp -r dir42/ dir33

paul @ebi an7: ~$ |I's

dir33 dir42 file42 filed42.copy SinkoDeMayo
paul @ebi an7: ~$ | s dir33/

Si nkoDeMay o

9.6.4. copy multiple files to directory

You can aso use cp to copy multiple files into a directory. In this case, the last argument
(ak.a the target) must be adirectory.

paul @ebi an7: ~$ cp file42 file42. copy SinkoDeMayo dir42/
paul @ebi an7: ~$ |s dir42/
filed2 filed2.copy SinkoDeMayo

9.6.5. cp -i

To prevent cp from overwriting existing files, use the -i (for interactive) option.

paul @ebi an7: ~$ cp Si nkoDeMayo fil e42
paul @ebi an7: ~$ cp Si nkoDeMayo fil e42
paul @ebi an7: ~$ cp -i Si nkoDeMayo fil e42
cp: overwite "file42'? n

paul @ebi an7: ~$
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9.7. mv

9.7.1. rename files with mv

Use mv to rename afile or to move the file to another directory.

paul @ebi an7: ~$ |s

dir33 dir42 filed42 filed2. copy SinkoDeMayo
paul @ebi an7: ~$ nmv filed42 file33

paul @ebi an7: ~$ |s

dir33 dir42 file33 filed42. copy SinkoDeMayo
paul @ebi an7: ~$

When you need to rename only one file then mv is the preferred command to use.
9.7.2. rename directories with mv

The same mv command can be used to rename directories.

paul @ebi an7: ~$ Is -

total 8

drwxr-xr-x 2 paul paul 4096 Oct 15 09: 36 dir33
drwxr-xr-x 2 paul paul 4096 Oct 15 09: 36 dir42

-rwr--r-- 1 paul paul 0 Cct 15 09:38 file33
-rwr--r-- 1 paul paul 0 Cct 15 09:16 fil ed42. copy
-rwr--r-- 1 paul paul 0 Moy 5 2005 SinkoDeMayo

paul @ebi an7: ~$ mv dir33 backup
paul @ebi an7: ~$ Is -
total 8

drwxr-xr-x 2 paul paul 4096 Oct 15 09: 36 backup
drwxr-xr-x 2 paul paul 4096 Oct 15 09: 36 dir42
-rwr--r-- 1 paul paul 0 Cct 15 09:38 file33
-rwr--r-- 1 paul paul 0 Cct 15 09:16 fil ed42. copy
-rwr--r-- 1 paul paul 0 Moy 5 2005 SinkoDeMayo
paul @ebi an7: ~$

9.7.3. mv -i

The mv also has a-i switch similar to cp and rm.

this screenshot shows that mv -i will ask permission to overwrite an existing file.

paul @ebi an7: ~$ nv -i file33 SinkoDeMayo
nmv: overwite " SinkoDeMayo' ? no
paul @ebi an7: ~$
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9.8. rename

9.8.1. about rename

The rename command is one of the rare occasions where the Linux Fundamentals book
has to make a distinction between Linux distributions. Almost every command in the
Fundamentals part of this book works on ailmost every Linux computer. But rename is
different.

Try to use mv whenever you need to rename only a couple of files.

9.8.2. rename on Debian/Ubuntu

Therename command on Debian usesregular expressions (regular expression or shor regex
are explained in alater chapter) to rename many files at once.

Below arename examplethat switchesall occurrences of txt to pngfor all file namesending
in .txt.

paul @ebi an7: ~/test42$ |s

abc.txt file33.txt filed2. txt

paul @ebi an7: ~/test42$ renane 's/\.txt/\.png/' *.txt
paul @ebi an7: ~/test42$ |s

abc.png file33.png file42. png

This second example switches all (first) occurrences of fileinto document for all file names
ending in .png.

paul @ebi an7: ~/test42$ |s

abc.png file33.png filed42. png

paul @ebi an7: ~/test 42$ renane 's/file/docunent/' *.png
paul @ebi an7: ~/test42$ |s

abc. png docunent 33. png docunent 42. png

paul @ebi an7: ~/t est 42%

9.8.3. rename on CentOS/RHEL/Fedora

On Red Hat Enterprise Linux, the syntax of rename is a bit different. The first example
below renames all *.conf files replacing any occurrence of .conf with .backup.

[ paul @entos7 ~]$ touch one.conf two.conf three.conf
[ paul @entos7 ~]$ renane .conf .backup *.conf

[ paul @entos7 ~]1$ Is

one. backup three. backup two.backup

[ paul @entos7 ~]$

The second example renames al (*) files replacing one with ONE.

[ paul @entos7 ~]$ Is

one. backup three. backup two.backup
[ paul @entos7 ~]$ renane one ONE *

[ paul @entos7 ~]$ Is

ONE. backup three. backup two.backup
[ paul @entos7 ~]$
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9.9. practice: working with files

1. List thefilesin the /bin directory
2. Display the type of file of /bin/cat, /etc/passwd and /usr/bin/passwd.

3a. Download wolf.jpg and LinuxFun.pdf from http:/linux-training.be (wget http:/
linux-training.be/files/studentfiles/wolf.jpg and wget http://linux-training.be/files/books/
LinuxFun.pdf)

wget http://linux-training. be/files/studentfiles/wolf.jpg
wget http://linux-training.be/files/studentfiles/wolf.png
wget http://linux-training.be/files/books/LinuxFun. pdf

3b. Display the type of file of wolf.jpg and LinuxFun.pdf

3c. Rename wolf.jpg to wolf.pdf (use mv).

3d. Display the type of file of wolf.pdf and LinuxFun.pdf.

4. Create a directory ~/touched and enter it.

5. Create the files today.txt and yesterday.txt in touched.

6. Change the date on yesterday.txt to match yesterday's date.

7. Copy yesterday.txt to copy.yesterday.txt

8. Rename copy.yesterday.txt to kim

9. Create adirectory called ~/testbackup and copy all files from ~/touched into it.
10. Use one command to remove the directory ~/testbackup and al filesinto it.

11. Create adirectory ~/etcbackup and copy all *.conf filesfrom /etc intoit. Did you include
all subdirectories of /etc ?

12. Use rename to rename all *.conf files to *.backup . (if you have more than one distro
available, try it on dl!)
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9.10. solution: working with files

1. List thefilesin the /bin directory

I's /bin

2. Display the type of file of /bin/cat, /etc/passwd and /usr/bin/passwd.

file /bin/cat /etc/passwd /usr/bin/passwd

3a. Download wolf.jpg and LinuxFun.pdf from http:/linux-training.be (wget http://
linux-training.be/files/studentfiles’wolf.jpg and wget http:/linux-training.be/files/books/
LinuxFun.pdf)

wget http://1inux-training.be/files/studentfiles/wolf.jpg
wget http://linux-training.be/files/studentfiles/wolf.png
wget http://linux-training.be/files/books/LinuxFun. pdf

3b. Display the type of file of wolf.jpg and LinuxFun.pdf

file wol f.jpg LinuxFun. pdf

3c. Rename wolf.jpg to wolf.pdf (use mv).

m/ wol f.j pg wol f. pdf

3d. Display the type of file of wolf.pdf and LinuxFun.pdf.

file wol f.pdf LinuxFun. pdf
4. Create adirectory ~/touched and enter it.

nkdir ~/touched ; cd ~/touched

5. Create the files today.txt and yesterday.txt in touched.

touch today.txt yesterday.txt

6. Change the date on yesterday.txt to match yesterday's date.

touch -t 200810251405 yesterday.txt (substitute 20081025 with yesterday)

7. Copy yesterday.txt to copy.yesterday.txt

cp yesterday.txt copy.yesterday.txt

8. Rename copy.yesterday.txt to kim

nmv copy. yesterday.txt kim

9. Create adirectory called ~/testbackup and copy al files from ~/touched into it.

nmkdir ~/testbackup ; cp -r ~/touched ~/testbackup/

10. Use one command to remove the directory ~/testbackup and al filesinto it.

rm-rf ~/testbackup

11. Create adirectory ~/etcbackup and copy al *.conf filesfrom /etc intoit. Did you include
all subdirectories of /etc ?
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cp -r /etc/*.conf ~/etcbackup

Only *.conf files that are directly in /etc/ are copied.

12. Use rename to rename all *.conf files to *.backup . (if you have more than one distro
available, try it on all!)

On RHEL: touch 1.conf 2.conf ; rename conf backup *.conf

On Debi an: touch 1.conf 2.conf ; renane 's/conf/backup/' *.conf
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Chapter 10. working with file contents

In this chapter we will ook at the contents of text files with head, tail, cat, tac, more, less
and strings.

We will also get a glimpse of the possibilities of tools like cat on the command line.
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10.1. head

Y ou can use head to display thefirst ten lines of afile.

paul @ebi an7~$ head /et c/ passwd

root: x:0:0:root:/root:/bin/bash
daenon: x: 1: 1: daenon: / usr/ sbi n: / bi n/ sh
bi n: x: 2: 2: bi n: / bi n:/bin/sh

sys: x: 3: 3:sys:/dev:/bin/sh

sync: x: 4: 65534: sync: / bi n: / bi n/ sync
ganes: x: 5: 60: games: / usr/ ganmes: / bi n/ sh
man: x: 6: 12: man: / var/ cache/ man: / bi n/ sh
| p:x:7:7:1 p:/var/spool /| pd:/bin/sh
mai |l :x:8:8:mail:/var/mail:/bin/sh
news: x: 9: 9: news: / var/ spool / news: / bi n/ sh
r oot @ebi an7~#

The head command can aso display thefirst n lines of afile.

paul @ebi an7~$ head -4 /etc/passwd
root: x:0:0:root:/root:/bin/bash
daenon: x: 1: 1: daenon: / usr/ sbi n:/ bi n/ sh
bi n: x: 2: 2: bi n:/bin:/bin/sh

sys: x: 3: 3:sys:/dev:/bin/sh

paul @ebi an7~$

And head can also display thefirst n bytes.

paul @ebi an7~$ head -c14 /etc/passwd
root : x: 0: 0: roopaul @ebi an7~$

10.2. tail

Similar to head, the tail command will display the last ten lines of afile.

paul @ebi an7~$ tail /etc/services

vboxd 20012/ udp

bi nkp 24554/t cp # binkp fidonet protocol

asp 27374/ tcp # Address Search Protoco

asp 27374/ udp

csync2 30865/t cp # cluster synchroni zation too
di rcpr oxy 57000/t cp # Det achabl e 1 RC Proxy

tfido 60177/tcp # fidonet EMSI over tel net
fido 60179/ tcp # fidonet EMSI over TCP

# Local services
paul @ebi an7~$

Y ou can give tail the number of lines you want to see.

paul @ebi an7~$ tail -3 /etc/services
fido 60179/ tcp # fidonet EMSI over TCP

# Local services
paul @ebi an7~$

Thetail command has other useful options, some of which we will use during this course.
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10.3. cat

The cat command isone of the most universal tools, yet all it doesis copy standard input to
standard output. In combination with the shell this can be very powerful and diverse. Some
exampleswill give aglimpse into the possibilities. The first example is simple, you can use
cat to display afile on the screen. If thefileislonger than the screen, it will scroll to the end.

paul @lebi an8: ~$ cat /etc/resolv. conf
domai n |i nux-training. be
search |inux-training. be
nameserver 192.168.1.42

10.3.1. concatenate

cat is short for concatenate. One of the basic uses of cat isto concatenate filesinto abigger
(or complete) file.

paul @ebi an8: ~$ echo one >partl

paul @ebi an8: ~$ echo two >part2

paul @ebi an8: ~$ echo three >part3
paul @ebi an8: ~$ cat partl

one

paul @ebi an8: ~$ cat part2

t wo

paul @ebi an8: ~$ cat part3

three

paul @ebi an8: ~$ cat partl part2 part3
one

t wo

three

paul @ebi an8: ~$ cat partl part2 part3 >al
paul @ebi an8: ~$ cat al

one

t wo

three

paul @ebi an8: ~$

10.3.2. create files

Y ou can use cat to createflat text files. Typethe cat > winter.txt command as shown in the
screenshot below. Then type one or more lines, finishing each line with the enter key. After
the last line, type and hold the Control (Ctrl) key and pressd.

paul @ebi an8: ~$ cat > winter.txt
It is very cold today!

paul @ebi an8: ~$ cat winter.txt
It is very cold today!

paul @ebi an8: ~$

The Ctrl d key combination will send an EOF (End of File) to the running process ending
the cat command.
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10.3.3. custom end marker

You can choose an end marker for cat with << as is shown in this screenshot. This
construction is called aheredirective and will end the cat command.

paul @ebi an8: ~$ cat > hot.txt <<stop
> |t is hot today!

> Yes it is summer.

> stop

paul @ebi an8: ~$ cat hot . t xt

It is hot today!

Yes it is sumer.

paul @ebi an8: ~$

10.3.4. copy files

In the third example you will see that cat can be used to copy files. We will explain in detail
what happens here in the bash shell chapter.

paul @ebi an8: ~$ cat winter.txt

It is very cold today!

paul @ebi an8: ~$ cat winter.txt > cold.txt
paul @ebi an8: ~$ cat col d. t xt

It is very cold today!

paul @ebi an8: ~$

10.4. tac

Just one example will show you the purpose of tac (cat backwards).

paul @ebi an8: ~$ cat count
one

t wo

three

f our

paul @ebi an8: ~$ tac count
f our

three

t wo

one
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10.5. more and less

The more command is useful for displaying files that take up more than one screen. More
will allow you to see the contents of the file page by page. Use the space bar to see the next
page, or g to quit. Some people prefer the less command to more.

10.6. strings

With the strings command you can display readable ascii strings found in (binary) files.
This example locates the Is binary then displays readable strings in the binary file (output
is truncated).

paul @ ai ka: ~$ which Is
/bin/ls

paul @ai ka: ~$ strings /bin/ls
[1ib/ld-linux.so.2

librt.so.1

__gnon_start__

_Jv_Regi sterC asses

cl ock_gettime

l'ibacl.so.1
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10.7. practice: file contents

1. Display thefirst 12 lines of /etc/services.
2. Display thelast line of /etc/passwd.

3. Use cat to create afile named count.txt that looks like this:
One

Two

Thr ee

Four
Five

4. Use cp to make a backup of thisfile to cnt.txt.

5. Use cat to make a backup of thisfile to catcnt.txt.

6. Display catcnt.txt, but with all linesin reverse order (the last line first).

7. Use moreto display /etc/services.

8. Display the readable character strings from the /usr/bin/passwd command.
9. Uselsto find the biggest file in /etc.

10. Open two terminal windows (or tabs) and make sure you are in the same directory in
both. Type echo thisis the first line > tailing.txt in the first terminal, then issue tail -f
tailing.txt in the second terminal. Now go back to the first terminal and type echo Thisis
another line>> tailing.txt (note the double >>), verify that thetail -f in the second terminal
shows both lines. Stop the tail -f with Ctrl-C.

11. Usecat to createafile named tailing.txt that containsthe contentsof tailing.txt followed
by the contents of /etc/passwd.

12. Usecat to createafilenamedtailing.txt that containsthe contentsof tailing.txt preceded
by the contents of /etc/passwd.
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10.8. solution: file contents

1. Display thefirst 12 lines of /etc/services.

head -12 /etc/services

2. Display the last line of /etc/passwd.

tail -1 /etc/passwd

3. Use cat to create afile named count.txt that looks like this:
cat > count. txt

One

Two

Thr ee

Four
Five (followed by Crl-d)

4. Use cp to make a backup of thisfile to cnt.txt.

cp count.txt cnt.txt

5. Use cat to make a backup of thisfileto catcnt.txt.

cat count.txt > catcnt.txt

6. Display catcnt.txt, but with all linesin reverse order (the last line first).

tac catcnt.txt

7. Use more to display /etc/services.

nore /etc/services

8. Display the readable character strings from the /usr/bin/passwd command.

strings /usr/bin/passwd

9. Uselsto find the biggest file in /etc.

Is -IrS /etc

10. Open two terminal windows (or tabs) and make sure you are in the same directory in
both. Type echo thisis the first line > tailing.txt in the first terminal, then issue tail -f
tailing.txt in the second terminal. Now go back to the first terminal and type echo Thisis
another line>> tailing.txt (note the double >>), verify that thetail -f in the second terminal
shows both lines. Stop the tail -f with Ctrl-C.

11. Usecat to createafile namedtailing.txt that containsthe contents of tailing.txt followed
by the contents of /etc/passwd.

cat /etc/passwd >> tailing.txt

12. Usecat to createafilenamed tailing.txt that containsthe contentsof tailing.txt preceded
by the contents of /etc/passwd.

m/ tailing.txt tnp.txt ; cat /etc/passwd tnp.txt > tailing.txt
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Chapter 11. the Linux file tree

Thischapter takesalook at the most common directoriesintheLinux filetree. It also shows
that on Unix everything isafile.
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11.1. filesystem hierarchy standard

Many Linux distributions partially follow the Filesystem Hierarchy Standard. The FHS
may help make more Unix/Linux file system trees conform better in the future. The FHS
is available online at http://www.pathname.com/fhs/ where we read: "The filesystem
hierarchy standard has been designed to be used by Unix distribution developers, package
developers, and system implementers. However, it is primarily intended to be a reference
and is not atutorial on how to manage a Unix filesystem or directory hierarchy."

11.2. man hier

There are some differences in the filesystems between Linux distributions. For help about
your machine, enter man hier to find information about the file system hierarchy. This
manual will explain the directory structure on your computer.

11.3. the root directory /

All Linux systems have a directory structure that starts at the root directory. The root
directory isrepresented by aforward slash, likethis: /. Everything that exists on your Linux
system can be found below this root directory. Let's take a brief look at the contents of the
root directory.

[ paul @GRHELV4u3 ~]$ Is /
bin dev honme nmedia mt proc shin srv tftpboot usr
boot etc lib m sc opt root selinux sys tnp var
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11.4. binary directories

Binaries are files that contain compiled source code (or machine code). Binaries can be
executed on the computer. Sometimes binaries are called executables.

11.4.1. /bin

The /bin directory contains binaries for use by all users. According to the FHS the /bin
directory should contain /bin/cat and /bin/date (among others).

In the screenshot bel ow you see common Unix/Linux commands like cat, cp, cpio, date, dd,
echo, grep, and so on. Many of these will be covered in this book.

paul @ai ka: ~$ I's /bin

ar chdet ect
autopartition
bash

bunzi p2
bzcat

bzcmp

bzdi f f
bzegrep
bzexe

bzf grep
bzgrep

bzi p2

bzi p2recover
bzl ess
bznore

cat

egrep
fal se

fgconsol e

fagrep

fuser

f user mount

get _nount opti ons
grep

gunzip

gzexe

gzip

host nane

hw det ect

ip

kbd_node

ki |

m

nt-gnu

nv

nano

nc
nc.traditiona
net cat

net st at
ntfs-3g
ntfs-3g. probe
parted_devi ces
parted_server
part man

part man- conmi t
performrecipe
pi dof

11.4.2. other /bin directories

set upcon
sh
sh.distrib
sl eep
stralign
stty

su

sync
sysfs
tailf
tar
tempfile
t ouch
true

ul ockngr
unmount

Y ou can find a/bin subdirectory in many other directories. A user named ser ena could put
her own programs in /nome/ser ena/bin.

Some applications, often when installed directly from source will put themselvesin /opt. A
samba server installation can use /opt/samba/bin to store its binaries.

11.4.3. /sbin

/sbin contains binaries to configure the operating system. Many of the system binaries
require root privilege to perform certain tasks.

Below a screenshot containing system binaries to change the ip address, partition a disk
and create an ext4 file system.

paul @ibul1010:
-rWXr-Xr-x 1
-rWXr-Xr-x 1
-rWXr-Xr-x 5

~$ s -
r oot
r oot
r oot

/sbin/ifconfig /sbin/fdisk /shin/nkfs.ext4
root 97172 2011-02-02 09: 56 /sbhin/fdisk

root 65708 2010-07-02 09:27 /sbin/ifconfig
root 55140 2010-08-18 18: 01 /shin/nkfs.ext4
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11.4.4. /lib

Binaries found in /bin and /sbin often use shared libraries located in /lib. Below is a
screenshot of the partial contents of /lib.

paul @ai ka: ~$ I's /lib/libc*

/libllibc-2.5.5s0 /1ib/libcfont.so.0.0.0 /lib/libcomerr.so.2.1
[1ibllibcap.so.1 /1ib/libcidn-2.5.s0 /1ib/libconsol e.so.0
[lib/libcap.so.1.10 /lib/libcidn.so.1 /1ib/libconsole.so.0.0.0

/[1ib/libcfont.so.0 /1ib/libcomerr.so.2 /1ib/llibcrypt-2.5.s0
/lib/modules

Typically, the Linux kernel loads kernel modules from /lib/modules/$ker nel-version/.
Thisdirectory isdiscussed in detail in the Linux kernel chapter.

/lib32 and /lib64

We currently are in a transition between 32-bit and 64-bit systems. Therefore, you may
encounter directories named /1ib32 and /lib64 which clarify the register size used during
compilation time of the libraries. A 64-bit computer may have some 32-bit binaries and
libraries for compatibility with legacy applications. This screenshot uses the file utility to
demonstrate the difference.

paul @ai ka: ~$ file /1ib32/1ibc-2.5.5s0

/[11b32/1ibc-2.5.s0: ELF 32-bit LSB shared object, Intel 80386, \
version 1 (SYSV), for GNU Linux 2.6.0, stripped

paul @ai ka: ~$ file /1ib64/1ibcap.so.1.10

/11b64/1ibcap.so.1.10: ELF 64-bit LSB shared object, AVD x86-64, \
version 1 (SYSV), stripped

The ELF (Executable and Linkable Format) is used in almost every Unix-like operating
system since System V.

11.4.5. /opt

The purpose of /opt isto store optional software. In many casesthisis softwarefrom outside
the distribution repository. Y ou may find an empty /opt directory on many systems.

A large package can install al its files in /bin, /lib, /etc subdirectories within /opt/
$packagename/. If for example the packageis called wp, then it installsin /opt/wp, putting
binaries in /opt/wp/bin and manpages in /opt/wp/man.
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11.5. configuration directories
11.5.1. /boot

The /boot directory contains al files needed to boot the computer. These files don't change
very often. On Linux systems you typically find the /boot/grub directory here. /boot/grub
contains /boot/grub/grub.cfg (older systems may still have /boot/grub/grub.conf) which
defines the boot menu that is displayed before the kernel starts.

11.5.2. /etc

All of the machine-specific configuration files should be located in /etc. Historically /etc
stood for etceter a, today people often use the Editable Text Configuration backronym.

Many times the name of a configuration files is the same as the application, daemon, or
protocol with .conf added as the extension.

paul @ai ka: ~$ I's /etc/*. conf

/ et c/ adduser . conf /etc/ld.so.conf / etc/ scrol |l keeper. conf
letc/brltty. conf /etc/lftp.conf / etc/sysctl.conf
letc/ccertificates.conf /etc/libao.conf / et c/ sysl og. conf

/ etc/ cvs-cron. conf /etc/| ogrotate. conf / et c/ ucf. conf
/etc/ddclient.conf /etc/ltrace. conf / et ¢/ uni conf . conf
/ et c/ debconf . conf / et ¢/ nke2f s. conf / et ¢/ updat edb. conf
/ et c/ del user . conf / et c/ net scsi d. conf / et ¢/ uspl ash. conf
[ et c/ fdmount . conf / et c/ nsswitch. conf / et ¢/ uswsusp. conf
/ et c/ hdpar m conf / et ¢/ pam conf / et c/ vnc. conf

/ et c/ host . conf / et ¢/ pnnRppa. conf / et ¢/ wodi m conf
/etc/inetd. conf / et c/ povray. conf / et c/ wdi al . conf

/ et c/ kernel -i ng. conf / etc/resol v. conf

paul @ ai ka: ~$

There is much more to be found in /etc.
/etc/init.d/

A lot of Unix/Linux distributions have an /etc/init.d directory that contains scripts to start
and stop daemons. Thisdirectory could disappear as Linux migratesto systemsthat replace
the old init way of starting al daemons.

letc/X11/

The graphical display (aka X Window System or just X) is driven by software from the
X.org foundation. The configuration file for your graphical display is/etc/X11/xorg.conf.

letc/skel/

The skeleton directory /etc/skel is copied to the home directory of anewly created user. It
usually contains hidden files like a .bashr c script.

letc/sysconfig/

This directory, which is not mentioned in the FHS, contains a lot of Red Hat Enterprise
Linux configuration files. We will discuss some of them in greater detail. The screenshot
below is the /etc/sysconfig directory from RHEL v4u4 with everything installed.
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paul @RHELv4u4: ~$ | s /etc/sysconfig/

apnd firstboot irda net wor k sasl aut hd
apmscripts grub i rgbal ance net wor ki ng sel i nux

aut hconfig hi dd keyboard nt pd spanassassi n
aut of s htt pd kudzu openi b. conf squid

bl uet oot h hwconf I m sensors pand sysl og

cl ock i 18n nouse pcnci a sys-confi g-sec
consol e init nmouse. B pgsql sys-confi g-users
crond installinfo named prelink sys- | ogvi ewer
deskt op ipm net dunp rawdevi ces t ux

di skdunp i pt abl es net dunp_i d_dsa rhn vncservers
dund i ptabl es-cfg netdunp_id_dsa.p sanba xi netd

paul @GRHELv4u4: ~$

The file /etc/sysconfig/firstboot tells the Red Hat Setup Agent not to run at boot time. If
you want to run the Red Hat Setup Agent at the next reboot, then simply remove this file,
and run chkconfig --level 5 firstboot on. The Red Hat Setup Agent allows you to install
the latest updates, create a user account, join the Red Hat Network and more. It will then
create the /etc/sysconfig/firstboot file again.

paul @GRHELv4u4: ~$ cat /etc/sysconfig/firstboot
RUN_FI RSTBOOT=NO

The /etc/sysconfig/har ddisks file contains some parameters to tune the hard disks. Thefile
explainsitself.

Y ou can see hardware detected by kudzu in /etc/sysconfig/hwceonf. Kudzu is software from
Red Hat for automatic discovery and configuration of hardware.

The keyboard type and keymap table are set in the /etc/sysconfig/keyboard file. For more
console keyboard information, check the manual pages of keymaps(5), dumpkeys(1),
loadkeys(1) and the directory /lib/kbd/keymaps/.

r oot @RHELv4u4: / et c/ sysconfi g# cat keyboard

KEYBOARDTYPE=" pc"
KEYTABLE="us"

We will discuss networking filesin this directory in the networking chapter.
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11.6. data directories
11.6.1. /home

Users can store personal or project data under /home. It is common (but not mandatory by
the fhs) practice to name the users home directory after the user name in the format /home/
SUSERNAME. For example:

paul @Qibu606: ~$ |'s /hone
geert annik sandra paul tom

Besides giving every user (or every project or group) alocation to store personal files, the
home directory of a user also serves as a location to store the user profile. A typical Unix
user profile contains many hidden files (files whose file name starts with a dot). The hidden
files of the Unix user profiles contain settings specific for that user.

paul @bu606: ~$ |'s -d /hone/paul /.*

/ hone/ paul /. / hone/ paul /. bash_profile /[hone/paul/.ssh

/ hone/ paul /. . / hone/ paul / . bashrc / hone/ paul /. vi mi nfo
/ hone/ paul /. bash_hi story /hone/paul /.| esshst

11.6.2. /root

On many systems/root isthe default location for personal dataand profile of ther oot user.
If it does not exist by default, then some administrators create it.

11.6.3. /srv

You may use /srv for data that is served by your system. The FHS allows locating cvs,
rsync, ftp and www datain thislocation. The FHS also approves administrative naming in/
srv, like /srv/project55/ftp and /srv/sales/www.

On Sun Solaris (or Oracle Solaris) /export is used for this purpose.
11.6.4. /media

The /media directory serves as a mount point for removable media devices such as CD-
ROM's, digital cameras, and various ush-attached devices. Since/mediaisrather new in the
Unix world, you could very well encounter systems running without this directory. Solaris
9 does not have it, Solaris 10 does. Most Linux distributions today mount all removable
mediain /media.

paul @ebi an5: ~$ |'s /nedi a/
cdrom cdronD usbdi sk

11.6.5. /mnt

The /mnt directory should be empty and should only be used for temporary mount points
(according to the FHYS).
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Unix and Linux administrators used to create many directories here, like /mnt/something/.
You likely will encounter many systems with more than one directory created and/or
mounted inside /mnt to be used for various local and remote filesystems.

11.6.6. /tmp

Applications and users should use /tmp to store temporary data when needed. Data stored
in /tmp may use either disk space or RAM. Both of which are managed by the operating
system. Never use /tmp to store data that is important or which you wish to archive.
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11.7. in memory directories
11.7.1. /dev

Devicefilesin/dev appear to be ordinary files, but are not actually located on the hard disk.
The /dev directory is populated with files as the kernel is recognising hardware.

common physical devices

Common hardware such as hard disk devices are represented by devicefilesin/dev. Below
a screenshot of SATA device files on a laptop and then IDE attached drives on a desktop.
(The detailed meaning of these devices will be discussed later.)

#

# SATA or SCSI or USB

#

paul @ai ka: ~$ | s /dev/sd*

/dev/ sda /dev/sdal /dev/sda2 /dev/sda3 /dev/sdb /dev/sdbl /dev/sdb2

#

# | DE or ATAPI

#

paul @arry: ~$ |'s /dev/hd*

/dev/hda /dev/hdal /dev/hda2 /dev/hdb /dev/hdbl /dev/hdb2 /dev/hdc

Besidesrepresenting physical hardware, some devicefilesare special. These special devices
can be very useful.

/dev/tty and /dev/pts

For example, /dev/ttyl represents a terminal or console attached to the system. (Don't
break your head on the exact terminology of ‘terminal’ or 'consol€’, what we mean here is
acommand line interface.) When typing commands in aterminal that is part of a graphical
interface like Gnome or KDE, then your terminal will be represented as /dev/pts/1 (1 can
be another number).

/dev/null

On Linux you will find other special devices such as /dev/null which can be considered
a black hole; it has unlimited storage, but nothing can be retrieved from it. Technically
speaking, anything written to /dev/null will be discarded. /dev/null can be useful to discard
unwanted output from commands. /dev/null is not a good location to store your backups;-).

11.7.2. /[proc conversation with the kernel

/proc is another special directory, appearing to be ordinary files, but not taking up disk
space. It isactualy aview of the kernel, or better, what the kernel manages, and is a means
to interact with it directly. /proc is aproc filesystem.

paul @RHELv4u4: ~$ nount -t proc

109



the Linux file tree

none on /proc type proc (rw

When listing the /proc directory you will see many numbers (on any Unix) and some

interesting files (on Linux)

mul @ai ka: ~$ |'s /proc

1 2339 4724 5418 6587 7201 cndl i ne
10175 2523 4729 5421 6596 7204 cpui nfo
10211 2783 4741 5658 6599 7206 crypto
10239 2975 4873 5661 6638 7214 devi ces
141 29775 4874 5665 6652 7216 di skstats
15045 29792 4878 5927 6719 7218 dma

1519 2997 4879 6 6736 7223 driver
1548 3 4881 6032 6737 7224 execdonai ns
1551 30228 4882 6033 6755 7227 fb

1554 3069 5 6145 6762 7260 filesystens
1557 31422 5073 6298 6774 7267 fs

1606 3149 5147 6414 6816 7275 i de

180 31507 5203 6418 6991 7282 interrupts
181 3189 5206 6419 6993 7298 i omem

182 3193 5228 6420 6996 7319 ioports
18898 3246 5272 6421 7157 7330 irqg

19799 3248 5291 6422 7163 7345 kal | syns
19803 3253 5294 6423 7164 7513 kcore
19804 3372 5356 6424 7171 7525 key- users
1987 4 5370 6425 7175 7529 knmsg

1989 42 5379 6426 7188 9964 | oadavg

2 45 5380 6430 7189 acpi | ocks
20845 4542 5412 6450 7191 asound mem nf o
221 46 5414 6551 7192 buddyinfo msc

2338 4704 5416 6568 7199 bus nmodul es

nmount s

nmrr

net

paget ypei nfo
partitions
sched_debug
scsi

sel f

sl abi nfo

st at

swaps

sys
sysrqg-trigger
sysvi pc
timer _list
timer_stats
tty

upti nme
ver si on

ver si on_si gnature
vntor e

vmmet

vinst at

zonei nfo

Let's investigate the file properties inside /proc. Looking at the date and time will display
the current date and time showing the files are constantly updated (a view on the kernel).

paul @GRHELv4u4: ~$ date

Mon Jan 29 18: 06: 32 EST 2007

paul @RHELv4u4: ~$ |s -al /proc/cpuinfo

-r--r--r-- 1 root root 0 Jan 29 18:06 /proc/cpuinfo
paul @GRHELv4u4: ~$
paul @GRHELv4u4: ~$
paul @GRHELv4u4: ~$
paul @RHELv4u4: ~$ date

Mon Jan 29 18:10: 00 EST 2007

paul @RHELv4u4: ~$ |s -al /proc/cpuinfo

-r--r--r-- 1 root root 0 Jan 29 18:10 /proc/cpuinfo

...time passes..

Most filesin /proc are O bytes, yet they contain data--sometimes a lot of data. Y ou can see
this by executing cat on fileslike/pr oc/cpuinfo, which containsinformation about the CPU.

paul @GRHELv4u4: ~$ file /proc/cpuinfo
/ proc/ cpui nfo: enpty
paul @RHELv4u4: ~$ cat /proc/cpuinfo

pr ocessor 0
vendor _id : Aut henti cAMD
cpu famly : 15
nodel : 43
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nmodel nane : AMD Athlon(tnm) 64 X2 Dual Core Processor 4600+
st eppi ng 1

cpu MHz . 2398. 628

cache size : 512 KB

f di v_bug : no

hl t _bug : no

f 00f _bug : no

cona_bug : no

f pu . yes

f pu_exception . yes

cpui d I evel 1

wp . yes

fl ags . fpu vne de pse tsc nsr pae nte cx8 apic mtrr pge..
bogoni ps . 4803. 54

Just for fun, hereis/proc/cpuinfo on a Sun Sunblade 1000...

paul @asha: ~$ cat /proc/cpuinfo
cpu : Tl UtraSparc Il (Cheetah)
fpu: UtraSparc Il integrated FPU
promib : Version 3 Revision 2
prom: 4.2.2

type : sundu

ncpus probed : 2

ncpus active : 2

CpuOBogo : 498. 68

Cpu0d kTck : 000000002cb41780
CpulBogo : 498. 68

Cpuld kTck : 000000002cb41780
MW Type : Cheet ah

State:

CPUO: online

CPUL: online

Most of thefilesin/proc areread only, somerequireroot privileges, somefilesarewritable,
and many filesin /proc/sys are writable. Let's discuss some of the filesin /proc.
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/proc/interrupts

On the x86 architecture, /proc/inter rupts displays the interrupts.

paul @RHELv4u4: ~$ cat /proc/interrupts

0:
1:
8:

&

12:
14:
15:
169:
177:
NM :
LCC:
ERR:
M S:

CPWO
13876877
15

1

0

67

128
124320
111993
2428

0
13878037
0

0

I O API C- edge
I O API C- edge
I O API C- edge
| O APl C- | evel
I O API C- edge
I O API C- edge
I O API C- edge
| O APl C- | evel
| O APl C- | evel

tinmer

i 8042

rtc
acpi

i 8042

i de0
idel
iocO
et hO

On amachine with two CPU's, the file looks like this.

paul @ ai ka: ~$ cat /proc/interrupts

CPUWO CPUL
0 860013 0 10O APl C edge timer
1: 4533 0 10O APl C edge i 8042
7: 0 0 1O APIC edge par portO
8: 6588227 0 1O APIC edge rtc
10: 2314 0 IO APICfasteoi acpi
12: 133 0 1O APIC edge i 8042
14: 0 0 1O APIC edge | i bata
15: 72269 0 1O APIC edge | i bata
18: 1 0 IOAPICfasteoi yenta
19: 115036 0 IOAPICfasteoi ethO
20: 126871 0 IOAPICfasteoi |ibata, ohci1l394
21: 30204 0 IO APICfasteoi ehci_hcd:usbl, uhci_hcd: ush2
22: 1334 0 IOAPICfasteoi saa7133[0], saa7133[0]
24: 234739 0 IOAPICfasteoi nvidia
NM : 72 42
LCC: 860000 859994
ERR: 0
/proc/kcore

The physical memory is represented in /proc/kcore. Do not try to cat thisfile, instead use a
debugger. The size of /proc/kcore is the same as your physical memory, plus four bytes.

paul @ai ka: ~$ I's -1 h /proc/kcore
1 root root 2.0G 2007-01-30 08:57 /proc/kcore
paul @ ai ka: ~$
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11.7.3. /sys Linux 2.6 hot plugging

The /sys directory was created for the Linux 2.6 kernel. Since 2.6, Linux uses sysfs
to support usb and IEEE 1394 (FireWire) hot plug devices. See the manua pages

of udev(8) (the successor of devfs) and hotplug(8) for more info (or visit http:/linux-
hotplug.sourceforge.net/ ).

Basically the /sys directory contains kernel information about hardware.
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11.8. /usr Unix System Resources

Although /usr ispronounced like user, remember that it stands for Unix System Resour ces.
The/usr hierarchy should contain shar eable, read only data. Some people choose to mount
/usr as read only. This can be done from its own partition or from a read only NFS share
(NFSisdiscussed later).

11.8.1. /usr/bin

The /usr/bin directory contains alot of commands.

paul @eb508: ~$ I's /usr/bin | wc -I
1395

(On Solaris the /bin directory isasymbolic link to /usr/bin.)
11.8.2. /usr/include

The /usr/include directory contains general use includefilesfor C.

paul @bul010: ~$ |'s /usr/incl ude/

aalib.h expat _config.h mat h. h search. h

af _vfs.h expat _external . h ncheck. h semaphore. h
ai 0. h expat. h menory. h setjnp.h

AL fentl. h menu. h sgtty. h

al i ases. h features. h mtent. h shadow. h

11.8.3. /usr/lib

The /usr/lib directory contains libraries that are not directly executed by users or scripts.

paul @eb508: ~$ Is /usr/lib | head -7
4Suite

ao

apt

arj

aspel |

avahi

bonobo

11.8.4. /usr/local

The /usr/local directory can be used by an administrator to install software locally.
paul @eb508: ~$ |'s /usr/local/
bin etc games include Ilib man sbhin share src

paul @eb508: ~$ du -sh /usr/local/
128K /usr/ Il ocal /

11.8.5. /usr/share

The /usr/shar e directory contains architecture independent data. As you can see, thisisa
fairly large directory.

paul @eb508: ~$ |'s /usr/share/ | wc -
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263
paul @eb508: ~$ du -sh /usr/share/
1.3G /usr/share/

This directory typically contains /usr/share/man for manual pages.

paul @eb508: ~$ |'s /usr/share/ nman
cs fr hu it.UTF-8 man2 man6 pl.1S08859-2 sv

de fr.1S08859-1 id ja man3 man7 pl. UTF-8 tr
es fr.UTF-8 it ko man4 man8 pt_BR zh_CN
fi gl it.l1SCB859-1 manl man5 pl ru zh_TW

And it contains /usr/shar e/games for al static game data (so no high-scores or play logs).

paul @bul010: ~$ | s /usr/share/ ganes/
openttd wesnoth

11.8.6. /usr/src

The /usr/src directory is the recommended location for kernel source files.

paul @eb508: ~$ Is -1 /usr/src/

total 12

drwxr-xr-x 4 root root 4096 2011-02-01 14:43 linux-headers-2.6.26-2-686
drwxr-xr-x 18 root root 4096 2011-02-01 14:43 |inux-headers-2.6.26-2-commbn
drwxr-xr-x 3 root root 4096 2009-10-28 16:01 |i nux-kbuild-2.6.26
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11.9. /var variable data

Files that are unpredictable in size, such as log, cache and spool files, should be located in
Ivar.

11.9.1. lvar/log

The /var/log directory serves as a central point to contain all log files.

[ paul @GRHEL4b ~]$ |I's /var/log

acpid cron. 2 mai |l 0og. 2 quagga secure. 4
amanda cron. 3 mai | | og. 3 radi us spool er
anaconda. | og cron. 4 mai | | og. 4 r pnpkgs spool er. 1
anaconda. sysl og cups mai | man r pnpkgs. 1 spool er. 2
anaconda. x| og dresg nessages r pnpkgs. 2 spool er. 3

audi t exi m nessages. 1 rpnpkgs. 3 spool er. 4

boot . | og gdm nessages. 2 rpnpkgs. 4 squi d

boot .l 0g. 1 htt pd nessages. 3 sa uucp

boot . | 0og. 2 iiim nessages. 4 sanba vbox

boot . | og. 3 i ptraf nysqgl d. 1 og scroll keeper.|og vmware-t ool s-guestd
boot . | og. 4 | astl og news secure wt np

canna mai | pgsql secure. 1 wt np. 1

cron mai | | og ppp secure. 2 Xorg. 0.1 og
cron.1 mai |l og. 1 prelink.log secure.3 Xorg.0.lo0g.0ld

11.9.2. lvar/log/messages

A typical first file to check when troubleshooting on Red Hat (and derivatives) is the /var/
log/messagesfile. By default thisfile will contain information on what just happened to the
system. Thefileiscalled /var/log/syslog on Debian and Ubuntu.

[root @RHEL4b ~]# tail /var/l og/ nessages

Jul 30 05:13:56 anacron: anacron startup succeeded

Jul 30 05:13:56 atd: atd startup succeeded

Jul 30 05:13:57 messagebus: nmessagebus startup succeeded

Jul 30 05:13:57 cups-config-daenon: cups-config-daenon startup succeeded
Jul 30 05:13:58 hal daenon: hal daenbn startup succeeded

Jul 30 05:14:00 fstab-sync[3560]: renoved all generated nmount points

Jul 30 05:14:01 fstab-sync[3628]: added nount point /media/cdromfor...
Jul 30 05:14:01 fstab-sync[3646]: added nount point /medial/floppy for...
Jul 30 05:16:46 sshd(pam_ uni x)[3662]: session opened for user paul by...
Jul 30 06:06: 37 su(pam_uni x)[3904]: session opened for user root by paul

11.9.3. /var/cache

The /var/cache directory can contain cache data for several applications.

paul @bul010: ~$ Is /var/cache/

apt di cti onari es-conmmon gdm nan sof t war e- cent er
binfms flashplugin-installer hald pmutils

cups fontconfig j ockey pppconfig

debconf fonts I dconfig sanba

11.9.4. /var/spool

The /var/spool directory typically contains spool directories for mail and cron, but also
serves as a parent directory for other spool files (for example print spool files).
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11.9.5. lvar/lib

The /var/lib directory contains application state information.

Red Hat Enterprise Linux for example keeps files pertaining to rpm in /var/lib/rpm/.
11.9.6. /var/...

Ivar also contains Process|D filesin/var/run (soonto bereplaced with /run) and temporary
files that survive areboot in /var/tmp and information about file locksin /var/lock. There
will be more examples of /var usage further in this book.
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11.10. practice: file system tree

1. Doesthefile/bin/cat exist ? What about /bin/dd and /bin/echo. What isthe type of these
files?

2. What isthe size of the Linux kernel file(s) (vmlinu*) in /boot ?

3. Create adirectory ~/test. Then issue the following commands:
cd ~/test
dd if=/dev/zero of =zeroes.txt count=1 bs=100

od zeroes. txt

dd will copy onetimes (count=1) ablock of size 100 bytes (bs=100) from thefile/dev/zero
to ~/test/zeroes.txt. Can you describe the functionality of /dev/zero ?

4. Now issue the following command:

dd i f=/dev/random of =random t xt count=1 bs=100 ; od random t xt

dd will copy one times (count=1) a block of size 100 bytes (bs=100) from the file /dev/
random to ~/test/random.txt. Can you describe the functionality of /dev/random ?

5. Issue the following two commands, and look at the first character of each output line.
I's -1 /dev/sd* /dev/hd*

Is -1 /dev/tty* /dev/input/nmou*

The first Iswill show block(b) devices, the second |s shows character(c) devices. Can you
tell the difference between block and character devices ?

6. Use cat to display /etc/hosts and /etc/resolv.conf. What is your idea about the purpose
of thesefiles ?

7. Arethere any filesin /etc/skel/ ? Check also for hidden files.

8. Display /proc/cpuinfo. On what architecture is your Linux running ?

9. Display /proc/interrupts. What isthe size of thisfile ? Whereisthisfile stored ?
10. Can you enter the /root directory ? Are there (hidden) files ?

11. Areifconfig, fdisk, parted, shutdown and grub-install present in /sbin ? Why are these
binariesin /sbin and not in /bin ?

12. 1s/var/log afile or adirectory ? What about /var/spool ?
13. Open two command prompts (Ctrl-Shift-T in gnome-terminal) or terminals (Ctrl-Alt-F1,

Ctrl-Alt-F2, ...) and issue the who am i in both. Then try to echo aword from one terminal
to the other.
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14. Read the man page of random and explain the difference between /dev/random and /
dev/urandom.
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11.11. solution: file system tree

1. Doesthefile/bin/cat exist ? What about /bin/dd and /bin/echo. What isthe type of these
files?

I's /binfcat ; file /bin/cat
Is /bin/dd ; file /bin/dd

I's /bin/fecho ; file /bin/echo

2. What is the size of the Linux kernel file(s) (vmlinu*) in /boot ?

I's -1h /boot/vnr

3. Create adirectory ~/test. Then issue the following commands:
cd ~/test
dd if=/dev/zero of=zeroes.txt count=1 bs=100

od zeroes.txt

dd will copy onetimes (count=1) ablock of size 100 bytes (bs=100) from thefile/dev/zero
to ~/test/zeroes.txt. Can you describe the functionality of /dev/zero ?

/dev/zeroisalinux special device. It can be considered a source of zeroes. Y ou cannot send
something to /dev/zer o, but you can read zeroes from it.

4. Now issue the following command:

dd i f=/dev/random of =random t xt count =1 bs=100 ; od random t xt

dd will copy one times (count=1) a block of size 100 bytes (bs=100) from the file /dev/
random to ~/test/random.txt. Can you describe the functionality of /dev/random ?

/dev/random acts asarandom number generator on your Linux machine.

5. Issue the following two commands, and look at the first character of each output line.
I's -1 /dev/sd* /dev/hd*

Is -1 /dev/tty* /dev/input/nou*

The first Iswill show block(b) devices, the second |s shows character(c) devices. Can you
tell the difference between block and character devices ?

Block devices are always written to (or read from) in blocks. For hard disks, blocks of 512
bytes are common. Character devices act as a stream of characters (or bytes). Mouse and
keyboard are typical character devices.

6. Use cat to display /etc/hosts and /etc/resolv.conf. What is your idea about the purpose
of thesefiles ?

/etc/hosts contains hostnanes with their ip address

/etc/resolv.conf should contain the ip address of a DNS nane server.
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7. Arethere any filesin /etc/skel/ ? Check also for hidden files.

Issue "Is -al /etc/skel/". Yes, there should be hidden files there.

8. Display /proc/cpuinfo. On what architecture is your Linux running ?

The file should contain at |least one line with Intel or other cpu.
9. Display /proc/interrupts. What is the size of thisfile ? Whereisthisfile stored ?

The size is zero, yet the file contains data. It is not stored anywhere because /proc is a
virtual file system that allowsyou to talk with the kernel. (If you answered "stored in RAM-
memory, that is also correct...).

10. Can you enter the /root directory ? Are there (hidden) files ?

Try "cd /root". The /root directory is not accessible for normal users on nost nodern Linux sy

11. Areifconfig, fdisk, parted, shutdown and grub-install present in /sbin ? Why are these
binariesin /sbin and not in /bin ?

Because those files are only nmeant for system admi nistrators.

12. Is/var/log afile or adirectory ? What about /var/spool ?

Both are directories.

13. Open two command prompts (Ctrl-Shift-T in gnome-terminal) or terminal s (Ctrl-Alt-F1,
Ctrl-Alt-F2, ...) and issue the who am i in both. Then try to echo aword from one terminal
to the other.

tty-termnal: echo Hello > /dev/ttyl

pts-terminal: echo Hello > /dev/pts/1

14. Read the man page of random and explain the difference between /dev/random and /
dev/urandom.

man 4 random
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Chapter 12. commands and
arguments

This chapter introduces you to shell expansion by taking a close look at commands and
arguments. Knowing shell expansion is important because many commands on your
Linux system are processed and most likely changed by the shell before they are executed.

The command line interface or shell used on most Linux systems is caled bash, which
stands for Bourne again shell. The bash shell incorporates features from sh (the original
Bourne shell), csh (the C shell), and ksh (the Korn shell).

This chapter frequently uses the echo command to demonstrate shell features. The echo
command is very ssmple: it echoes the input that it receives.

paul @ ai ka: ~$ echo Burtonville
Burtonville

paul @ ai ka: ~$ echo Snurfs are bl ue
Snurfs are bl ue
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12.1. arguments

One of the primary features of a shell isto perform acommand line scan. When you enter
acommand at the shell's command prompt and press the enter key, then the shell will start
scanning that line, cutting it up in arguments. While scanning the line, the shell may make
many changes to the ar guments you typed.

Thisprocessis called shell expansion. When the shell has finished scanning and modifying
that line, then it will be executed.

12.2. white space removal

Parts that are separated by one or more consecutive white spaces (or tabs) are considered
separate ar guments, any white spaceisremoved. The first argument isthe command to be
executed, the other arguments are given to the command. The shell effectively cuts your
command into one or more arguments.

This explains why the following four different command lines are the same after shell
expansion.

[ paul @RHELV4u3 ~] $ echo Hello World

Hello World

[ paul @RHELV4u3 ~]$ echo Hello Weorld

Hello World

[ paul @RHELvV4u3 ~] $ echo Hello World

Hello World

[ paul @GRHELV4u3 ~] $ echo Hel | o World
Hello World

The echo command will display each argument it receives from the shell. The echo
command will also add a new white space between the argumentsiit received.
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12.3. single quotes

You can prevent the removal of white spaces by quoting the spaces. The contents of the
quoted string are considered as one argument. In the screenshot below the echo receives
only one argument.

[ paul @GRHEL4b ~]$ echo "A line with single guot es'

Aline with single qguot es
[ paul @GRHEL4b ~]1 $

12.4. double quotes

Y ou can aso prevent the removal of white spaces by double quoting the spaces. Same as
above, echo only receives one argument.
[ paul @GRHEL4b ~]$ echo "A line with doubl e quot es”

Aline with doubl e quot es
[ paul GRHEL4b ~]1 $

Later in this book, when discussing variables we will see important differences between
single and double quotes.

12.5. echo and quotes

Quoted lines can include special escaped charactersrecognised by the echo command (when
using echo -e). The screenshot below shows how to use \n for a newline and \t for a tab
(usually eight white spaces).

[ paul @RHEL4b ~]$ echo -e "A line with \na new ine"

Aline with

a newine

[ paul @GRHEL4b ~]$ echo -e "Aline with \na newine'
Aline with

a newine

[ paul @GRHEL4b ~]$ echo -e "Aline with \ta tab"
Aline with a tab

[ paul @GRHEL4b ~]$ echo -e "Aline with \ta tab'
Aline with a tab

[ paul GRHEL4b ~]1 $

The echo command can generate more than white spaces, tabs and newlines. Look in the
man page for alist of options.
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12.6. commands

12.6.1. external or builtin commands ?

Not al commands are external to the shell, some are builtin. External commands are
programsthat have their own binary and reside somewherein thefile system. Many externa
commands are located in /bin or /sbin. Builtin commands are an integral part of the shell
program itself.

12.6.2. type

Tofind out whether acommand given to the shell will be executed as an external command
or as a builtin command, use the type command.

paul @ ai ka: ~$ type cd
cd is a shell builtin
paul @ ai ka: ~$ type cat
cat is /bin/cat

Asyou can see, the cd command is builtin and the cat command is external.

Y ou can aso use this command to show you whether the command is aliased or not.

paul @ai ka: ~$ type Is
Is is aliased to "Is --color=auto

12.6.3. running external commands

Some commands have both builtin and external versions. When one of these commandsis
executed, the builtin version takes priority. To run the external version, you must enter the
full path to the command.

paul @ ai ka: ~$ type -a echo

echo is a shell builtin

echo is /bin/echo

paul @ ai ka: ~$ / bi n/ echo Running the external echo conmand. ..
Runni ng the external echo comand...

12.6.4. which

Thewhich command will search for binariesin the SPATH environment variable (variables
will be explained later). In the screenshot below, it is determined that cd is builtin, and Is,
cp, rm, mv, mkdir, pwd, and which are external commands.

[root @RHEL4b ~]# which cp |I's cd nkdir pwd

/'bin/cp

/bin/ls

/usr/bin/which: no cd in (/usr/kerberos/shin:/usr/kerberos/bin:...
/ bi n/ mkdir

/ bi n/ pwd
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12.7. aliases

12.7.1. create an alias

The shell allowsyou to create aliases. Aliases are often used to create an easier to remember
name for an existing command or to easily supply parameters.

[ paul @GRHELV4u3 ~] $ cat count.txt
one

t wo

three

[ paul @GRHELV4u3 ~] $ alias dog=tac
[ paul @GRHELV4u3 ~] $ dog count.txt
three

t wo

one

12.7.2. abbreviate commands

An alias can also be useful to abbreviate an existing command.

paul @ai ka: ~$ alias II="Is -l h --col or=aut o'
paul @ai ka: ~$ alias c='clear'
paul @ ai ka: ~$

12.7.3. default options

Aliases can be used to supply commands with default options. The example below shows
how to set the -i option default when typing rm.

[ paul @GRHELV4u3 ~]$ rm-i w nter.txt

rm renove regular file "winter.txt'? no

[ paul GRHELV4u3 ~]$ rm winter.txt

[ paul GRHELV4u3 ~]1$ I's winter.txt

I's: winter.txt: No such file or directory

[ paul @GRHELV4u3 ~]$ touch w nter. txt

[ paul @GRHELV4u3 ~]$ alias rme' rm-i’

[ paul GRHELV4u3 ~]$ rm winter.txt

rm renove regular enpty file "winter.txt'? no
[ paul @GRHELV4u3 ~] $

Some distributions enable default aliases to protect usersfrom accidentally erasing files (‘'rm
-i','mv -1, 'ep A1)

12.7.4. viewing aliases
You can provide one or more aliases as arguments to the alias command to get their
definitions. Providing no arguments gives a complete list of current aliases.
paul @ai ka: ~$ alias c |1

alias c='clear'
alias Il='ls -1h --col or=aut o'
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12.7.5. unalias

Y ou can undo an alias with the unalias command.

[ paul @GRHEL4b ~] $ which rm
/bin/rm
[ paul GRHEL4b ~]$ alias rne'rm-i’
[ paul @GRHEL4b ~] $ which rm
alias rme'rm-i’

/bin/rm
[ paul @RHEL4b ~]$ unalias rm
[ paul @GRHEL4b ~] $ which rm
/bin/rm
[ paul @GRHEL4b ~] $

12.8. displaying shell expansion

Y ou can display shell expansion with set -x, and stop displaying it with set +x. Y ou might
want to use this further on in this course, or when in doubt about exactly what the shell is
doing with your command.

[ paul GRHELV4u3 ~]$ set -x

++ echo -ne '\033]0; paul @RHELv4u3: ~\ 007"
[ paul @GRHELv4u3 ~] $ echo $USER

+ echo paul

paul

++ echo -ne '\033]0; paul @RHELv4u3: ~\ 007"
[ paul GRHELv4u3 ~] $ echo \ $USER

+ echo ' $USER

$USER

++ echo -ne '\033]0; paul @RHELv4u3: ~\ 007"
[ paul @GRHELV4u3 ~] $ set +x

+ set +x

[ paul @GRHELv4u3 ~] $ echo $USER

paul
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12.9. practice: commands and arguments

1. How many arguments are in this line (not counting the command itself).

touch '/etc/cron/cron.allow 'file 42.txt' "file 33.txt"
2. Istac ashdll builtin command ?
3. Isthere an existing aliasfor rm ?

4. Read the man page of rm, make sure you understand the -i option of rm. Create and
remove afileto test the -i option.

5. Execute: aliasrm="rm -i' . Test your alias with atest file. Does this work as expected ?
6. List al current aliases.

7a. Create an alias called 'city' that echoes your hometown.

7b. Use your aiasto test that it works.

8. Execute set -x to display shell expansion for every command.

9. Test the functionality of set -x by executing your city and rm aliases.

10 Execute set +x to stop displaying shell expansion.

11. Remove your city alias.

12. What is the location of the cat and the passwd commands ?

13. Explain the difference between the following commands:
echo

/ bi n/ echo

14. Explain the difference between the following commands:
echo Hello

echo -n Hello
15. Display A B C with two spaces between B and C.

(optional)16. Complete the following command (do not use spaces) to display exactly the
following output:

4+4 =8
10+14 =24

17. Use echo to display the following exactly:

?22\\
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Find two solutions with single quotes, two with double quotes and one without quotes (and
say thank you to René and Darioush from Google for this extra).

18. Use one echo command to display three words on three lines.
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12.10. solution: commands and arguments

1. How many arguments are in this line (not counting the command itself).
touch '"/etc/cron/cron.allow 'file 42.txt' "file 33.txt"

answer: three

2. Istac ashdll builtin command ?

type tac

3. Isthere an existing aliasfor rm ?

alias rm

4. Read the man page of rm, make sure you understand the -i option of rm. Create and
remove afileto test the -i option.

man rm
touch testfile

rm-i testfile

5. Execute: aliasrm="rm -i' . Test your alias with atest file. Does this work as expected ?
touch testfile

rmtestfile (should ask for confirmation)

6. List all current aliases.

alias

7a. Create an alias called 'city" that echoes your hometown.

alias city="echo Antwerp'

7b. Use your diasto test that it works.

city (it should display Antwerp)

8. Execute set -x to display shell expansion for every command.

set -X

9. Test the functionality of set -x by executing your city and rm aliases.

shell shoul d display the resol ved aliases and then execute the command:
paul @eb503: ~$ set -x

paul @eb503: ~$ city

+ echo antwerp
ant wer p

10 Execute set +x to stop displaying shell expansion.

set +Xx

11. Remove your city alias.
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unalias city

12. What isthe location of the cat and the passwd commands ?
whi ch cat (probably /bin/cat)
whi ch passwd (probably /usr/bin/passwd)

13. Explain the difference between the following commands:
echo

/ bi n/ echo

The echo command will be interpreted by the shell asthe built-in echo command. The/bin/
echo command will make the shell execute the echo binary located in the /bin directory.

14. Explain the difference between the following commands:
echo Hello

echo -n Hello

The -n option of the echo command will prevent echo from echoing atrailing newline. echo
Hello will echo six charactersin total, echo -n hello only echoes five characters.

(The -n option might not work in the Korn shell.)

15. Display A B C with two spaces between B and C.

echo "A B C

16. Complete the following command (do not use spaces) to display exactly the following
output:

4+4 =8
10+14 =24

The solution is to use tabs with \t.

echo -e "4+4\t=8" ; echo -e "10+14\t=24"

17. Use echo to display the following exactly:

?22\\

echo ' ??2\\'

echo -e ' ?2?2\\\\
echo "?2?2\\\\"

echo -e "22\\\\\W\ "
echo ??2\\\\

Find two solutions with single quotes, two with double quotes and one without quotes (and
say thank you to René and Darioush from Google for this extra).

18. Use one echo command to display three words on three lines.

echo -e "one \ntwo \nthree"
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In this chapter we put more than one command on the command line using control
oper ator s. Wealso briefly discussrel ated parameters ($?) and similar special characters(&).

135



control operators

13.1. : semicolon

Y ou can put two or more commands on the same line separated by asemicolon ; . The shell
will scan the line until it reaches the semicolon. All the arguments before this semicolon
will be considered a separate command from all the arguments after the semicolon. Both
serieswill be executed sequentially with the shell waiting for each command to finish before
starting the next one.

[ paul @GRHELV4u3 ~]$ echo Hel |l o

Hel | o

[ paul @GRHELV4u3 ~]$ echo World

World

[ paul @GRHELV4u3 ~]$ echo Hello ; echo Wrld
Hel | o

World

[ paul @GRHELvV4u3

l

1$
13.2. & ampersand

When a line ends with an ampersand & , the shell will not wait for the command to finish.
Y ou will get your shell prompt back, and the command is executed in background. Y ou will
get a message when this command has finished executing in background.

[ paul @GRHELV4u3 ~] $ sleep 20 &

[1] 7925

[ paul GRHELV4u3 ~]1 $

...wait 20 seconds...

[ paul @GRHELV4u3 ~]1 $

[1]+ Done sl eep 20

The technical explanation of what happens in this case is explained in the chapter about
pr OCEsSes.

13.3. $? dollar question mark

The exit code of the previous command is stored in the shell variable $?. Actualy $? isa
shell parameter and not a variable, since you cannot assign avalue to $?.

paul @ebi an5: ~/test$ touch filel
paul @ebi an5: ~/test$ echo $?

0

paul @ebi an5: ~/test$ rmfilel
paul @ebi an5: ~/test$ echo $?

0

paul @ebi an5: ~/test$ rmfilel
rm cannot renove filel': No such file or directory
paul @ebi an5: ~/test$ echo $?

1

paul @ebi an5: ~/test $
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13.4. && double ampersand

The shell will interpret & & as alogical AND. When using & & the second command is
executed only if the first one succeeds (returns a zero exit status).

paul @arry: ~$ echo first && echo second
first

second

paul @arry: ~$ zecho first && echo second
-bash: zecho: command not found

Another example of the samelogical AND principle. Thisexample startswith aworking cd
followed by Is, then a non-working cd which is not followed by Is.

[ paul @GRHELV4u3 ~]$ cd gen && I's

filel file3 Fileb5 fileab FileAB fileabc
file2 Filed FileA Fileab fileab2

[ paul @GRHELvV4u3 gen] $ cd gen && Is

-bash: cd: gen: No such file or directory

13.5. || double vertical bar

The || represents a logical OR. The second command is executed only when the first
command fails (returns a non-zero exit status).

paul @arry: ~$ echo first || echo second ; echo third
first

third

paul @arry: ~$ zecho first || echo second ; echo third
-bash: zecho: command not found

second

third

paul @arry: ~$

Another example of the same logical OR principle.

[ paul @GRHELV4u3 ~]$ cd gen || Is

[ paul @GRHELvV4u3 gen] $ cd gen || Is

-bash: cd: gen: No such file or directory
filel file3 File55 fileab FileAB fileabc
file2 Filed FileA Fileab fileab2

13.6. combining && and ||

You can use this logical AND and logical OR to write an if-then-else structure on the
command line. Thisexample uses echo to display whether therm command was successful.

paul @ai ka: ~/test$ rmfilel & echo It worked! || echo It failed!
I't worked!

paul @ai ka: ~/test$ rmfilel & echo It worked! || echo It failed!
rm cannot renove “filel': No such file or directory

It failed!

paul @ai ka: ~/test$
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13.7. # pound sign

Everything written after a pound sign (#) is ignored by the shell. Thisis useful to write a
shell comment, but has no influence on the command execution or shell expansion.

paul @ebi an4: ~$ nkdir test # we create a directory
paul @ebi an4: ~$ cd test #### we enter the directory
paul @ebi an4: ~/test$ Is #is it enpty ?

paul @ebi an4: ~/test$

13.8. \ escaping special characters

The backslash \ character enables the use of control characters, but without the shell
interpreting it, thisis called escaping characters.

[ paul @RHELV4u3 ~]$ echo hello \; world

hello ; world

[ paul @GRHELV4u3 ~] $ echo hello\ \ \ world

hel | o wor | d

[ paul @RHELV4u3 ~] $ echo escaping \\\ \# \& \"\ \'
escaping \ # & "

[ paul @GRHELvV4u3 ~] $ echo escaping \\\?2\*\"\
escapi ng \ ?*"

13.8.1. end of line backslash

Lines ending in a backslash are continued on the next line. The shell does not interpret the
newline character and will wait on shell expansion and execution of the command line until
anewline without backslash is encountered.

[ paul @RHEL4b ~]$ echo This conmand |ine \
> jis split in three \

> parts

This command line is split in three parts
[ paul @RHEL4b ~] $
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13.9. practice: control operators

0. Each question can be answered by one command line!
1. When you type passwd, which file is executed ?

2. What kind of fileisthat ?

3. Execute the pwd command twice. (remember 0.)

4. Execute Is after cd /etc, but only if cd /etc did not error.
5. Execute cd /etc after cd etc, but only if cd etc fails.

6. Echo it worked when touch test42 works, and echo it failed when the touch failed. All
on one command line as a normal user (not root). Test this linein your home directory and
in/bin/ .

7. Execute dleep 6, what is this command doing ?
8. Execute sleep 200 in background (do not wait for it to finish).

9. Write acommand line that executesrm file55. Y our command line should print ‘success
if file55 isremoved, and print ‘failed' if there was a problem.

(optional)10. Use echo to display "Hello World with strange' characters \ * [ } ~\
\." (including al quotes)
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13.10. solution: control operators

0. Each question can be answered by one command line!

1. When you type passwd, which file is executed ?

whi ch passwd

2. What kind of fileisthat ?

file /usr/bin/passwd

3. Execute the pwd command twice. (remember 0.)

pwd ; pwd

4. Execute |s after cd /etc, but only if cd /etc did not error.

cd /etc && |I's

5. Execute cd /etc after cd etc, but only if cd etc fails.

cd etc || cd /etc

6. Echo it worked when touch test42 works, and echo it failed when the touch failed. All
on one command line as a normal user (not root). Test thislinein your home directory and
in/bin/ .

paul @eb503: ~$ cd ; touch test42 && echo it worked || echo it failed

it worked

paul @eb503: ~$ cd /bin; touch test42 && echo it worked || echo it failed

touch: cannot touch “test42': Perm ssion denied
it failed

7. Execute sleep 6, what is this command doing ?

pausi ng for six seconds

8. Execute dleep 200 in background (do not wait for it to finish).

sl eep 200 &

9. Write acommand line that executesrm file55. Y our command line should print ‘success
if file55 isremoved, and print ‘failed' if there was a problem.

rmfile55 & echo success || echo failed

(optional)10. Use echo to display "Hello World with strange' characters \ * [ } ~\
\." (including all quotes)
echo \"Hello Wrld with strange\' characters \\ \* \[ \} \~ \\\\ Ao \"

or

echo \""Hello Wrld with strange' characters \ * [ } ~\\ . "\"
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Chapter 14. shell variables

In this chapter we learn to manage environment variablesin the shell. These variables are
often needed by applications.
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14.1. $ dollar sign

Another important character interpreted by the shell isthe dollar sign $. The shell will look
for an environment variable named like the string following the dollar sign and replace it
with the value of the variable (or with nothing if the variable does not exist).

These are some examples using SHOSTNAME, $USER, $UID, $SHELL , and $HOME.

[ paul @GRHELV4u3 ~] $ echo This is the $SHELL shell

This is the /bin/bash shell

[ paul @GRHELV4u3 ~]$ echo This is $SHELL on conputer $HOSTNAME
This is /bin/bash on conputer RHELv4u3.!| ocal donmin

[ paul @GRHELV4u3 ~] $ echo The userid of $USER is $U D

The userid of paul is 500

[ paul @GRHELV4u3 ~]$ echo My honedir is $HOMVE
My honedir is /hone/ paul

14.2. case sensitive

This example shows that shell variables are case sensitive!

[ paul @GRHELV4u3 ~] $ echo Hel |l o $USER
Hel | o paul

[ paul @GRHELV4u3 ~] $ echo Hel | o $user
Hel |l o

14.3. creating variables

This example creates the variable $MyVar and sets its value. It then uses echo to verify
the value.

[ paul @GRHELV4u3 gen] $ MyVar =555

[ paul @RHELv4u3 gen] $ echo $MyVar
555

[ paul @GRHELvV4u3 gen] $
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14.4. quotes
Notice that double quotes still allow the parsing of variables, whereas single quotes prevent
this.

[ paul @GRHELV4u3 ~] $ MyVar =555
[ paul @GRHELV4u3 ~] $ echo $MyVar

555

[ paul @GRHELV4u3 ~] $ echo "$MyVvar"
555

[ paul @GRHELV4u3 ~] $ echo ' $MyVar'
$My Var

The bash shell will replace variableswith their valuein double quoted lines, but not insingle
guoted lines.

paul @ai ka: ~$ city=Burtonville

paul @ ai ka: ~$ echo "W are in $city today."

We are in Burtonville today.

paul @ ai ka: ~$ echo 'W are in $city today."'
We are in $city today.

14.5. set

You can use the set command to display a list of environment variables. On Ubuntu and
Debian systems, the set command will also list shell functions after the shell variables. Use
set | mor e to see the variables then.

14.6. unset

Use the unset command to remove a variable from your shell environment.

[ paul @GRHEL4b ~]$ MyVar =8472
[ paul @RHEL4b ~]$ echo $MyVar
8472

[ paul GRHEL4b ~] $ unset MyVar
[ paul @RHEL4b ~]$ echo $MyVar

[ paul GRHEL4b ~]1 $
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14.7. $PS1

The $PS1 variable determines your shell prompt. You can use backslash escaped special
characters like \u for the username or \w for the working directory. The bash manual has
a complete reference.

In this example we change the value of $PS1 a couple of times.

paul @eb503: ~$ PS1=pronpt

pr onpt

pronpt PS1=' pronpt '

pr onpt

pronpt PS1='> '

>

> PS1="\u@h$ '

paul @eb503%

paul @eb503% PS1='\u@ h:\ W'
paul @eb503: ~$

To avoid unrecoverable mistakes, you can set normal user prompts to green and the root
prompt to red. Add the following to your .bashrc for agreen user prompt:

# col or pronpt by paul

RED='\[\033[ 01; 31m]"

WH TE='\ [\ 033[ 01; 00m ]'

GREEN=' \ [\ 033[ 01; 32m ]

BLUE='\[\ 033[ 01; 34m ]

export PS1="${debi an_chr oot : +( $debi an_chr oot ) } SGREEN\ u$\WHI TE@BLUE\ h$WWHI TEEW $ "
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14.8. $PATH

The $PATH variable is determines where the shell is looking for commands to execute
(unless the command is builtin or aliased). This variable contains a list of directories,
separated by colons.

[[ paul @GRHEL4b ~]$ echo $PATH
[ usr/ kerberos/ bin:/usr/local/bin:/bin:/usr/bin:

The shell will not look in the current directory for commands to execute! (Looking for
executables in the current directory provided an easy way to hack PC-DOS computers). If
you want the shell to look in the current directory, then add a. at the end of your $PATH.

[ paul @GRHEL4b ~]$ PATH=$PATH:

[ paul @RHEL4b ~]$ echo $PATH

/usr/ kerberos/bin:/usr/local/bin:/bin:/usr/bin:.
[ paul @GRHEL4b ~] $

Y our path might be different when using su instead of su - because the latter will take on
the environment of the target user. The root user typically has/shin directories added to the
$PATH variable.

[ paul @GRHEL3 ~]$ su

Passwor d:

[ root @RHEL3 paul ]# echo $PATH
/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin

[ root @RHEL3 paul ] # exit

[ paul @GRHEL3 ~1$ su -

Passwor d:

[root @GRHEL3 ~]# echo $PATH
/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:
[ root @GRHEL3 ~] #
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14.9. env

The env command without optionswill display alist of exported variables. The difference
with set with optionsisthat set listsall variables, including those not exported to child shells.

But env can also be used to start a clean shell (a shell without any inherited environment).
The env -i command clears the environment for the subshell.

Notice in this screenshot that bash will set the $SHEL L variable on startup.

[ paul @RHEL4b ~]$ bash -c 'echo $SHELL $HOMVE $USER

/ bi n/ bash / hone/ paul paul

[ paul @RHEL4b ~]$ env -i bash -c 'echo $SHELL $HOVE $USER
/ bi n/ bash

[ paul @GRHEL4b ~]1 $

Y ou can use the env command to set the L ANG, or any other, variable for just oneinstance
of bash with one command. The example below uses this to show the influence of the
$L ANG variable on file globbing (see the chapter on file globbing).

[ paul @RHEL4b test]$ env LANG=C bash -c 'Is File[a-z]'

Filea Fileb

[ paul @GRHEL4b test]$ env LANG=en_US. UTF-8 bash -c 'Is File[a-z]'
Filea FileA Fileb FileB

[ paul @GRHEL4b test] $

14.10. export

Y ou can export shell variables to other shells with the export command. This will export
the variable to child shells.

[ paul @GRHEL4b ~]$ var 3=t hree

[ paul @GRHEL4b ~] $ var 4=f our

[ paul @GRHEL4b ~] $ export var4

[ paul @GRHEL4b ~]$ echo $var3 $var4
three four

[ paul @GRHEL4b ~] $ bash

[ paul @RHEL4b ~]$ echo $var3 $var4
f our

But it will not export to the parent shell (previous screenshot continued).

[ paul @GRHEL4b ~] $ export var5=five
[ paul @GRHEL4b ~]$ echo $var3 $var4 $vars

four five

[ paul @GRHEL4b ~]$ exit

exit

[ paul @GRHEL4b ~]$ echo $var3 $var4 $vars
three four

l

[ paul @GRHEL4b ~]1 $
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14.11. delineate variables

Until now, we have seen that bash interpretsavariable starting from adollar sign, continuing
until the first occurrence of anon-alphanumeric character that is not an underscore. In some
situations, this can be a problem. This issue can be resolved with curly braces like in this
example.

[ paul @GRHEL4b ~]1$ prefix=Super

[ paul @GRHEL4b ~]1$ echo Hell o $prefixman and $prefixgirl
Hello and

[ paul @GRHEL4b ~]$ echo Hello ${prefix}man and ${prefix}girl
Hel | o Super man and Supergirl

[ paul @GRHEL4b ~]1 $

14.12. unbound variables

The example below triesto display the value of the SMyVar variable, but it fails because the
variable does not exist. By default the shell will display nothing when avariable is unbound
(does not exist).

[ paul @RHELvV4u3 gen] $ echo $MyVar

[ paul @GRHELV4u3 gen] $

There is, however, the nounset shell option that you can use to generate an error when a
variable does not exist.

paul @ ai ka: ~$ set -u

paul @ ai ka: ~$ echo $Myvar

bash: Myvar: unbound vari abl e

paul @ ai ka: ~$ set +u
paul @ ai ka: ~$ echo $Myvar

paul @ ai ka: ~$

In the bash shell set -u isidentical to set -0 nounset and likewise set +u isidentical to set
+0 nounset.
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14.13. practice: shell variables

1. Use echo to display Hello followed by your username. (use a bash variable!)
2. Create avariable answer with avalue of 42.

3. Copy the value of $LANG to $MyLANG.

4. List al current shell variables.

5. List all exported shell variables.

6. Do the env and set commands display your variable ?

6. Destroy your answer variable.

7. Create two variables, and export one of them.

8. Display the exported variable in an interactive child shell.

9. Create a variable, give it the value 'Dumb’, create another variable with value 'do’. Use
echo and the two variables to echo Dumbledore.

10. Find the list of backslash escaped charactersin the manual of bash. Add the timeto your
PS1 prompt.
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14.14. solution: shell variables

1. Use echo to display Hello followed by your username. (use a bash variable!)

echo Hel |l o $USER

2. Create avariable answer with avalue of 42.

answer =42

3. Copy the value of $LANG to $MyLANG.

My LANG=$LANG

4. List al current shell variables.

set

set | nore on Ubunt u/ Debi an

5. List al exported shell variables.
env

export
declare -x

6. Do the env and set commands display your variable ?

env | nore
set | nore

6. Destroy your answer variable.

unset answer

7. Create two variables, and export one of them.

var1=1; export var2=2

8. Display the exported variable in an interactive child shell.

bash
echo $var2

9. Create a variable, give it the value 'Dumb’, create another variable with value 'do’. Use
echo and the two variables to echo Dumbledore.

var x=Dunb; vary=do

echo ${varx}le${vary}re

solution by Yves fromDexia : echo $varx'le' $vary're
solution by Erwin from Tel enet : echo "$varx"le"$vary"re

10. Find the list of backslash escaped charactersin the manual of bash. Add the timeto your
PS1 prompt.

PS1="\t \u@h \W '
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Chapter 15. shell embedding and
options

This chapter takes a brief 1ook at child shells, embedded shells and shell options.
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15.1. shell embedding

Shells can be embedded on the command line, or in other words, the command line scan
can spawn new processes containing a fork of the current shell. Y ou can use variables to
prove that new shells are created. In the screenshot below, the variable $varl only existsin
the (temporary) sub shell.

[ paul @GRHELv4u3 gen] $ echo $varl

[ paul @GRHELv4u3 gen] $ echo $(var 1=5;echo $varl)

5

[ paul @GRHELv4u3 gen] $ echo $varl

[ paul @GRHELV4u3 gen] $

Y ou can embed a shell in an embedded shell, thisis called nested embedding of shells.

This screenshot shows an embedded shell inside an embedded shell.

paul @eb503: ~$ A=shel |
paul @eb503: ~$ echo $C$B$A $(B=sub; echo $C$B$A; echo $(C=sub; echo $C$B3$A))
shel | subshell subsubshell

15.1.1. backticks

Single embedding can be useful to avoid changing your current directory. The screenshot
below uses backticksinstead of dollar-bracket to embed.

[ paul @GRHELV4u3 ~]$ echo “cd /etc; |Is -d * | grep pass’
passwd passwd- passwd. QLD
[ paul @GRHELV4u3 ~] $

Y ou can only use the $() notation to nest embedded shells, backticks cannot do this.

15.1.2. backticks or single quotes

Placing the embedding between backticks uses one character less than the dollar and
parenthesis combo. Be careful however, backticks are often confused with single quotes.
The technical difference between' and * is significant!

[ paul @RHELv4u3 gen] $ echo "var 1=5; echo $varl’
5

[ paul @RHELv4u3 gen] $ echo 'var 1=5; echo $varl'
var 1=5; echo $var1l

[ paul @GRHELV4u3 gen] $
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15.2. shell options

Both set and unset are builtin shell commands. They can be used to set options of the bash
shell itself. The next example will clarify this. By default, the shell will treat unset variables
as a variable having no value. By setting the -u option, the shell will treat any reference to
unset variables as an error. See the man page of bash for more information.

[ paul @GRHEL4b ~]$ echo $var 123

[ paul GRHEL4b ~] $ set -u

[ paul @GRHEL4b ~] $ echo $var 123
-bash: var123: unbound vari abl e
[ paul GRHEL4b ~] $ set +u

[ paul @GRHEL4b ~]$ echo $var 123

[ paul @GRHEL4b ~]1 $

Tolist al the set options for your shell, use echo $-. The noclobber (or -C) option will be
explained later in this book (in the 1/O redirection chapter).

[ paul @GRHEL4b ~]$ echo $-

hi mBH

[ paul @GRHEL4b ~]$ set -C; set -u
[ paul @GRHEL4b ~]$ echo $-

hi muBCH

[ paul GRHEL4b ~] $ set +C ; set +u
[ paul @GRHEL4b ~]$ echo $-

hi mBH

[ paul @GRHEL4b ~] $

When typing set without options, you get alist of all variables without function when the
shell ison posix mode. Y ou can set bash in posix mode typing Set -0 posix.
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15.3. practice: shell embedding

1. Find the list of shell optionsin the man page of bash. What is the difference between set
-u and set -0 nounset?

2. Activate nounset in your shell. Test that it shows an error message when using non-
existing variables.

3. Deactivate nounset.
4. Execute cd /var and Isin an embedded shell.

The echo command isonly needed to show theresult of thelscommand. Omitting will result
in the shell trying to execute the first file as a command.

5. Create the variable embvar in an embedded shell and echo it. Does the variable exist in
your current shell now ?

6. Explain what "set -x" does. Can this be useful ?

(optional)7. Given the following screenshot, add exactly four characters to that command
line so that the total output is FirstMiddlelL ast.

[ paul @GRHEL4b ~]1$ echo First; echo Mddle; echo Last

8. Display along listing (Is -I) of the passwd command using the which command inside
an embedded shell.
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15.4. solution: shell embedding

1. Find the list of shell optionsin the man page of bash. What is the difference between set
-u and set -0 nounset?

read the manual of bash (man bash), search for nounset -- both mean the same thing.

2. Activate nounset in your shell. Test that it shows an error message when using non-
existing variables.
set -u

R
set -0 nounset

Both these lines have the same effect.

3. Deactivate nounset.
set +u

OoR
set +0 nounset

4. Execute cd /var and Isin an embedded shell.

echo $(cd /var ; 1s)

The echo command isonly needed to show theresult of the lscommand. Omitting will result
in the shell trying to execute the first file as a command.

5. Create the variable embvar in an embedded shell and echo it. Does the variable exist in
your current shell now ?

echo $(enbvar=enb; echo $enbvar) ; echo $embvar #the | ast echo fails

$enbvar does not exist in your current shell

6. Explain what "set -x" does. Can this be useful ?

I't displays shell expansion for troubleshooting your conmand.

(optional)7. Given the following screenshot, add exactly four characters to that command
line so that the total output is FirstMiddlelL ast.

[ paul @RHEL4b ~]1$ echo First; echo Mddle; echo Last

echo -n First; echo -n Mddle; echo Last

8. Display along listing (Is -I) of the passwd command using the which command inside
an embedded shell.

I's -1 $(which passwd)
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Chapter 16. shell history

The shell makesit easy for us to repeat commands, this chapter explains how.
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16.1. repeating the last command

To repeat the last command in bash, type !!. Thisis pronounced as bang bang.

paul @ebi an5: ~/test42$ echo this will be repeated > file42.txt
paul @ebi an5: ~/t est 42% !'!

echo this will be repeated > file42.txt

paul @ebi an5: ~/t est 42%

16.2. repeating other commands

Y ou can repeat other commands using one bang followed by one or more characters. The
shell will repeat the last command that started with those characters.

paul @lebi an5: ~/test 42$% touch fil e42
paul @lebi an5: ~/test42$ cat file42
paul @ebi an5: ~/test42$ !to

touch file42

paul @lebi an5: ~/t est 42%

16.3. history

To see older commands, use history to display the shell command history (or use history
n to see the last n commands).

paul @ebi an5: ~/test$ history 10

38 nkdir test

39 «cd test

40 touch filel

41 echo hello > file2

42 echo It is very cold today > winter.txt

43 |Is

44 |s -

45 cp winter.txt sumrer.txt
46 |s -

47 history 10
16.4. 'n

When typing ! followed by the number preceding the command you want repeated, then the
shell will echo the command and execute it.

paul @ebi an5: ~/test$ !43
l's
filel file2 summer.txt wnter.txt
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16.5. Ctrl-r

Another option isto use ctrl-r to search in the history. In the screenshot below i only typed
ctrl-r followed by four characters apti and it finds the last command containing these four
consecutive characters.

paul @ebi an5: ~$
(reverse-i-search) apti': sudo aptitude install screen

16.6. SHISTSIZE

The $HISTSIZE variable determines the number of commands that will be remembered in
your current environment. Most distributions default this variable to 500 or 1000.

paul @ebi an5: ~$ echo $HI STSI ZE
500

Y ou can changeit to any value you like.
paul @ebi an5: ~$ H STSI ZE=15000

paul @ebi an5: ~$ echo $HI STSI ZE
15000

16.7. SHISTFILE

The $HISTFILE variable pointsto thefilethat containsyour history. The bash shell defaults
thisvalue to ~/.bash_history.

paul @ebi an5: ~$ echo $HI STFI LE
/ hone/ paul / . bash_hi story

A session history is saved to this file when you exit the session!

Closing a gnome-terminal with the mouse, or typing reboot as root will NOT save your
terminal’s history.

16.8. SHISTFILESIZE

The number of commands kept in your history file can be set using $HISTFILESIZE.

paul @ebi an5: ~$ echo $H STFI LESI ZE
15000
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16.9. prevent recording a command

Y ou can prevent acommand from being recorded in history using a space prefix.

paul @ebi an8: ~/ gi t hub$ echo abc
abc
paul @ebi an8: ~/ gi t hub$ echo def
def
paul @ebi an8: ~/ gi t hub$ echo ghi
ghi
paul @ebi an8: ~/ gi t hub$ history 3
9501 echo abc
9502 echo gh
9503 history 3

16.10. (optional)regular expressions

It is possible to use regular expressions when using the bang to repeat commands. The
screenshot below switches 1 into 2.

paul @ebi an5: ~/test$ cat filel
paul @lebi an5: ~/test$ !c:s/1/2
cat file2

hel | o

paul @ebi an5: ~/test$

16.11. (optional) Korn shell history

Repeating acommand inthe Korn shell isvery similar. The Korn shell also hasthehistory
command, but uses the letter r to recall lines from history.

This screenshot shows the history command. Note the different meaning of the parameter.

$ history 17
17 clear

18 echo hoi
19 history 12
20 echo world
21 history 17

Repeating with r can be combined with the line numbers given by the history command, or
with the first few letters of the command.

$r e

echo world
wor | d

$ cd /etc
$r

cd /etc

$
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16.12. practice: shell history

1. Issue the command echo The answer to the meaning of life, the universe and
everythingis42.

2. Repeat the previous command using only two characters (there are two solutions!)
3. Display the last 5 commands you typed.

4. Issue the long echo from question 1 again, using the line numbers you received from the
command in question 3.

5. How many commands can be kept in memory for your current shell session ?
6. Where are these commands stored when exiting the shell ?

7. How many commands can be written to the history file when exiting your current shell
session ?

8. Make sure your current bash shell remembers the next 5000 commands you type.

9. Open more than one console (by press Ctrl-shift-t in gnome-terminal, or by opening an
extra putty.exe in MS Windows) with the same user account. When is command history
written to the history file ?
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16.13. solution: shell history

1. Issue the command echo The answer to the meaning of life, the universe and
everythingis42.

echo The answer to the neaning of life, the universe and everything is 42

2. Repeat the previous command using only two characters (there are two solutions!)

Il
R
le

3. Display the last 5 commands you typed.
paul @bul010: ~$ history 5

52 Is -1

53 Is

54 df -h | grep sda

55 echo The answer to the neaning of life, the universe and everything is 42
56 history 5

Y ou will recelve different line numbers.

4. Issue the long echo from question 1 again, using the line numbers you received from the
command in question 3.

paul @bul010: ~$ !55

echo The answer to the neaning of life, the universe and everything is 42
The answer to the neaning of life, the universe and everything is 42

5. How many commands can be kept in memory for your current shell session ?

echo $Hl STSI ZE

6. Where are these commands stored when exiting the shell ?

echo $H STFI LE

7. How many commands can be written to the history file when exiting your current shell
session ?

echo $H STFI LESI ZE

8. Make sure your current bash shell remembers the next 5000 commands you type.

HI STSI ZE=5000

9. Open more than one console (by press Ctrl-shift-t in gnome-terminal, or by opening an
extra putty.exe in MS Windows) with the same user account. When is command history
written to the history file ?

when you type exit
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Theshell isasoresponsiblefor fileglobbing (or dynamic filename generation). Thischapter
will explain file globbing.
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17.1. * asterisk

Theasterisk * isinterpreted by the shell asasign to generate filenames, matching the asterisk
to any combination of characters (even none). When no path is given, the shell will use
filenames in the current directory. See the man page of glob(7) for more information. (This
ispart of LPI topic 1.103.3.)

[ paul @GRHELV4u3 gen] $ I's

filel file2 file3 Filed File55 FileA fileab Fileab FileAB fileabc
[ paul @RHELV4u3 gen]$ Is File*

File4d File55 FileA Fileab FileAB
[ paul @RHELvV4u3 gen]$ Is file*

filel file2 file3 fileab fileabc
[ paul @RHELV4u3 gen]$ I's *il e55

Fi | e55

[ paul @GRHELv4u3 gen]$ I's F*il e55

Fi | e55

[ paul @RHELv4u3 gen] $ |s F*55

Fi | e55

[ paul @GRHELV4u3 gen] $

17.2. ? question mark

Similar to the asterisk, the question mark ? is interpreted by the shell as a sign to generate
filenames, matching the question mark with exactly one character.

[ paul @GRHELV4u3 gen] $ Is

filel file2 file3 Filed File55 FileA fileab Fileab FileAB fileabc
[ paul @GRHELv4u3 gen]$ |I's File?
Filed FileA

[ paul @GRHELv4u3 gen]$ |I's Fil ?4
File4d

[ paul @GRHELv4u3 gen]$ I's Fil ??
Filed FileA

[ paul @RHELv4u3 gen] $ I's File??
File55 Fileab FileAB

[ paul @GRHELV4u3 gen] $
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17.3. [] square brackets

The square bracket [ is interpreted by the shell as a sign to generate filenames, matching
any of the characters between [ and the first subsequent ]. The order in thislist between the
brackets is not important. Each pair of bracketsis replaced by exactly one character.

[ paul @GRHELV4u3 gen] $ I's

filel file2 file3 Filed File55 FileA fileab Fileab FileAB fileabc
[ paul @GRHELv4u3 gen]$ |s Fil e[ 5A]

FileA

[ paul @RHELv4u3 gen] $ I's Fil e[ A5]

FileA

[ paul @GRHELv4u3 gen] $ I's Fil e[ A5] [ 5b]

Fi | e55

[ paul @GRHELv4u3 gen] $ |I's Fil e[ a5] [ 5b]

File55 Fileab

[ paul @GRHELv4u3 gen] $ Is Fil e[ a5][5b][abcdef ghij kl ni

I's: File[a5][5b][abcdefghijklni: No such file or directory
[ paul @RHELv4u3 gen]$ Is fil e[a5][5b][abcdefghijkl ni

fil eabc

[ paul @GRHELV4u3 gen] $

Y ou can also exclude characters from alist between square brackets with the exclamation
mark !. And you are allowed to make combinations of these wild cards.

[ paul @GRHELvV4u3 gen] $ I's

filel file2 file3 Filed Fileb55 FileA fileab Fileab FileAB fileabc
[ paul @RHELv4u3 gen]$ Is file[a5][!Z]

fileab

[ paul @RHELV4u3 gen]$ Is file[!5]*

filel file2 file3 fileab fileabc

[ paul @GRHELv4u3 gen]$ Is file[!5]?

fileab

[ paul @GRHELvV4u3 gen] $
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17.4. a-z and 0-9 ranges

The bash shell will also understand ranges of characters between brackets.

[ paul @RHELvV4u3 gen] $ Is

filel file3 File55 fileab FileAB fileabc
file2a Filed FileA Fileab fileab2

[ paul @RHELv4u3 gen]$ Is file[a-z]*

fileab fileab2 fileabc

[ paul @GRHELv4u3 gen]$ Is file[0-9]

filel file2 file3

[ paul @GRHELvV4u3 gen]$ Is file[a-z][a-2z][0-9]*
fileab2

[ paul @GRHELV4u3 gen] $

17.5. $SLANG and square brackets

But, don't forget the influence of the LANG variable. Some languages include lower case
lettersin an upper case range (and vice versa).

paul @GRHELv4u4: ~/test$ Is [A-Z]ile?
filel file2 file3 File4

paul @RHELv4u4: ~/test$ Is [a-z]ile?
filel file2 file3 File4

paul @GRHELv4u4: ~/ test$ echo $LANG
en_US. UTF- 8

paul @GRHELv4u4: ~/test$ LANG=C

paul @GRHELv4u4: ~/test$ echo $LANG
C

paul @RHELv4u4: ~/test$ Is [a-z]ile?
filel file2 file3

paul @GRHELv4u4: ~/test$ |s [A-Z]ile?
Filed

paul @GRHELv4u4: ~/ test $

If LC_ALL isset, then thiswill also need to be reset to prevent file globbing.
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17.6. preventing file globbing

The screenshot below should be no surprise. The echo * will echo a* when in an empty
directory. And it will echo the names of all files when the directory is not empty.

paul @Qbul010: ~$ nkdir test42
paul @Qibul010: ~$ cd test42
paul @bul010: ~/t est 42$ echo *

paul @Qibul010: ~/test42$ touch filed42 file33

paul @bul010: ~/t est 42$ echo *
file33 file42

Globbing can be prevented using quotes or by escaping the special characters, as shown in
this screenshot.

paul @bul010: ~/t est 42$ echo *
file33 filed2

paul @bul010: ~/t est 42$ echo \*
*

paul @bul010: ~/t est 42$ echo ' *'
*

paul @bul010: ~/t est 42$ echo "*"
*

165



file globbing

17.7. practice: shell globbing

1. Create atest directory and enter it.

2. Create the following files:

filel
filelO
filell
file2
File2
File3
file33
fil eAB
filea
fileA
fil eAAA
file(
file 2

(the last one has 6 characters including a space)

3. List (with Is) al files starting with file

4. List (with Is) al files starting with File

5. List (with Is) all files starting with file and ending in a number.

6. List (with Is) all files starting with file and ending with aletter

7. List (with Is) al files starting with File and having a digit as fifth character.

8. List (with Is) al files starting with File and having a digit as fifth character and nothing
else.

9. List (with Is) al files starting with aletter and ending in a number.

10. List (with Is) dl files that have exactly five characters.

11. List (with Is) dl files that start with f or F and end with 3 or A.

12. List (withls) all filesthat start with f havei or R as second character and end in anumber.
13. List all filesthat do not start with the letter F.

14. Copy the value of $LANG to SMYLANG.

15. Show the influence of 3LANG in listing A-Z or a-z ranges.

16. You receive information that one of your servers was cracked, the cracker probably
replaced thels command. Y ou know that the echo command is safeto use. Can echo replace
Is?How can you list the files in the current directory with echo ?

17. Isthere another command besides cd to change directories ?
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17.8. solution: shell globbing

1. Create atest directory and enter it.

nkdir testdir; cd testdir

2. Create the following files :

filel
filelo
filell
file2
File2
File3
file33
fil eAB
filea
fileA
fil eAAA
file(
file 2

(the last one has 6 characters including a space)
touch filel filelO filell file2 File2 File3
touch file33 fileAB filea fileA fil eAAA

touch "file("
touch "file 2"

3. List (with Is) al files starting with file

ls file*

4. List (with |s) al files starting with File

I's File*

5. List (with Is) all files starting with file and ending in a number.

I's file*[0-9]

6. List (with Is) all files starting with file and ending with aletter

Is file*[a-z]

7. List (with 1) al files starting with File and having a digit as fifth character.
Is File[0-9]*

8. List (with Is) all files starting with File and having a digit as fifth character and nothing
else.

I's File[0-9]

9. List (with Is) all files starting with aletter and ending in a number.

I's [a-z]*[0-9]

10. List (with Is) al files that have exactly five characters.

167



file globbing

|'s 227227

11. List (with Is) al filesthat start with f or F and end with 3 or A.

I's [fF]*[3A]

12. List (with|s) al filesthat start with f havei or R as second character and end in anumber.
I's f[i R*[0-9]

13. List al files that do not start with the |etter F.

I's [!F]*

14. Copy the value of SLANG to $SMyLANG.

My LANG=$LANG

15. Show the influence of $LANG in listing A-Z or &z ranges.

see exanple in book

16. You receive information that one of your servers was cracked, the cracker probably
replaced thels command. Y ou know that the echo command is safe to use. Can echo replace
Is? How can you list the filesin the current directory with echo ?

echo *

17. Isthere another command besides cd to change directories ?

pushd popd
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Chapter 18. I/O redirection

One of the powers of the Unix command line is the use of input/output redirection and
pipes.

This chapter explains redirection of input, output and error streams.
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18.1. stdin, stdout, and stderr

The bash shell has three basic streams; it takes input from stdin (stream 0), it sends output
to stdout (stream 1) and it sends error messages to stderr (stream 2) .

The drawing below has a graphical interpretation of these three streams.

| stdoutb
| stderr%

The keyboard often serves as stdin, whereas stdout and stderr both go to the display. This
can be confusing to new Linux users because there is no obvious way to recognize stdout
from stderr. Experienced users know that separating output from errors can be very useful.

stdin (0) bash

display

keyboard l >
Q bash
_—

|
display

The next sections will explain how to redirect these streams.
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18.2. output redirection
18.2.1. > stdout

stdout can be redirected with a greater than sign. While scanning the line, the shell will
see the > sign and will clear thefile.

> file

keyboard | >
I__> bash
| i

display

The > notation isin fact the abbreviation of 1> (stdout being referred to as stream 1).

[ paul @GRHELV4u3 ~]$ echo It is cold today!

It is cold today!

[ paul GRHELV4u3 ~]$ echo It is cold today! > winter.txt
[ paul GRHELV4u3 ~] $ cat winter.txt

It is cold today!

[ paul @GRHELV4u3 ~] $

Note that the bash shell effectively removes the redirection from the command line before
argument 0 is executed. This means that in the case of this command:

echo hell o > greetings.txt

the shell only countstwo arguments (echo = argument O, hello =argument 1). Theredirection
is removed before the argument counting takes place.

18.2.2. output file is erased

While scanning the line, the shell will see the > sign and will clear the file! Since this
happens before resolving argument 0, this means that even when the command fails, the
file will have been cleared!

[ paul GRHELv4u3 ~] $ cat winter.txt

It is cold today!

[ paul @GRHELV4u3 ~]$ zcho It is cold today! > winter.txt
-bash: zcho: command not found

[ paul GRHELv4u3 ~] $ cat winter.txt

[ paul @GRHELV4u3 ~] $
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18.2.3. noclobber

Erasing afile while using > can be prevented by setting the noclobber option.

[ paul GRHELv4u3 ~]$ cat winter.txt

It is cold today!

[ paul GRHELv4u3 ~] $ set -0 nocl obber

[ paul @RHELV4u3 ~]$ echo It is cold today! > winter.txt
-bash: winter.txt: cannot overwite existing file

[ paul GRHELv4u3 ~] $ set +o nocl obber

[ paul @GRHELV4u3 ~] $

18.2.4. overruling noclobber

The noclobber can be overruled with >|.

[ paul @GRHELV4u3 ~]$ set -0 nocl obber

[ paul GRHELV4u3 ~]$ echo It is cold today! > winter.txt
-bash: winter.txt: cannot overwite existing file

[ paul GRHELV4u3 ~]$ echo It is very cold today! >| winter.txt
[ paul GRHELv4u3 ~] $ cat winter.txt

It is very cold today!

[ paul @GRHELV4u3 ~] $

18.2.5. >> append

Use >> to append output to afile.

[ paul @RHELV4u3 ~]$ echo It is cold today! > winter.txt

[ paul @GRHELV4u3 ~]$ cat winter.txt

It is cold today!

[ paul @RHELv4u3 ~]$ echo Where is the sunmer ? >> winter.txt
[ paul @GRHELV4u3 ~]$ cat winter.txt

It is cold today!

Where is the sumer ?

[ paul GRHELV4u3 ~]1 $
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18.3. error redirection
18.3.1. 2> stderr

Redirecting stderr isdone with 2>. This can be very useful to prevent error messages from
cluttering your screen.

display

keyboard | >
|—> bash
—

I
2>file

The screenshot below shows redirection of stdout to afile, and stderr to /dev/null. Writing
1> isthesameas>.

[ paul @RHELV4u3 ~]$ find / > allfiles.txt 2> /dev/nul
[ paul @GRHELV4u3 ~] $

18.3.2. 2>&1

To redirect both stdout and stderr to the samefile, use 2>& 1.

[ paul @GRHELV4u3 ~]$ find / > allfiles_and_errors.txt 2>&1
[ paul GRHELV4u3 ~]1 $

Note that the order of redirectionsis significant. For example, the command

s > dirlist 2>&1

directs both standard output (file descriptor 1) and standard error (file descriptor 2) to the
file dirlist, while the command

ls 2>&1 > dirli st

directs only the standard output to file dirlist, because the standard error made a copy of the
standard output before the standard output was redirected to dirlist.
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18.4. output redirection and pipes

By default you cannot grep inside stderr when using pipes on the command line, because
only stdout is passed.

paul @ebi an7: ~$ rmfile42 file33 filel201 | grep file42
rm cannot renove ‘filed42 : No such file or directory
rm cannot renove ‘file33 : No such file or directory
rm cannot renove ‘filel201’: No such file or directory

With 2>& 1 you can force stderr to go to stdout. This enables the next command in the
pipe to act on both streams.

paul @ebi an7: ~$ rmfiled42 file33 filel201 2>&1 | grep filed2
rm cannot renove ‘filed42’: No such file or directory

Y ou cannot use both 1>& 2 and 2>& 1 to switch stdout and stderr.

paul @ebi an7: ~$ rmfile42 file33 filel201 2>&1 1>&2 | grep filed2
rm cannot renove ‘filed42 : No such file or directory

paul @ebi an7: ~$ echo filed42 2>&1 1>&2 | sed 's/file42/FlLE42/"

FI LE42

Y ou need athird stream to switch stdout and stderr after a pipe symbol.

paul @ebi an7: ~$ echo filed42 3>&1 1>&2 2>&3 | sed 's/filed2/FlLE42/'
filed2

paul @ebi an7: ~$ rmfiled42 3>&1 1>& 2>&3 | sed 's/filed2/FlLE42/"
rm cannot renove ‘FILE42': No such file or directory

18.5. joining stdout and stderr

The & > construction will put both stdout and stderr in one stream (to afile).

paul @ebi an7: ~$ rmfile42 & out_and_err

paul @ebi an7: ~$ cat out _and_err

rm cannot renove ‘file42’: No such file or directory
paul @ebi an7: ~$ echo file42 & out_and_err

paul @ebi an7: ~$ cat out _and_err

file42

paul @ebi an7: ~$
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18.6. input redirection
18.6.1. < stdin

Redirecting stdin is done with < (short for 0<).

[ paul @GRHEL4b ~]$ cat < text.txt

one

t wo

[ paul @GRHEL4b ~]1$ tr 'onetw 'ONEZZ' < text.txt
ONE

ZZ0

[ paul @GRHEL4b ~] $

18.6.2. << here document

The here document (sometimes called here-is-document) is away to append input until a
certain sequence (usualy EOF) is encountered. The EOF marker can be typed literally or
can be called with Ctrl-D.

[ paul @GRHEL4b ~]$ cat <<EOF > text.txt
> one

> two

> EOF

[ paul GRHEL4b ~] $ cat text.txt

one

t wo

[ paul @GRHEL4b ~]$ cat <<brol > text.txt
> brel

> brol

[ paul GRHEL4b ~] $ cat text.txt

br el

[ paul @GRHEL4b ~] $

18.6.3. <<< here string

The here string can be used to directly pass strings to a command. The result is the same
as using echo string | command (but you have one less process running).

paul @bull10~$ base64 <<< |i nux-trai ning. be

bd udXgt dHJhaWspbncuYnK

paul @bulll0~$ base64 -d <<< bd udXgt dHIhaWspbntuYmJK
I'i nux-training. be

See rfc 3548 for more information about base64.
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18.7. confusing redirection

The shell will scan the whole line before applying redirection. The following command line
isvery readable and is correct.

cat winter.txt > snow txt 2> errors.txt

But thisoneis also correct, but less readabl e.

2> errors.txt cat winter.txt > snow. txt

Even thiswill be understood perfectly by the shell.

< winter.txt > snow txt 2> errors.txt cat

18.8. quick file clear

So what is the quickest way to clear afile ?

>f 00

And what is the quickest way to clear afile when the noclobber option isset ?

>| bar
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18.9. practice: input/output redirection

1. Activate the noclobber shell option.

2. Verify that noclobber is active by repeating an Is on /etc/ with redirected output to afile.
3. When listing al shell options, which character represents the noclobber option ?

4. Deactivate the noclobber option.

5. Make sure you have two shells open on the same computer. Create an empty tailing.txt
file. Then type tail -f tailing.txt. Use the second shell to append aline of text to that file.
Verify that the first shell displaysthisline.

6. Create a file that contains the names of five people. Use cat and output redirection to
create the file and use a her e document to end the inpui.
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18.10. solution: input/output redirection

1. Activate the noclobber shell option.

set -0 nocl obber
set -C

2. Verify that noclobber isactive by repeating an |s on /etc/ with redirected output to afile.

Is /etc > etc.txt
Is /etc > etc.txt (should not work)

4. When listing all shell options, which character represents the noclobber option ?

echo $- (noclobber is visible as C

5. Deactivate the noclobber option.

set +0 nocl obber

6. Make sure you have two shells open on the same computer. Create an empty tailing.txt
file. Then type tail -f tailing.txt. Use the second shell to append aline of text to that file.
Verify that the first shell displaysthisline.

paul @eb503: ~$ > tailing.txt

paul @eb503: ~$ tail -f tailing.txt
hel | o

wor | d

in the other shell:
paul @eb503: ~$ echo hello >> tailing.txt
paul @eb503: ~$ echo world >> tailing.txt

7. Create a file that contains the names of five people. Use cat and output redirection to
create the file and use aher e document to end the input.

paul @eb503: ~$ cat > tennis.txt << ace
Justine Henin

Venus WIIlians

Serena WIIlians

Martina Hingis
Kimdijsters

> ace

paul @eb503: ~$ cat tennis.txt
Justine Henin

Venus WIIlians

Serena WIIlians

Martina Hingis

Kimdijsters

paul @eb503: ~$

V V.V VYV
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Chapter 19. filters

Commands that are created to be used with a pipe are often called filters. These filters
are very small programs that do one specific thing very efficiently. They can be used as
building blocks.

This chapter will introduce you to the most common filters. The combination of ssmple
commands and filtersin along pipe alows you to design elegant solutions.
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19.1. cat

When between two pipes, the cat command does nothing (except putting stdin on stdout).

[ paul @RHEL4b pi pes]$ tac count.txt | cat | cat | cat | cat | cat
five

f our

three

t wo

one

[ paul @GRHEL4b pi pes] $

19.2. tee

Writing long pipes in Unix is fun, but sometimes you may want intermediate results. This
iswere tee comesin handy. Theteefilter putsstdin on stdout and also into afile. Soteeis
almost the same as cat, except that it has two identical outputs.

[ paul @GRHEL4b pipes]$ tac count.txt | tee tenp.txt | tac
one

t wo

three

four

five

[ paul @GRHEL4b pi pes] $ cat tenp.txt
five

four

three

t wo

one

[ paul @GRHEL4b pi pes] $

19.3. grep

The grep filter isfamous among Unix users. The most common use of grep isto filter lines
of text containing (or not containing) a certain string.

[ paul @GRHEL4b pi pes] $ cat tennis.txt

Anel i e Mauresno, Fra

Kimdijsters, BEL

Justine Henin, Bel

Serena WIlians, usa

Venus WIIlians, USA

[ paul @GRHEL4b pi pes]$ cat tennis.txt | grep WIlianms
Serena WIlians, usa

Venus WIIlians, USA

Y ou can write this without the cat.

[ paul @GRHEL4b pi pes]$ grep WIllians tennis.txt
Serena WIIlianms, usa
Venus WIIlianms, USA

One of the most useful options of grep isgrep -i which filtersin a case insensitive way.

[ paul @GRHEL4b pi pes]$ grep Bel tennis.txt
Justine Henin, Bel
[ paul @GRHEL4b pipes]$ grep -i Bel tennis.txt
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Kimdijsters, BEL
Justine Henin, Bel
[ paul @GRHEL4b pi pes] $

Another very useful option is grep -v which outputs lines not matching the string.

[ paul @GRHEL4b pi pes]$ grep -v Fra tennis.txt
Kimdijsters, BEL

Justi ne Henin, Bel

Serena WIIlians, usa

Venus WIIians, USA

[ paul @GRHEL4b pi pes] $

And of course, both options can be combined to filter al lines not containing a case
Insensitive string.

[ paul @GRHEL4b pi pes]$ grep -vi usa tennis.txt
Anel i e Mauresno, Fra

Kimdijsters, BEL

Justine Henin, Bel

[ paul @GRHEL4b pi pes] $

With grep -Al oneline after the result is also displayed.

paul @ebi an5: ~/ pi pes$ grep -Al Henin tennis.txt
Justi ne Henin, Bel
Serena WIIlians, usa

With grep -B1 oneline befor e the result is also displayed.

paul @ebi an5: ~/ pi pes$ grep -Bl Henin tennis.txt
Kimdijsters, BEL
Justine Henin, Bel

With grep -C1 (context) one line befor e and one after are also displayed. All three options
(A,B, and C) can display any number of lines (using e.g. A2, B4 or C20).

paul @lebi an5: ~/ pi pes$ grep -Cl Henin tennis.txt
Kimdijsters, BEL

Justi ne Henin, Bel

Serena WIIlians, usa
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19.4. cut

The cut filter can select columns from files, depending on a delimiter or a count of bytes.
The screenshot below uses cut to filter for the username and userid in the /etc/passwd file.
It uses the colon as a delimiter, and selectsfields 1 and 3.

[[ paul @GRHEL4b pipes]$ cut -d: -f1,3 /etc/passwd | tail -4
Fi go: 510

Pfaff:511

Harry: 516

Her m one: 517

[ paul @GRHEL4b pi pes] $

When using a space as the delimiter for cut, you have to quote the space.

[ paul @RHEL4b pi pes]$ cut -d" " -f1 tennis.txt
Anelie

Ki m

Justine

Ser ena

Venus

[ paul @GRHEL4b pi pes] $

This example uses cut to display the second to the seventh character of /etc/passwd.

[ paul @GRHEL4b pi pes]$ cut -c2-7 /etc/passwd | tail -4
i go: X:

faff:x

arry: x

erm on

[ paul @GRHEL4b pi pes] $

19.5. tr

Y ou can trandl ate characterswith tr. The screenshot shows the trand ation of all occurrences
of eto E.

[ paul @GRHEL4b pi pes] $ cat tennis.txt | tr 'e" 'FE
AnEl i E Maur Esno, Fra

KimdijstErs, BEL

Justi nE HEni n, BEl

SErEna WIlians, usa

VEnus W lians, USA

Here we set all letters to uppercase by defining two ranges.

[ paul GRHEL4b pi pes]$ cat tennis.txt | tr 'a-z' 'A-Z
AMELI E MAURESMO, FRA

KI M CLI JSTERS, BEL

JUSTI NE HENI N, BEL

SERENA W LLI AVMS, USA

VENUS W LLI AMS, USA

[ paul @GRHEL4b pi pes] $

Here we trandate all newlines to spaces.

[ paul @GRHEL4b pi pes] $ cat count.txt
one
t wo
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three

four

five

[ paul @GRHEL4b pi pes] $ cat count.txt | tr "\n' '
one two three four five [paul GRHEL4b pipes] $

Thetr -sfilter can also be used to squeeze multiple occurrences of a character to one.

[ paul @GRHEL4b pi pes] $ cat spaces.t xt
one t wo three
f our five six
[ paul @RHEL4b pi pes] $ cat spaces.txt | tr -s '
one two three
four five six
[ paul @GRHEL4b pi pes] $

You can aso usetr to 'encrypt’ texts with rot13.

[ paul @GRHEL4b pi pes]$ cat count.txt | tr '"a-z' 'nopqgrstuvwxyzabcdef ghij kl n
bar

gjb

guerr

sbhe

svir

[ paul @RHEL4b pi pes]$ cat count.txt | tr "a-z' 'n-za-m
bar

gjb

guerr

sbhe

svir

[ paul @GRHEL4b pi pes] $

This last example usestr -d to delete characters.

paul @ebi an5: ~/ pi pes$ cat tennis.txt | tr -d e
Amli NMaursnmo, Fra

Kimdijstrs, BEL

Justin Hnin, Bl

Srna WIIlians, usa

Vnus Wl Ilianms, USA

19.6. wc

Counting words, lines and charactersis easy with wc.

[ paul @GRHEL4b pi pes]$ wc tennis.txt

5 15 100 tennis.txt
[ paul @GRHEL4b pipes]$ wc -1 tennis.txt
5 tennis. txt
[ paul @GRHEL4b pi pes]$ wc -w tennis. txt
15 tennis. txt
[ paul @GRHEL4b pi pes]$ wc -c tennis.txt
100 tennis.txt
[ paul @GRHEL4b pi pes] $
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19.7. sort

The sort filter will default to an aphabetical sort.

paul @ebi an5: ~/ pi pes$ cat nusic. t xt
Queen

Br el

Led Zeppelin

Abba

paul @ebi an5: ~/ pi pes$ sort nusic. txt
Abba

Br el

Led Zeppelin

Queen

But the sort filter has many optionsto tweak its usage. This example shows sorting different
columns (column 1 or column 2).

[ paul @RHEL4b pi pes] $ sort -kl country.txt
Bel gi um Brussels, 10

France, Paris, 60

Germany, Berlin, 100

Iran, Teheran, 70

Italy, Rome, 50

[ paul @RHEL4b pi pes] $ sort -k2 country.txt
Germany, Berlin, 100

Bel gi um Brussels, 10

France, Paris, 60

Italy, Rome, 50

Iran, Teheran, 70

The screenshot below shows the difference between an alphabetical sort and a numerical
sort (both on the third column).

[ paul @GRHEL4b pi pes]$ sort -k3 country.txt
Bel gi um Brussels, 10

Germany, Berlin, 100

Italy, Rone, 50

France, Paris, 60

Iran, Teheran, 70

[ paul @GRHEL4b pi pes] $ sort -n -k3 country. txt
Bel gi um Brussels, 10

Italy, Rone, 50

France, Paris, 60

Iran, Teheran, 70

Germany, Berlin, 100
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19.8. uniqg

With uniq you can remove duplicates from asorted list.

paul @ebi an5: ~/ pi pes$ cat nusic. t xt
Queen

Br el

Queen

Abba

paul @ebi an5: ~/ pi pes$ sort nusic. txt
Abba

Br el

Queen

Queen

paul @ebi an5: ~/ pi pes$ sort nusic.txt |uniq
Abba

Br el

Queen

uniq can also count occurrences with the -c option.

paul @ebi an5: ~/ pi pes$ sort nusic.txt |uniq -c
1 Abba
1 Brel
2 Queen
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19.9. comm

Comparing streams (or files) can be done with the comm. By default comm will output
three columns. In this example, Abba, Cure and Queen are in both lists, Bowie and Sweet
areonly in thefirst file, Turner is only in the second.

paul @ebi an5: ~/ pi pes$ cat > listl.txt
Abba
Bowi e
Cure
Queen
Sweet
paul @ebi an5: ~/ pi pes$ cat > list2.txt
Abba
Cure
Queen
Tur ner
paul @ebi an5: ~/ pi pes$ comm listl.txt |ist2.txt
Abba
Bowi e
Cure
Queen
Sweet
Tur ner

The output of comm can be easier to read when outputting only a single column. The digits
point out which output columns should not be displayed.

paul @ebi an5: ~/ pi pes$ comm -12 listl.txt |ist2. txt
Abba

Cure

Queen

paul @ebi an5: ~/ pi pes$ comm -13 listl.txt |ist2. txt
Tur ner

paul @ebi an5: ~/ pi pes$ comm -23 listl.txt |ist2. txt
Bowi e

Sweet
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19.10. od

European humans like to work with ascii characters, but computers store filesin bytes. The
example below creates a smple file, and then uses od to show the contents of the file in
hexadecimal bytes

paul @ai ka: ~/test$ cat > text.txt

abcdef g

1234567

paul @ai ka: ~/test$ od -t x1 text.txt

0000000 61 62 63 64 65 66 67 Oa 31 32 33 34 35 36 37 Oa
0000020

The same file can aso be displayed in octal bytes.

paul @ai ka: ~/test$ od -b text.txt
0000000 141 142 143 144 145 146 147 012 061 062 063 064 065 066 067 012
0000020

And hereisthefilein ascii (or backslashed) characters.

paul @ai ka: ~/test$ od -c text.txt
0000000 a b ¢ d e f g \n 1 2 3 4 5 6 7 \n
0000020

189



filters

19.11. sed

The stream editor sed can perform editing functions in the stream, using regular
expressions.

paul @ebi an5: ~/ pi pes$ echo level 5 | sed 's/5/42/"
| evel 42
paul @ebi an5: ~/ pi pes$ echo level5 | sed 's/level/junp/'

j up5
Add g for global replacements (all occurrences of the string per line).

paul @ebi an5: ~/ pi pes$ echo level5 level 7 | sed 's/level/junp/’
jump5 | evel 7
paul @ebi an5: ~/ pi pes$ echo level 5 level 7 | sed 's/level/junp/g

jump5 j unmp?7
With d you can remove lines from a stream containing a character.

paul @lebi an5: ~/test42$ cat tennis. txt
Venus WIIlians, USA

Martina Hingis, SU

Justine Henin, BE

Serena willians, USA

Kimdijsters, BE

Yani na W ckmayer, BE

paul @ebi an5: ~/test42$ cat tennis.txt | sed '/BE d
Venus WIIlians, USA

Martina Hingis, SU

Serena willians, USA
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19.12. pipe examples
19.12.1. who | wc

How many users arelogged on to this system ?

[ paul @RHEL4b pi pes] $ who

r oot ttyl Jul 25 10:50

paul pts/0 Jul 25 09:29 (Il aika)
Harry pts/1 Jul 25 12:26 (barry)
paul pts/2 Jul 25 12:26 (pasha)
[ paul @GRHEL4b pi pes]$ who | wc -1

4

19.12.2. who | cut | sort

Display asorted list of logged on users.

[ paul @GRHEL4b pi pes]$ who | cut -d' ' -f1 | sort
Harry

paul

paul

r oot

Display a sorted list of logged on users, but every user only once.

[ paul @GRHEL4b pi pes]$ who | cut -d" ' -fl | sort | uniq
Harry

paul

r oot

19.12.3. grep | cut

Display alist of all bash user accounts on this computer. Users accounts are explained in
detail later.

paul @ebi an5: ~$ grep bash /etc/passwd

root: x:0:0:root:/root:/bin/bash

paul : x: 1000: 1000: paul ,, , : / hone/ paul : / bi n/ bash
serena: x: 1001: 1001: : / hone/ ser ena: / bi n/ bash

paul @ebi an5: ~$ grep bash /etc/passwd | cut -d: -fl
r oot

paul

serena
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19.13. practice: filters

1. Put asorted list of all bash usersin bashusers.txt.
2. Put asorted list of all logged on usersin onlineusers.txt.
3. Makealist of al filenamesin /etc that contain the string conf in their filename.

4. Make a sorted list of al filesin /etc that contain the case insensitive string conf in their
filename.

5. Look at the output of /shin/ifconfig. Write a line that displays only ip address and the
subnet mask.

6. Write aline that removes all non-letters from a stream.
7. Write aline that receives atext file, and outputs al words on a separate line.

8. Write a spell checker on the command line. (There may be a dictionary in /usr/share/
dict/ .)
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19.14. solution: filters

1. Put asorted list of all bash usersin bashusers.txt.

grep bash /etc/passwd | cut -d: -fl | sort > bashusers.txt

2. Put asorted list of all logged on usersin onlineusers.txt.

who | cut -d" ' -fl | sort > onlineusers.txt

3. Makealist of all filenamesin /etc that contain the string conf in their filename.

Is /etc | grep conf

4. Make a sorted list of al filesin /etc that contain the case insensitive string conf in their
filename.

Is /etc | grep -i conf | sort

5. Look at the output of /shbin/ifconfig. Write a line that displays only ip address and the
subnet mask.

/sbin/ifconfig | head -2 | grep '"inet ' | tr -s ' ' | cut -d" ' -f3,5

6. Write aline that removes all non-letters from a stream.

paul @eb503: ~$ cat text

This is, yes really! , a text with ?& too many str$ange# characters ;-)
paul @eb503: ~$ cat text | tr -d ',!$?2.*&%@()-"

This is yes really a text with too many strange characters

7. Write aline that receives atext file, and outputs al words on a separate line.

paul @eb503: ~$ cat text2
it is very cold today without the sun

paul @eb503: ~$ cat text2 | tr ' ' '\n'
it

is

very

cold

t oday

wi t hout

t he

sun

8. Write a spell checker on the command line. (There may be a dictionary in /usr/share/
dict/ )

paul @hel ~$ echo "The zun is shining today" > text

paul @hel ~$ cat > DICT
is

shi ni ng

sun

t he
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t oday
paul @hel ~$ cat text | tr "A-Z"' 'a-z\n' | sort | unig | conm-23 - DICT

zun

Y ou could also add the solution from question number 6 to remove non-letters, and tr -s*
' to remove redundant spaces.
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Chapter 20. basic Unix tools

This chapter introduces commands to find or locate files and to compress files, together
with other common tools that were not discussed before. While the tools discussed here are
technically not considered filters, they can be used in pipes.
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20.1. find

Thefind command can be very useful at the start of a pipe to search for files. Here are some
examples. Y ou might want to add 2>/dev/null to the command linesto avoid cluttering your
screen with error messages.

Find al filesin /etc and put the list in etcfiles.txt

find /etc > etcfiles.txt

Find al files of the entire system and put the list in alfiles.txt

find / > allfiles.txt

Find files that end in .conf in the current directory (and al subdirs).

find . -nanme "*.conf"

Find files of typefile (not directory, pipe or etc.) that end in .conf.

find . -type f -name "*.conf"

Find files of type directory that end in .bak .

find /data -type d -nane "*. bak"

Find files that are newer than filed2.txt

find . -newer filed2.txt

Find can also execute another command on every file found. This example will look for
*.odf files and copy them to /backup/.

find /data -nanme "*.odf" -exec cp {} /backup/ \;

Find can also execute, after your confirmation, another command on every file found. This
example will remove *.odf filesif you approve of it for every file found.

find /data -name "*.odf" -ok rm{} \;

196



basic Unix tools

20.2. locate

The locate tool is very different from find in that it uses an index to locate files. Thisisa
lot faster than traversing all the directories, but it also means that it is always outdated. If
theindex does not exist yet, then you haveto create it (as root on Red Hat Enterprise Linux)
with the updatedb command.

[ paul @GRHEL4b ~] $ | ocat e Sanba

warning: |ocate: could not open database: /var/lib/slocate/slocate.db:...
warning: You need to run the 'updatedb’ command (as root) to create th...
Pl ease have a | ook at /etc/updatedb.conf to enable the daily cron job.

[ paul @GRHEL4b ~] $ updat edb

fatal error: updatedb: You are not authorized to create a default sloc...
[ paul @RHEL4b ~]$ su -

Passwor d:

[ root @GRHEL4b ~]# updat edb

[ root @GRHEL4b ~] #

Most Linux distributions will schedule the updatedb to run once every day.

20.3. date

The date command can display the date, time, time zone and more.

paul @ hel 55 ~$ date
Sat Apr 17 12:44:30 CEST 2010

A date string can be customised to display the format of your choice. Check the man page
for more options.

paul @ hel 55 ~$ date + %A %l- % %"
Sat urday 17-04-2010

Time on any Unix is calculated in number of seconds since 1969 (the first second being the
first second of the first of January 1970). Use date +% s to display Unix time in seconds.

paul @ hel 55 ~$ date +%
1271501080

When will this seconds counter reach two thousand million ?

paul @ hel 55 ~$ date -d '1970-01-01 + 2000000000 seconds'
Wed May 18 04:33: 20 CEST 2033
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20.4. cal

The cal command displays the current month, with the current day highlighted.

paul @ hel 55 ~$ cal

April 2010
Su Mo Tu W Th Fr Sa
1 2 3

4 5 6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

Y ou can select any month in the past or the future.

paul @ hel 55 ~$ cal 2 1970
February 1970

Su M Tu W Th Fr Sa

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

20.5. sleep

The sleep command is sometimes used in scriptsto wait anumber of seconds. Thisexample
shows a five second sleep.

paul @ hel 55 ~$ sleep 5
paul @ hel 55 ~$
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20.6. time

Thetime command can display how long it takesto execute acommand. The date command
takes only alittle time.

paul @hel 55 ~$ tine date
Sat Apr 17 13:08:27 CEST 2010

r eal 0on0. 014s
user OnD. 008s
Sys 0on0. 006s

The sleep 5 command takes five real seconds to execute, but consumes little cpu time.

paul @hel 55 ~$ tinme sleep 5

r eal Onb. 018s
user OnD. 005s
Sys OnD. 011s

This bzip2 command compresses afile and uses alot of cpu time.

paul @hel 55 ~$ tinme bzip2 text.txt

r eal OnR. 368s
user OnD. 847s
Sys 0on0. 539s
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20.7. gzip - gunzip

Users never have enough disk space, so compression comes in handy. The gzip command
can make files take up less space.

paul @hel 55 ~$ Is -1h text.txt

-rwrwr-- 1 paul paul 6.4M Apr 17 13: 11 text.txt
paul @hel 55 ~$ gzip text.txt

paul @hel 55 ~$ Is -l h text.txt.gz

-rwrwr-- 1 paul paul 760K Apr 17 13:11 text.txt.gz

Y ou can get the original back with gunzip.

paul @ hel 55 ~$ gunzip text.txt.gz
paul @hel 55 ~$ I's -l h text.txt
-rwrwr-- 1 paul paul 6.4M Apr 17 13: 11 text.txt

20.8. zcat - zmore

Text files that are compressed with gzip can be viewed with zcat and zmore.

paul @ hel 55 ~$ head -4 text.txt

/

/ opt

[ opt / VBoxGuest Addi tions-3.1.6

[ opt / VBoxG@uest Addi ti ons-3. 1. 6/routines. sh
paul @ hel 55 ~$ gzip text.txt

paul @ hel 55 ~$ zcat text.txt.gz | head -4
/

/ opt

[ opt / VBoxGuest Addi tions-3.1.6

[ opt / VBoxG@uest Addi ti ons-3. 1. 6/routines. sh
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20.9. bzip2 - bunzip2

Files can aso be compressed with bzip2 which takes a little more time than gzip, but
compresses better.

paul @ hel 55 ~$ bzi p2 text.txt
paul @hel 55 ~$ Is -1 h text.txt.bz2
-rwrwr-- 1 paul paul 569K Apr 17 13: 11 text.txt.bz2

Files can be uncompressed again with bunzip2.

paul @ hel 55 ~$ bunzi p2 text.txt.bz2
paul @hel 55 ~$ I's -1 h text.txt
-rwrwr-- 1 paul paul 6.4M Apr 17 13: 11 text.txt

20.10. bzcat - bzmore

And in the same way bzcat and bzmor e can display files compressed with bzip2.

paul @ hel 55 ~$ bzi p2 text.txt

paul @ hel 55 ~$ bzcat text.txt.bz2 | head -4
/

/ opt

[ opt / VBoxGuest Addi tions-3.1.6

[ opt / VBoxG@uest Addi ti ons-3. 1. 6/routines. sh
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20.11. practice: basic Unix tools

1. Explain the difference between these two commands. This question is very important. If
you don't know the answer, then look back at the shell chapter.

find /data -name "*.txt"

find /data -nane *.txt

2. Explain the difference between these two statements. Will they both work when there are
200 .odf filesin /data ? How about when there are 2 million .odf files ?

find /data -nane "*.odf" > data_odf. txt

find /data/*. odf > data_odf.txt

3. Write afind command that finds al files created after January 30th 2010.
4. Write afind command that finds all *.odf files created in September 2009.
5. Count the number of *.conf filesin /etc and all its subdirs.

6. Here are two commands that do the same thing: copy *.odf filesto /backup/ . What would
be a reason to replace the first command with the second ? Again, this is an important
question.

cp -r /datal/*.odf /backup/

find /data -name "*.odf" -exec cp {} /backup/ \;

7. Create afile called loctest.txt. Can you find this file with locate ? Why not ? How do
you make locate find thisfile ?

8. Usefind and -exec to rename all .htm filesto .html.
9. Issue the date command. Now display the datein YYYY/MM/DD format.

10. Issue the cal command. Display acalendar of 1582 and 1752. Notice anything specia ?
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20.12. solution: basic Unix tools

1. Explain the difference between these two commands. This question is very important. If
you don't know the answer, then ook back at the shell chapter.

find /data -nanme "*.txt"

find /data -nane *.txt

When *.txt is quoted then the shell will not touch it. The find tool will ook in the /data
for al filesending in .txt.

When *.txt is not quoted then the shell might expand this (when one or more files that ends
in .txt exist in the current directory). The find might show a different result, or can result
in asyntax error.

2. Explain the difference between these two statements. Will they both work when there are
200 .odf filesin /data ? How about when there are 2 million .odf files ?
find /data -name "*.odf" > data_odf.txt

find /data/*.odf > data odf.txt

The first find will output al .odf filenames in /data and all subdirectories. The shell will
redirect thisto afile.

The second find will output al files named .odf in /data and will aso output all files that
exist in directories named *.odf (in /data).

With two million files the command line would be expanded beyond the maximum that the
shell can accept. The last part of the command line would be lost.
3. Write afind command that finds all files created after January 30th 2010.

touch -t 201001302359 narker _date
find . -type f -newer narker_date

There is anot her sol ution
find . -type f -newerat "20100130 23:59: 59"

4. Write afind command that finds all *.odf files created in September 2009.
touch -t 200908312359 narker_start

touch -t 200910010000 narker_end
find . -type f -nane "*.odf" -newer narker_start ! -newer narker_end

The exclamation mark ! -newer can be read as not newer .

5. Count the number of *.conf filesin /etc and al its subdirs.

find /etc -type f -name '*.conf' | wc -|

6. Here are two commands that do the same thing: copy *.odf filesto /backup/ . What would
be a reason to replace the first command with the second ? Again, this is an important
question.

cp -r /datal/*.odf /backup/
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find /data -nanme "*.odf" -exec cp {} /backup/ \;
The first might fail when there are too many filesto fit on one command line.

7. Create afile called loctest.txt. Can you find this file with locate ? Why not ? How do
you make locate find thisfile ?

Y ou cannot locate this with locate because it is not yet in the index.

updat edb

8. Usefind and -exec to rename all .htm filesto .html.

paul @hel 55 ~$ find . -name '*. htm

./one. htm

./two. htm

paul @hel 55 ~$ find . -name '*.htm -exec nmv {} {}I \;
paul @ hel 55 ~$ find . -nanme '*.htnr'

./one.htm

./two. htm

9. Issue the date command. Now display the datein YYYY/MM/DD format.

dat e +%/ % %

10. Issue the cal command. Display acalendar of 1582 and 1752. Notice anything special ?

cal 1582

The calendars are different depending on the country. Check http://linux-training.be/files/
studentfiles/dates.txt
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Chapter 21. regular expressions

Regular expressions are avery powerful tool in Linux. They can be used with avariety of
programs like bash, vi, rename, grep, sed, and more.

This chapter introduces you to the basics of regular expressions.
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21.1. regex versions

There are three different versions of regular expression syntax:

BRE: Basi c Regul ar Expressions
ERE: Extended Regul ar Expressions
PRCE: Perl Regul ar Expressions

Depending on the tool being used, one or more of these syntaxes can be used.

For example the grep tool has the -E option to force a string to be read as ERE while -G
forces BRE and -P forces PRCE.

Note that grep aso has-F to force the string to be read literally.
The sed tool aso has options to choose a regex syntax.

Read the manual of thetoolsyou use!
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21.2. grep

21.2.1. print lines matching a pattern

grep isapopular Linux tool to search for lines that match a certain pattern. Below are some
examples of the simplest regular expressions.

Thisisthe contents of thetest file. Thisfile containsthreelines (or three newline characters).

paul @ hel 65: ~$ cat nanes
Tani a

Laura

Val enti na

When grepping for asingle character, only the lines containing that character are returned.

paul @ hel 65: ~$ grep u nanes
Laura

paul @ hel 65: ~$ grep e nanes
Val enti na

paul @ hel 65: ~$ grep i nanes
Tani a

Val enti na

The pattern matching in this example should be very straightforward; if the given character
occurs on aline, then grep will return that line.

21.2.2. concatenating characters

Two concatenated characterswill have to be concatenated in the same way to have a match.

This example demonstrates that ia will match Tania but not Valentina and in will match
Valentina but not Tania.

paul @ hel 65: ~$ grep a nanes
Tani a

Laura

Val enti na

paul @ hel 65: ~$ grep ia names
Tani a

paul @ hel 65: ~$ grep in names
Val enti na
paul @ hel 65:

l

$
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21.2.3. one or the other

PRCE and ERE both use the pipe symbol to signify OR. In this example we grep for lines
containing the letter i or the letter a.

paul @ebi an7: ~$ cat i st

Tani a

Laur a

paul @ebi an7: ~$ grep -E 'i|a' |ist
Tani a

Laur a

Note that we use the -E switch of grep to force interpretion of our string as an ERE.

We need to escape the pipe symbol in a BRE to get the same logical OR.

paul @ebi an7: ~$ grep -G "i|a" |list
paul @ebi an7: ~$ grep -G "i\|a" list
Tani a

Laura

21.2.4. one or more

The* signifies zero, one or more occurences of the previous and the + signifies one or more
of the previous.

paul @ebi an7: ~$ cat list2

I

| ol

| ool

| oool

paul @ebi an7: ~$ grep -E 'o*' list2
I

| ol

| ool

| oool

paul @ebi an7: ~$ grep -E 'o+' list2
| ol

| ool

| oool

paul @ebi an7: ~$

208



regular expressions

21.2.5. match the end of a string

For the following examples, we will use thisfile.

paul @ebi an7: ~$ cat nanes
Tani a

Laura

Val enti na

Fl eur

Fl oor

The two examples below show how to usethe dollar character to match the end of astring.

paul @ebi an7: ~$ grep a$ nanes
Tani a

Laura

Val enti na

paul @ebi an7: ~$ grep r$ nanes
Fl eur

Fl oor

21.2.6. match the start of a string
The caret character (*) will match astring at the start (or the beginning) of aline.

Given the same file as above, here are two examples.

paul @ebi an7: ~$ grep ~Val nanes
Val enti na

paul @ebi an7: ~$ grep “F nanes
Fl eur

Fl oor

Both the dollar sign and the little hat are called anchor sin aregex.
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21.2.7. separating words

Regular expressions use a\b sequence to reference aword separator. Take for example this
file:

paul @ebi an7: ~$ cat text
The governer is governing.
The winter is over.

Can you get over there?

Simply grepping for over will give too many results.

paul @ebi an7: ~$ grep over text
The governer is governing.

The winter is over.

Can you get over there?

Surrounding the searched word with spaces is not a good solution (because other characters
can beword separators). This screenshot below show how to use\b to find only the searched
word:

paul @ebi an7: ~$ grep '\bover\b' text
The winter is over.

Can you get over there?

paul @ebi an7: ~$

Note that grep also has a-w option to grep for words.

paul @ebi an7: ~$ cat text

The governer is governing.

The winter is over.

Can you get over there?

paul @ebi an7: ~$ grep -w over text
The winter is over.

Can you get over there?

paul @ebi an7: ~$
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21.2.8. grep features

Sometimesit iseasier to combine asimpleregex with grep options, thanitisto writeamore
complex regex. These options where discussed before:

grep -i

grep -v
grep -w
grep -A5
grep -B5
grep -C5

21.2.9. preventing shell expansion of a regex

The dollar sign is a special character, both for the regex and also for the shell (remember
variables and embedded shells). Therefore it is advised to always quote the regex, this
prevents shell expansion.

paul @ebi an7: ~$ grep 'r$ nanes

Fl eur
Fl oor
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21.3. rename

21.3.1. the rename command

On Debian Linux the /usr/bin/rename command isalink to /usr/bin/prenameinstalled by
the per| package.

paul @i ~ $ dpkg -S $(readlink -f $(which renane))
perl: /usr/bin/prenane

Red Hat derived systems do not install the same rename command, so this section does not
describe rename on Red Hat (unless you copy the perl script manually).

Thereisoften confusion on theinter net about the rename command because solutions
that work finein Debian (and Ubuntu, xubuntu, Mint, ...) cannot be used in Red Hat
(and CentOS, Fedora, ...).

21.3.2. perl

The rename command is actually a perl script that uses perl regular expressions. The
complete manual for these can be found by typing perldoc perlrequick (after installing
perldoc).

root @i : ~# aptitude install perl-doc
The foll owi ng NEW packages will be installed:

perl - doc
0 packages upgraded, 1 newmy installed, 0 to renove and O not upgraded.
Need to get 8,170 kB of archives. After unpacking 13.2 MB will be used.
Get: 1 http://mrrordirector.raspbian. org/raspbian/ wheezy/ main perl-do...
Fetched 8,170 kB in 19s (412 kB/s)
Sel ecting previously unsel ected package perl -doc.
(Readi ng database ... 67121 files and directories currently installed.)
Unpacki ng perl-doc (from.../perl-doc_5.14.2-21+rpi 2_all.deb)
Addi ng ' diversion of /usr/bin/perldoc to /usr/bin/perldoc.stub by perl-doc’
Processing triggers for man-db ...
Setting up perl-doc (5.14.2-21+rpi2)

root @i : ~# perldoc perlrequick
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21.3.3. well known syntax

The most common use of the rename is to search for filenames matching a certain string
and replacing this string with an other string.

Thisis often presented as g/string/other string/ as seen in this example:

paul @i ~ $ Is

abc allfiles. TXT bllfiles. TXT Scratch tenni s2. TXT
abc. conf  backup clifiles. TXT tenp. TXT tennis.TXT

paul @i ~ $ renane 's/TXT/text/' *

paul @i ~ $ Is

abc allfiles.text bllfiles.text Scratch t enni s2. t ext
abc. conf  backup clIfiles.text tenp.text tennis.text

And here is another example that uses rename with the well know syntax to change the
extensions of the same files once more:

paul @i ~ $ Is

abc allfiles.text bllfiles.text Scratch tenni s2. t ext
abc. conf  backup clifiles.text tenp.text tennis.text
paul @i ~ $ renane 's/text/txt/' *.text

paul @i ~ $ Is

abc allfiles.txt Dbllfiles.txt Scratch tenni s2. t xt
abc. conf  backup clifiles.txt tenp.txt tennis.txt
paul @i ~ $

These two examples appear to work because the strings we used only exist at the end of the
filename. Remember that file extensions have no meaning in the bash shell.

The next example shows what can go wrong with this syntax.

paul @i ~ $ touch atxt.txt
paul @i ~ $ rename 's/txt/problenm' atxt.txt

paul @i ~ $ Is

abc allfiles.txt backup clifiles.txt tenp.txt tenni s. t xt
abc.conf aproblemtxt bllfiles.txt Scratch tenni s2. t xt

paul @i ~ $

Only thefirst occurrence of the searched string is replaced.

213



regular expressions

21.3.4. aglobal replace

The syntax used in the previous example can be described as s/r egex/r eplacement/. This
Is simple and straightforward, you enter a regex between the first two slashes and a
replacement string between the last two.

This example expands this syntax only alittle, by adding a modifier.

paul @i ~ $ rename -n 's/TXT/txt/g' aTXT.TXT
aTXT. TXT renaned as atxt.txt
paul @i ~ $

The syntax we use now can be described as s/r egex/r eplacement/g where ssignifies switch
and g stands for global.

Note that this example used the -n switch to show what is being done (instead of actually
renaming thefile).

21.3.5. case insensitive replace

Another modifier that can be useful isi. thisexample showshow to replace acaseinsensitive
string with another string.

paul @ebi an7: ~/files$ Is

filel.text file2. TEXT file3.txt

paul @ebi an7: ~/files$ rename 's/.text/.txt/i"' *
paul @ebi an7: ~/files$ Is

filel.txt file2.txt file3.txt

paul @ebi an7: ~/fil es$

21.3.6. renaming extensions

Command line Linux has no knowledge of MS-DOS like extensions, but many end users
and graphical application do use them.

Here is an example on how to use rename to only rename the file extension. It uses the
dollar sign to mark the ending of the filename.

paul @i ~ $ Is *.txt

allfiles.txt bllfiles.txt cllfiles.txt really.txt.txt tenp.txt tennis.txt
paul @i ~ $ renane 's/.txt$/.TXT/"' *.txt

paul @i ~ $ |Is *. TXT

allfiles. TXT bllfiles. TXT cllifiles. TXT real ly.txt. TXT

tenp. TXT tennis. TXT

paul @i ~ $

Note that the dollar sign in the regex means at the end. Without the dollar sign this
command would fail on the really.txt.txt file.
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21.4. sed

21.4.1. stream editor

The stream editor or short sed uses regex for stream editing.

In this example sed is used to replace a string.

echo Sunday | sed 's/Sun/Mn/
Monday

The slashes can be replaced by a couple of other characters, which can be handy in some
cases to improve readability.

echo Sunday | sed 's: Sun: Mn:

Monday
echo Sunday | sed 's_Sun_Mon_'
Monday
echo Sunday | sed 's| Sun| Mon|
Monday

21.4.2. interactive editor

While sed is meant to be used in a stream, it can also be used interactively on afile.

paul @ebi an7: ~/fil es$ echo Sunday > today
paul @ebi an7: ~/fil es$ cat today

Sunday

paul @ebi an7: ~/files$ sed -i 's/Sun/Mn/' today
paul @ebi an7: ~/fil es$ cat today

Monday
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21.4.3. simple back referencing

The amper sand character can be used to reference the searched (and found) string.

In this example the amper sand is used to double the occurence of the found string.
echo Sunday | sed 's/Sun/&&
SunSunday

echo Sunday | sed 's/day/&&
Sundayday

21.4.4. back referencing

Parentheses (often called round brackets) are used to group sections of the regex so they
can leter be referenced.

Consider this simple example:
paul @ebi an7: ~$ echo Sunday | sed 's_\(Sun\)_\1ny_'
Sunnyday

paul @ebi an7: ~$ echo Sunday | sed 's_\(Sun\)_\1lny \1_'
Sunny Sunday

21.4.5. adot for any character

In aregex asimple dot can signify any character.

paul @ebi an7: ~$ echo 2014-04-01 | sed 's/....-..-../YYYY-MM DD "
YYYY- MVt DD
paul @lebi an7: ~$ echo abcd-ef-gh | sed 's/....-..-../YYYY-MM DD
YYYY- MVt DD

21.4.6. multiple back referencing

When more than one pair of par enthesesis used, each of them can be referenced separately
by consecutive numbers.

paul @ebi an7: ~$ echo 2014-04-01 | sed "s/\(....\)-\(..\)-\(..\)/\V1IH\ 2+ 3/
2014+04+01

paul @ebi an7: ~$ echo 2014-04-01 | sed "s/\(....\)-\(..\)-\(..\)/\3:\2:\1/
01: 04: 2014

Thisfeature is called grouping.
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21.4.7. white space

The\s can refer to white space such as a space or atab.

This example looks for white spaces (\s) globally and replaces them with 1 space.

paul @ebi an7: ~$ echo -e 'today\tis\twarni

t oday is war m

paul @ebi an7: ~$ echo -e 'today\tis\twarmi | sed 's_\s_ _g'
today is warm

21.4.8. optional occurrence

A gquestion mark signifies that the previousis optional.

The example below searches for three consecutive letter o, but the third o is optional.

paul @ebi an7: ~$ cat list2

Il

| ol

| ool

| oool

paul @ebi an7: ~$ grep -E '000?" |ist2
| ool

| oool

paul @ebi an7: ~$ cat list2 | sed 's/ooo\?/ A"
Il

| ol

I Al

I Al
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21.4.9. exactly n times

Y ou can demand an exact number of times the oprevious has to occur.

This example wants exactly three o's.

paul @ebi an7: ~$ cat list2

Il

| ol

| ool

| oool

paul @ebi an7: ~$ grep -E '0o{3}' list2
| oool

paul @ebi an7: ~$ cat list2 | sed "s/o\{3\}/A"
Il

| ol

| ool

I Al

paul @ebi an7: ~$

21.4.10. between n and m times

And here we demand exactly from minimum 2 to maximum 3 times.

paul @ebi an7: ~$ cat list2

Il

| ol

| ool

| oool

paul @ebi an7: ~$ grep -E '0{2,3}' list2

| ool

| oool

paul @ebi an7: ~$ grep 'o\{2,3\}" list2

| ool

| oool

paul @ebi an7: ~$ cat list2 | sed "s/o\{2,3\}/A"
Il

| ol

I Al

I Al

paul @lebi an7:

!
&+
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21.5. bash history

The bash shell can also interprete some regular expressions.

This example shows how to manipulate the exclamation mask history feature of the bash
shell.

paul @ebi an7: ~$ nkdir hi st

paul @ebi an7: ~$ cd hi st/

paul @lebi an7: ~/ hist$ touch filel file2 file3
paul @ebi an7: ~/hist$ Is -1 filel

-rwr--r-- 1 paul paul O Apr 15 22:07 filel
paul @ebi an7: ~/ hist$ !

Is -1 filel

-rwr--r-- 1 paul paul O Apr 15 22:07 filel
paul @ebi an7: ~/hist$ !'l:s/1/3

Is -1 file3

-rwr--r-- 1 paul paul O Apr 15 22:07 file3
paul @ebi an7: ~/ hi st $

This aso works with the history numbersin bash.

paul @ebi an7: ~/ hist$ history 6

2089 nkdir hi st

2090 «cd hist/

2091 touch filel file2 file3

2092 Is -1 filel

2093 Is -1 file3

2094 history 6

paul @ebi an7: ~/ hi st$ ! 2092

Is -1 filel

-rwr--r-- 1 paul paul O Apr 15 22:07 filel
paul @ebi an7: ~/ hist$ !2092:s/1/2

Ils -1 file2

-rwr--r-- 1 paul paul O Apr 15 22:07 file2
paul @ebi an7: ~/ hi st $
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Chapter 22. Introduction to vi

The vi editor is installed on amost every Unix. Linux will very often install vim (vi
improved) which is similar. Every system administrator should know vi(m), because it is
an easy tool to solve problems.

The vi editor is not intuitive, but once you get to know it, vi becomes a very powerful
application. Most Linux distributions will include the vimtutor which isa45 minute lesson
invi(m).
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22.1. command mode and insert mode

Thevi editor startsin command mode. In command mode, you can type commands. Some
commands will bring you into insert mode. In insert mode, you can type text. The escape
key will return you to command mode.

Table 22.1. getting to command mode

key

action

Esc

set vi(m) in command mode.

22.2. start typing (aAilo O)

The difference between a A i | 0 and O is the location where you can start typing. a will
append after the current character and A will append at the end of theline. i will insert before
the current character and | will insert at the beginning of the line. o will put you in a new
line after the current line and O will put you in a new line before the current line.

Table 22.2. switch toinsert mode

command |action
a start typing after the current character
A start typing at the end of the current line
[ start typing before the current character
I start typing at the start of the current line
o} start typing on a new line after the current line
@) start typing on a new line before the current line
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22.3. replace and delete a character (r x X)

When in command mode (it doesn't hurt to hit the escape key more than once) you can use
the x key to delete the current character. The big X key (or shift x) will delete the character
left of the cursor. Also when in command mode, you can use the r key to replace one single
character. Ther key will bring you in insert mode for just one key press, and will return you
immediately to command mode.

Table 22.3. replace and delete

command action
X delete the character below the cursor
X delete the character before the cursor
r replace the character below the cursor
p paste after the cursor (here the last deleted character)
Xp switch two characters

22.4. undo and repeat (u .)

When in command mode, you can undo your mistakes with u. You can do your mistakes
twice with . (in other words, the . will repeat your last command).

Table 22.4. undo and repeat

command |action
u undo the last action
repeat the last action

22.5. cut, copy and paste aline (dd yy p P)

When in command mode, dd will cut the current line. yy will copy the current line. Y ou can
paste the last copied or cut line after (p) or before (P) the current line.

Table 22.5. cut, copy and pastealine

command |action

dd cut the current line

vy (yank yank) copy the current line

p paste after the current line

P paste before the current line

224



Introduction to vi

22.6. cut, copy and paste lines (3dd 2yy)

When in command mode, before typing dd or yy, you can type a number to repeat the
command a number of times. Thus, 5dd will cut 5 lines and 4yy will copy (yank) 4 lines.
That last one will be noted by vi in the bottom |eft corner as "4 line yanked".

Table 22.6. cut, copy and paste lines

command |action

3dd cut three lines

dyy copy four lines

22.7. start and end of aline (0 or * and $)

When in command mode, the 0 and the caret * will bring you to the start of the current line,
whereas the $ will put the cursor at the end of the current line. Y ou can add 0 and $ to thed
command, dO will delete every character between the current character and the start of the
line. Likewise d$ will delete everything from the current character till the end of the line.
Similarly y0 and y$ will yank till start and end of the current line.

Table22.7. start and end of line

command |action

0 jump to start of current line
n jump to start of current line
$ jump to end of current line

do delete until start of line
ds delete until end of line

22.8. join two lines (J) and more

When in command mode, pressing J will append the next line to the current line. With yyp
you duplicate aline and with ddp you switch two lines.

Table 22.8. join two lines

command |action

J join two lines

yyp duplicatealine

ddp switch two lines
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22.9. words (w b)

When in command mode, w will jump to the next word and b will move to the previous
word. w and b can also be combined with d and y to copy and cut words (dw db yw yb).

Table22.9. words

command |action

forward one word

back one word

w
b

3w forward three words
dw delete one word

yw yank (copy) one word

Byb yank five words back

7dw delete seven words

22.10. save (or not) and exit (:w :q :q!)

Pressing the colon : will alow you to give instructions to vi (technically speaking, typing
the colon will open the ex editor). :w will write (save) the file, :q will quit an unchanged
file without saving, and :q! will quit vi discarding any changes. :wq will save and quit and
isthe same astyping ZZ in command mode.

Table 22.10. save and exit vi

command |action

W save (write)

:w fname save as fname

q quit
wq save and quit
YA save and quit
ol quit (discarding your changes)
w! save (and write to non-writable file!)

The last one is a bit special. With :w! vi will try to chmod the file to get write permission
(thisworks when you are the owner) and will chmod it back when the write succeeds. This
should always work when you are root (and the file system is writable).

22.11. Searching (/ ?)

When in command mode typing / will allow you to search in vi for strings (can be aregular
expression). Typing /foo will do aforward search for the string foo and typing ?bar will do
abackward search for bar.

Table 22.11. searching

command action

/string forward search for string
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command action
string backward search for string
n go to next occurrence of search string
/"string forward search string at beginning of line
Istring$ forward search string at end of line
/br[aeio]l search for bral brel bril and brol
N<he\> search for the word he (and not for here or the)

22.12. replace all (:1,% s/foo/bar/g )

To replace all occurrences of the string foo with bar, first switch to ex mode with : . Then
tell vi which lines to use, for example 1,$ will do the replace al from the first to the last
line. You can write 1,5 to only process the first five lines. The s/foo/bar/g will replace all
occurrences of foo with bar.

Table22.12. replace
command action
:4,8 sffoo/bar/g replace foo with bar on lines4to 8
:1,$ sffoo/bar/g replace foo with bar on all lines

22.13. reading files (:r :r lcmd)

When in command mode, :r foo will read the file named foo, :r Ifoo will execute the
command foo. The result will be put at the current location. Thus :r Hswill put alisting of
the current directory in your text file.

Table 22.13. read filesand input

command |action
orfname | (read) file fname and paste contents
:rlemd | execute cmd and paste its output

22.14. text buffers

There are 36 buffersin vi to store text. Y ou can use them with the" character.

Table 22.14. text buffers

command |action
"add delete current line and put text in buffer a
"gryy copy seven linesinto buffer g
"ap paste from buffer a

22.15. multiple files

Y ou can edit multiple files with vi. Here are some tips.

227



Introduction to vi

Table 22.15. multiplefiles

command action
vi filel file2 file3 start editing three files
.args lists files and marks active file
n start editing the next file
e toggle with last edited file
rew rewind file pointer to first file

22.16. abbreviations

With :ab you can put abbreviationsin vi. Use :una to undo the abbreviation.

Table 22.16. abbreviations

command action
:ab str long string abbreviate str to be 'long string'
:unastr un-abbreviate str
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22.17. key mappings

Similarly to their abbreviations, you can use mappings with :map for command mode and
:map! for insert mode.

This example shows how to set the F6 function key to toggle between set number and set
nonumber. The <bar> separates the two commands, set number! toggles the state and set
number ? reports the current state.

:map <F6> :set nunber! <bar>set nunber ?<CR>

22.18. setting options

Some options that you can set in vim.

:set nunber ( also try :se nu)
: set nonunber

:syntax on

:syntax off

:set all (list all options)
:set tabstop=8

iset tx (CR/LF styl e endi ngs)
:set notx

Y ou can set these options (and much more) in ~/.vimrc for vim or in ~/.exr c for standard vi.

paul @arry: ~$ cat ~/.vinrc

set nunber

set tabstop=8

set textw dt h=78

map <F6> :set nunber! <bar>set nunber ?<CR>
paul @arry: ~$
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22.19. practice: vi(m)

1. Start the vimtutor and do some or all of the exercises. Y ou might need to run aptitude
install vim on xubuntu.

2. What 3 key sequence in command mode will duplicate the current line.

3. What 3 key sequence in command mode will switch two lines' place (line five becomes
line six and line six becomes line five).

4. What 2 key sequence in command mode will switch a character's place with the next one.

5. vi can understand macro's. A macro can be recorded with g followed by the name of
the macro. So ga will record the macro named a. Pressing g again will end the recording.
Y ou can recall the macro with @ followed by the name of the macro. Try thisexample: i 1
'Escape Key' gayyp 'Ctrl & g 5@a (Ctrl awill increase the number with one).

6. Copy /etc/passwd to your ~/passwd. Open thelast oneinvi and press Ctrl v. Usethe arrow
keysto select aVisual Block, you can copy thiswith y or delete it with d. Try pasting it.

7. What does dwwP do when you are at the beginning of aword in a sentence ?
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22.20. solution: vi(m)

1. Start the vimtutor and do some or all of the exercises. Y ou might need to run aptitude
install vim on xubuntu.

vi mt ut or
2. What 3 key sequence in command mode will duplicate the current line.
yyp

3. What 3 key sequence in command mode will switch two lines' place (line five becomes
line six and line six becomesline five).

ddp
4. What 2 key sequence in command mode will switch acharacter's place with the next one.
xp

5. vi can understand macro's. A macro can be recorded with g followed by the name of
the macro. So ga will record the macro named a. Pressing g again will end the recording.
Y ou can recall the macro with @ followed by the name of the macro. Try thisexample: i 1
'Escape Key' gayyp 'Ctrl & g 5@a (Ctrl awill increase the number with one).

6. Copy /etc/passwd to your ~/passwd. Open thelast oneinvi and press Ctrl v. Usethe arrow
keysto select aVisual Block, you can copy thiswith y or delete it with d. Try pasting it.

cp /etc/ passwd ~
vi passwd
(press Crl-V)

7. What does dwwP do when you are at the beginning of aword in a sentence ?

dwwP can switch the current word with the next word.
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Chapter 23. scripting introduction

Shells like bash and Korn have support for programming constructs that can be saved as
scripts. These scriptsin turn then become more shell commands. Many Linux commands
are scripts. User profile scripts are run when auser logs on and init scripts are run when
adaemon is stopped or started.

Thismeansthat system administrators also need basic knowledge of scripting to understand
how their serversand their applications are started, updated, upgraded, patched, maintained,
configured and removed, and also to understand how a user environment is built.

The goal of this chapter isto give you enough information to be able to read and understand
scripts. Not to become awriter of complex scripts.
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23.1. prerequisites

Y ou should have read and understood part 111 shell expansion and part 1V pipes and
commands before starting this chapter.

23.2. hello world

Just like in every programming course, we start with a simple hello_world script. The
following script will output Hello World.

echo Hello Worl d

After creating this simple script in vi or with echo, you'll have to chmod +x hello_world
to make it executable. And unless you add the scripts directory to your path, you'll have to
type the path to the script for the shell to be ableto find it.

[ paul @RHEL4a ~]$ echo echo Hello World > hello_world
[ paul @RHEL4a ~]1$ chnod +x hell o_world

[ paul @RHEL4a ~]$ ./hello_world

Hello World
[ paul @GRHEL4a

l

1$
23.3. she-bang

Let'sexpand our examplealittle further by putting #!/bin/bash on thefirst line of the script.
The # is called a she-bang (sometimes called sha-bang), where the she-bang is the first
two characters of the script.

#!/ bi n/ bash
echo Hello Worl d

Y ou can never be sure which shell auser isrunning. A script that works flawlessly in bash
might not work in ksh, csh, or dash. To instruct a shell to run your script in a certain shell,
you can start your script with ashe-bang followed by the shell it issupposed to runin. This
script will run in abash shell.

#! / bi n/ bash
echo -n hello
echo A bash subshell “echo -n hello’

This script will run in aKorn shell (unless /bin/ksh is a hard link to /bin/bash). The /etc/
shellsfile contains alist of shells on your system.
#!/ bi n/ ksh

echo -n hello
echo a Korn subshell “echo -n hello’
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23.4. comment

Let's expand our example alittle further by adding comment lines.

#!/ bi n/ bash

#

# Hello World Script
#

echo Hello World

23.5. variables

Here is a simple example of avariable inside a script.
#! / bi n/ bash

#

# sinple variable in script

#

var 1=4

echo varl = $varl

Scripts can contain variables, but since scripts are run in their own shell, the variables do
not survive the end of the script.

[ paul @RHEL4a ~]$ echo $varl
[ paul @RHEL4a ~]$ ./vars
varl = 4

[ paul @RHEL4a ~]$ echo $varl

[ paul @RHEL4a ~] $
23.6. sourcing a script

Luckily, you can force a script to run in the same shell; thisis called sourcing a script.

[ paul @RHEL4a ~] $ source ./vars

varl = 4
[ paul @RHEL4a ~] $ echo $varl
4

[ paul @GRHEL4a ~] $

The aboveisidentical to the below.

[ paul @RHEL4a ~]$ . ./vars

varl = 4
[ paul @RHEL4a ~]$ echo $varl
4

[ paul @GRHEL4a ~] $
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23.7. troubleshooting a script

Another way to run a script in aseparate shell is by typing bash with the name of the script
as a parameter.

paul @lebi an6~/test$ bash runne
42

Expanding this to bash -x allows you to see the commands that the shell is executing (after
shell expansion).

paul @ebi an6~/test$ bash -x runne

+ var4=42

+ echo 42

42

paul @ebi an6~/test$ cat runne

# the runme script

var 4=42

echo $var4
paul @ebi an6~/test$

Notice the absence of the commented (#) line, and the replacement of the variable before
execution of echo.

23.8. prevent setuid root spoofing

Some user may try to perform setuid based script root spoofing. Thisisarare but possible
attack. To improve script security and to avoid interpreter spoofing, you need to add -- after
the #!/bin/bash, which disables further option processing so the shell will not accept any
options.

#!/ bi n/ bash -

or
#!/ bi n/ bash --

Any arguments after the -- are treated as filenames and arguments. An argument of - is
equivalent to --.
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23.9. practice: introduction to scripting

0. Give each script adifferent name, keep them for later!

1. Write a script that outputs the name of acity.

2. Make sure the script runs in the bash shell.

3. Make sure the script runsin the Korn shell.

4. Create a script that defines two variables, and outputs their value.

5. The previous script does not influence your current shell (the variablesdo not exist outside
of the script). Now run the script so that it influences your current shell.

6. Isthere a shorter way to sour ce the script ?

7. Comment your scripts so that you know what they are doing.
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23.10. solution: introduction to scripting

0. Give each script adifferent name, keep them for later!

1. Write a script that outputs the name of acity.
$ echo 'echo Antwerp' > first.bash
$ chrmod +x first.bash

$ ./first.bash
Ant wer p

2. Make sure the script runs in the bash shell.
$ cat first. bash

#! / bi n/ bash
echo Antwerp

3. Make sure the script runsin the Korn shell.
$ cat first.bash

#!/ bi n/ ksh
echo Antwerp

Note that while first.bash will technically work as a Korn shell script, the name ending
in .bash is confusing.

4. Create a script that defines two variables, and outputs their value.

$ cat second. bash
#! / bi n/ bash

var 33=300
var 42=400

echo $var 33 $var42

5. The previous script does not influence your current shell (the variablesdo not exist outside
of the script). Now run the script so that it influences your current shell.

source second. bash

6. Isthere a shorter way to sour ce the script ?

. ./ second. bash

7. Comment your scripts so that you know what they are doing.

$ cat second. bash
#! / bi n/ bash
# script to test variables and sourcing

# define two vari abl es
var 33=300
var 42=400

# output the value of these variabl es
echo $var 33 $var42
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24.1. test [ ]

The test command can test whether something istrue or false. Let's start by testing whether
10 is greater than 55.

[ paul @GRHEL4b ~]$ test 10 -gt 55 ; echo $?
1
[ paul @GRHEL4b ~] $

Thetest command returns 1if thetest fails. And asyou seein the next screenshot, test returns
0 when atest succeeds.

[ paul @RHEL4b ~]$ test 56 -gt 55 ; echo $?
0
[ paul @GRHEL4b ~] $

If you prefer true and false, then write the test like this.

[ paul @GRHEL4b ~]1$ test 56 -gt 55 && echo true || echo false
true
[ paul GRHEL4b ~]$ test 6 -gt 55 && echo true || echo false
fal se

The test command can also be written as square brackets, the screenshot below is identical
to the one above.

[ paul @RHEL4b ~]$ [ 56 -gt 55 ] && echo true || echo false
true
[ paul @RHEL4b ~]$ [ 6 -gt 55 ] && echo true || echo false
fal se

Below are some exampl e tests. Take alook at man test to see more options for tests.

[ -d foo ] Does the directory foo exist ?

[ -e bar ] Does the file bar exist ?

[ "/etc' = $PWD ] Is the string /etc equal to the variable $PWD ?
[ $1 = "secret' ] Is the first parameter different fromsecret ?
[ 55 -1t $bar ] Is 55 less than the val ue of $bar ?

[ $foo -ge 1000 ] I's the value of $foo greater or equal to 1000 ?
[ "abc" < $bar ] Does abc sort before the value of $bar ?

[ -f foo ] Is foo a regular file ?

[ -r bar ] Is bar a readable file ?

[ foo -nt bar ] Is file foo newer than file bar ?

[ -0 nounset ] Is the shell option nounset set ?

Tests can be combined with logical AND and OR.

paul @RHEL4b: ~$ [ 66 -gt 55 -a 66 -1t 500 ] && echo true || echo false
true
paul @RHEL4b: ~$ [ 66 -gt 55 -a 660 -1t 500 ] && echo true || echo false
fal se
paul @RHEL4b: ~$ [ 66 -gt 55 -0 660 -1t 500 ] && echo true || echo false
true
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24.2. if then else

The if then else construction is about choice. If a certain condition is met, then execute
something, else execute something else. The example below tests whether afile exists, and
if the file exists then a proper message is echoed.

#! / bi n/ bash

if [ -f isit.txt ]

then echo isit.txt exists!

el se echo isit.txt not found
f

If we name the above script 'choice, then it executes like this.

[ paul @RHEL4a scripts]$ ./choice
isit.txt not found!

[ paul @RHEL4a scripts]$ touch isit.txt
[ paul @RHEL4a scripts]$ ./choice
isit.txt exists!

[ paul @GRHEL4a scripts]$

24.3. If then elif

Y ou can nest anew if inside an else with €lif. Thisis asimple example.

#!/ bi n/ bash
count =42
if [ $count -eq 42 ]
t hen
echo "42 is correct."
elif [ $count -gt 42 ]
t hen
echo "Too much."
el se
echo "Not enough."
f

24.4. for loop

The example below shows the syntax of aclassical for loop in bash.

for i inl124
do

echo $i
done

An example of afor loop combined with an embedded shell.

#!'/ bi n/ ksh
for counter in “seq 1 20°
do

echo counting from1l to 20, now at $counter
sleep 1
done

The same example as above can be written without the embedded shell using the bash
{from..to} shorthand.
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#! / bi n/ bash

for counter in {1..20}

do
echo counting from1 to 20, now at $counter
sleep 1

done

This for loop uses file globbing (from the shell expansion). Putting the instruction on the
command line has identical functionality.

kahl an@ol expll$ |Is

count . ksh go. ksh

kahl an@ol expll$ for file in *.ksh ; do cp $file $file. backup ; done
kahl an@ol expll$ |Is

count. ksh count. ksh. backup go. ksh go. ksh. backup

24.5. while loop

Below a simple example of awhile loop.

i =100;

while [ $i -ge 0]

do
echo Counting down, from 100 to O, now at $i
let i--;

done

Endless loops can be made with while true or while : , where the colon is the equivalent
of no operation in the Korn and bash shells.

#!/ bi n/ ksh

# endl ess | oop
while :

do

echo hello
sleep 1

done

24.6. until loop

Below a simple example of an until loop.

l et i=100;

until [ $i -le 0] ;

do
echo Counting down, from 100 to 1, now at $i
let i--;

done
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24.7. practice: scripting tests and loops

1. Write a script that uses afor loop to count from 3to 7.

2. Write a script that uses afor loop to count from 1 to 17000.

3. Write a script that uses awhile loop to count from 3to 7.

4. Write a script that uses an until loop to count down from 8 to 4.

5. Write a script that counts the number of files ending in .txt in the current directory.

6. Wrap an if statement around the script so it isalso correct when there are zero files ending
in.txt.
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24.8. solution: scripting tests and loops

1. Write a script that uses afor loop to count from 3to 7.

#!/ bi n/ bash
for i in34567
do
echo Counting from3 to 7, now at $i
done

2. Write a script that uses afor loop to count from 1 to 17000.

#!/ bi n/ bash
for i in “seq 1 17000°
do
echo Counting from1l to 17000, now at $
done

3. Write a script that uses awhile loop to count from 3to 7.

#! / bi n/ bash

i =3

while [ $i -le 7]

do

echo Counting from3 to 7, now at $
let i=i+1

done

4. Write a script that uses an until loop to count down from 8 to 4.
#! / bi n/ bash

i =8

until [ $i -1t 4]

do

echo Counting down from8 to 4, now at $i
let i=i-1

done

5. Write a script that counts the number of files ending in .txt in the current directory.
#! / bi n/ bash

let i=0
for file in *.txt
do
let i++
done
echo "There are $i files ending in .txt"

6. Wrap an if statement around the script so it isalso correct when there are zero files ending
in .txt.

#!/ bi n/ bash

Is *.txt > /dev/null 2>&1
if [ $? -ne 0 ]
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then echo "There are 0 files ending in .txt"
el se

let i=0
for file in *.txt
do
let i++
done

echo "There are $i files ending in .txt"
f
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25.1. script parameters

A bash shell script can have parameters. The numbering you see in the script below
continues if you have more parameters. You aso have special parameters containing the
number of parameters, a string of all of them, and also the process id, and the last return
code. The man page of bash hasafull list.

#! / bi n/ bash

echo The first argunent is $1
echo The second argunent is $2
echo The third argunent is $3

echo \$ $$ PID of the script
echo \# $# count argunents

echo \? $? last return code
echo \* $* all the argunents

Below isthe output of the script above in action.

[ paul @RHEL4a scripts]$ ./pars one two three
The first argunent is one

The second argunent is two

The third argunment is three

$ 5610 PID of the script

# 3 count argunents

? 0 last return code

* one two three all the argunents

Once more the same script, but with only two parameters.

[ paul @RHEL4a scripts]$ ./pars 1 2
The first argunment is 1

The second argunent is 2

The third argunent is

$ 5612 PID of the script

# 2 count argunents

? 0 last return code

* 1 2 all the argunents

[ paul @RHEL4a scripts]$

Here isanother example, where we use $0. The $0 parameter containsthe name of the script.

paul @ebi an6~$ cat mynane

echo this script is called $0
paul @ebi an6~$ ./ nmynane

this script is called ./ mynane
paul @ebi an6~$ nmv mynanme test42
paul @ebi an6~$ ./test42

this script is called ./test42

248



scripting parameters

25.2. shift through parameters

The shift statement can parse all parameter s one by one. Thisis a sample script.

kahl an@ol expll$ cat shift.ksh

#!/ bi n/ ksh

if [ "$#" == "0" ]

t hen
echo You have to give at |east one paraneter
exit 1

f

while (( $# ))
do
echo You gave ne $1
shift
done

Below is some sample output of the script above.

kahl an@ol expll$ ./shift.ksh one

You gave nme one

kahl an@ol expll$ ./shift.ksh one two three 1201 "33 42"
You gave nme one

You gave nme two
You gave ne three
You gave ne 1201

You gave ne 33 42
kahl an@ol expl1l$ ./shift. ksh
You have to give at |east one paraneter.

25.3. runtime input

Y ou can ask the user for input with the read command in a script.

#! / bi n/ bash
echo -n Enter a nunber:
read nunber
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25.4. sourcing a config file

The sour ce (as seen in the shell chapters) can be used to source a configuration file.

Below a sample configuration file for an application.

[ paul @RHEL4a scripts]$ cat nyApp. conf
# The config file of myApp

# Enter the path here
nmy AppPat h=/ var / my App

# Enter the nunber of quines here
qui nes=5

And here an application that uses thisfile.

[ paul @RHEL4a scripts]$ cat nmyApp. bash
#! / bi n/ bash

#

# Wel come to the nmyApp application

#

.| myApp. conf

echo There are $qui nes qui nes

The running application can use the values inside the sourced configuration file.

[ paul @RHEL4a scripts]$ ./ myApp. bash
There are 5 qui nes
[ paul @GRHEL4a scripts]$
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25.5. get script options with getopts

The getopts function allows you to parse options given to acommand. The following script
alows for any combination of the options & f and z.

kahl an@ol expl1l$ cat options. ksh
#!'/ bi n/ ksh

while getopts ":afz" option;
do
case $option in
a)
echo received -a

f)
echo received -f

z)
echo received -z

*)

echo "invalid option -$OPTARG'
esac
done

Thisissample output from the script above. First we use correct options, then we enter twice
an invalid option.

kahl an@ol expl1l$ ./options. ksh

kahl an@ol expl1l$ ./options. ksh -af
received -a

recei ved -f

kahl an@ol expll$ ./options. ksh -zfg
received -z

recei ved -f

invalid option -g

kahl an@ol expll$ ./options.ksh -a -b -z
received -a

invalid option -b

received -z
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Y ou can aso check for options that need an argument, as this example shows.

kahl an@ol expll$ cat argoptions. ksh
#!'/ bi n/ ksh

while getopts ":af:z" option;
do
case $option in
a)
echo received -a

f)
echo received -f with $OPTARG
z)
echo received -z
0)
echo "option -$0OPTARG needs an argunent”

*)

echo "invalid option -$OPTARG'
esac
done

Thisis sample output from the script above.

kahl an@ol expl1l$ ./argoptions. ksh -a -f hello -z
received -a

received -f with hello

received -z

kahl an@ol expl1l$ ./argoptions. ksh -zaf 42
received -z

received -a

received -f with 42

kahl an@ol expl1l$ ./argoptions. ksh -zf
received -z

option -f needs an argunent

25.6. get shell options with shopt

Y ou can toggle the values of variables controlling optional shell behaviour with the shopt
built-in shell command. The example below first verifies whether the cdspell option is set;
it is not. The next shopt command sets the value, and the third shopt command verifies that
the option really is set. Y ou can now use minor spelling mistakes in the cd command. The
man page of bash has a complete list of options.

paul @ ai ka: ~$ shopt -q cdspell ; echo $?
1

paul @ ai ka: ~$ shopt -s cdspel
paul @ ai ka: ~$ shopt -q cdspell ; echo $?
0

paul @ai ka: ~$ cd /Etc

letc
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25.7. practice: parameters and options

1. Write a script that receives four parameters, and outputs them in reverse order.

2. Write a script that receives two parameters (two filenames) and outputs whether those
filesexist.

3. Write a script that asks for a filename. Verify existence of the file, then verify that you
own thefile, and whether it iswritable. If not, then make it writable.

4. Make a configuration file for the previous script. Put alogging switch in the config file,
logging means writing detailed output of everything the script doesto alog filein /tmp.
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25.8. solution: parameters and options

1. Write a script that receives four parameters, and outputs them in reverse order.

echo $4 $3 $2 $1

2. Write a script that receives two parameters (two filenames) and outputs whether those
filesexist.

#! / bi n/ bash

if [ -f $1]

then echo $1 exi sts!

el se echo $1 not found!
fi

if [ -f $2 ]

then echo $2 exi sts!

el se echo $2 not found!
fi

3. Write a script that asks for a filename. Verify existence of the file, then verify that you
own thefile, and whether it iswritable. If not, then make it writable.

4. Make a configuration file for the previous script. Put alogging switch in the config file,
logging means writing detailed output of everything the script doesto alog filein /tmp.
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26.1. eval

eval readsargumentsasinput to the shell (the resulting commands are executed). Thisallows
using the value of avariable as avariable.

paul @eb503: ~/t est 42$ answer =42

paul @eb503: ~/t est 42% wor d=answer

paul @eb503: ~/t est 42$ eval x=\$Sword ; echo $x
42

Both in bash and K or n the arguments can be quoted.

kahl an@ol expll$ answer =42

kahl an@ol expll$ wor d=answer

kahl an@ol expll$ eval "y=\$$word" ; echo $y
42

Sometimes the eval is needed to have correct parsing of arguments. Consider this example
where the date command receives one parameter 1 week ago.

paul @ebi an6~$ date --date="1 week ago"
Thu Mar 8 21:36:25 CET 2012

When we set this command in a variable, then executing that variable fails unless we use
eval.

paul @ebi an6~$ | ast week='date --date="1 week ago"
paul @ebi an6~$ $I ast week

date: extra operand "ago"'

Try “date --help' for nmore information.

paul @ebi an6~$ eval $I astweek

Thu Mar 8 21:36:39 CET 2012

26.2. ()

The (()) allowsfor evaluation of numerical expressions.

paul @eb503: ~/test 42$% (( 42 > 33 )) && echo true || echo false
true

paul @eb503: ~/test42$ (( 42 > 1201 )) && echo true || echo false
fal se

paul @eb503: ~/t est 42$ var42=42

paul @eb503: ~/test42$ (( 42 == var42 )) && echo true || echo false
true

paul @eb503: ~/test42$ (( 42 == $var42 )) && echo true || echo false
true

paul @eb503: ~/t est 42$ var 42=33

paul @eb503: ~/test42$ (( 42 == var42 )) && echo true || echo false
fal se
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26.3. let

The let built-in shell function instructs the shell to perform an evaluation of arithmetic
expressions. It will return O unless the last arithmetic expression evaluates to 0.

[ paul GRHEL4b ~]1$ let x="3 + 4" ; echo $x
FpauI@RHEL4b ~]$ let x="10 + 100/ 10" ; echo $x
[Zgaul @RHEL4b ~]$ | et x="10-2+100/10" ; echo $x
[1§au| @RHEL4b ~]$ | et x="10*2+100/10" ; echo $x
30

The shell can also convert between different bases.

[ paul @GRHEL4b ~]$ |l et x="OxFF"' ; echo $x

fzgul@RHEL4b ~]$ let x="0xC0" ; echo $x
?22u|@RHEL4b ~]$ let x="0xA8" ; echo $x
?Sgul@RHEL4b ~]1$ let x="8#70" ; echo $x
?Saul@RHEL4b ~]1$ let x="8#77" ; echo $x
?3au|@RHEL4b ~]$ let x="16#c0" ; echo $x
192

There is a difference between assigning a variable directly, or using let to evaluate the
arithmetic expressions (even if it isjust assigning a value).

kahl an@ol expll$ dec=15 ; oct=017 ; hex=0x0f

kahl an@ol expll$ echo $dec $oct $hex

15 017 OxOf

kahl an@ol expll$ | et dec=15 ; let oct=017 ; |et hex=0x0f
kahl an@ol expll$ echo $dec $oct $hex

15 15 15
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26.4. case

Y ou can sometimes simplify nested if statements with a case construct.

[ paul @GRHEL4b ~1$ ./help
What aninmal did you see ? lion
You better start running fast!
[ paul @GRHEL4b ~1$ ./help
What ani nmal did you see ? dog
Don't worry, give it a cookie
[ paul @GRHEL4b ~]1$ cat hel p
#! / bi n/ bash
#
# WIld Animal s Hel pdesk Advice
#
echo -n "What animal did you see ? "
read ani mal
case $animal in

"lion" | "tiger")

echo "You better start running fast!"

"cat")

echo "Let that nouse go..."
"dog")

echo "Don't worry, give it a cookie."
"chicken" | "goose" | "duck" )

echo "Eggs for breakfast!"
"liger")

echo "Approach and say ' Ah you big fluffy kitty..."'
"babel fish")

echo "Did it fall out your ear ?"
*)

echo "You di scovered an unknown aninmal, nanme it!"

esac
[ paul @GRHEL4b ~]1 $
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26.5. shell functions

Shell functions can be used to group commandsin alogical way.

kahl an@ol expll$ cat funcs. ksh
#!'/ bi n/ ksh

function greetings {
echo Hello Worl d!
echo and hello to $USER to

}

echo W will now call a function
greetings
echo The end

Thisis sample output from this script with afunction.

kahl an@ol expl1l$ ./funcs. ksh

We will now call a function
Hell o Worl d!

and hello to kahlan to!

The end

A shell function can also receive parameters.

kahl an@ol expll$ cat addfunc. ksh
#!'/ bi n/ ksh

function plus {

let result="%1 + $2"
echo $1 + $2 = $result
}

plus 3 10

plus 20 13
plus 20 22

This script produces the following output.

kahl an@ol expl1l$ ./addfunc. ksh

3 + 10 = 13
20 + 13 = 33
20 + 22 = 42
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26.6. practice : more scripting

1. Writeascript that asksfor two numbers, and outputs the sum and product (as shown here).

Enter a nunber: 5
Ent er anot her nunber: 2

7
10

Sum 5 2
Pr oduct : b 2

+
X

2. Improve the previous script to test that the numbers are between 1 and 100, exit with an
error if necessary.

3. Improve the previous script to congratul ate the user if the sum equals the product.

4. Write ascript with acase insensitive case statement, using the shopt nocasematch option.
The nocasematch option is reset to the value it had before the scripts started.

5. If time permits (or if you are waiting for other students to finish this practice), take alook
at Linux system scriptsin /etc/init.d and /etc/rc.d and try to understand them. Where does
execution of a script start in /etc/init.d/samba ? There are also some hidden scriptsin ~, we
will discuss them later.
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26.7. solution : more scripting

1. Writeascript that asksfor two numbers, and outputs the sum and product (as shown here).

Enter a nunber: 5
Ent er anot her nunber: 2

Sum 5+2=17
Pr oduct : 5x 2 =10
#!/ bi n/ bash

echo -n "Enter a nunber
read nl

echo -n "Enter another nunber
read n2

l et sune"$nl+$n2"
l et pro="$nl*$n2"

echo -e "Sumt: $nl + $n2 = $sunf
echo -e "Product\t: $nl * $n2 = $pro"

2. Improve the previous script to test that the numbers are between 1 and 100, exit with an
error if necessary.

echo -n "Enter a nunber between 1 and 100 : "
read nl

if [ $n1 -1t 1 -0 $nl -gt 100 ]
t hen
echo Wong nunber. ..
exit 1
f

3. Improve the previous script to congratul ate the user if the sum equals the product.

if [ $sum-eq $pro ]
then echo Congratul ati ons $sum == $pro
f

4. Write a script with a case insensitive case statement, using the shopt nocasematch option.
The nocasematch option is reset to the value it had before the scripts started.

#!/ bi n/ bash

#

# WIld Aninmals Case Insensitive Hel pdesk Advice
#

i f shopt -g nocasematch; then
nocase=yes;

el se
nocase=no
shopt -s nocasenat ch;

fi

echo -n "Wat animal did you see ? "
read ani mal

case $aninmal in
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"lion" | "tiger")

echo "You better start running fast!"
llcat II)

echo "Let that nouse go..."
lldogll)

echo "Don't worry, give it a cookie."
"chicken" | "goose" | "duck" )

echo "Eggs for breakfast!"

"liger")
echo "Approach and say 'Ah you big fluffy kitty.'"
"babel fish")
echo "Did it fall out your ear ?"
8
echo "You di scovered an unknown animal, nanme it!"
esac

if [ nocase = yes ] ; then
shopt -s nocasenat ch;
el se
shopt -u nocasenat ch;
fi

5. If time permits (or if you are waiting for other studentsto finish this practice), take alook
at Linux system scripts in /etc/init.d and /etc/rc.d and try to understand them. Where does
execution of a script start in /etc/init.d/samba ? There are also some hidden scriptsin ~, we
will discuss them later.
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Chapter 27. introduction to users

Thislittle chapter will teach you how to identify your user account on aUnix computer using
commands like who am i, id, and more.

In asecond part you will learn how to become another user with the su command.

And you will learn how to run a program as another user with sudo.
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27.1. whoami

The whoami command tells you your username.
[ paul @entos7 ~]$ whoani

paul
[ paul @entos7 ~]$

27.2. who

The who command will give you information about who is logged on the system.

[ paul @entos7 ~]$ who

r oot pts/0 2014-10-10 23:07 (10.104.33.101)
paul pts/1 2014-10-10 23:30 (10.104.33.101)
| aura pts/2 2014-10-10 23:34 (10.104.33.96)
tani a pts/3 2014-10-10 23:39 (10.104.33.91)

[ paul @entos7 ~1$

27.3. who am |

Withwho am i thewho command will display only the line pointing to your current session.
[ paul @entos7 ~]$ who ami

paul pts/1 2014-10-10 23:30 (10.104.33.101)
[ paul @entos7 ~]$

27.4. W

The w command shows you who is logged on and what they are doing.

[ paul @entos7 ~]$ w
23:34:07 up 31 nmin, 2 users, l|oad average: 0.00, 0.01, 0.02

USER TTY LOG N@ |IDLE JCPU PCPU WHAT
r oot pts/0 23: 07 15.00s 0.01s 0.01s top
paul pts/1 23: 30 7.00s 0.00s 0.00s w

[ paul @ent 0os7 ~]$

27.5.1d

The id command will give you your user id, primary group id, and alist of the groups that
you belong to.

paul @ebi an7: ~$ id
ui d=1000( paul ) gi d=1000( paul ) groups=1000( paul )

On RHEL/CentOS you will also get SEL inux context information with this command.

[root @entos7 ~]# id
ui d=0(root) gid=0(root) groups=0(root) context=unconfined_u:unconfined_r\
:unconfined_t:s0-s0:c0.c1023
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27.6. su to another user

The su command allows a user to run a shell as another user.

| aur a@lebi an7: ~$ su tania
Passwor d:
t ani a@lebi an7: / hone/ | aur a$

27.7.suU to root

Y es you can aso su to become root, when you know the root password.

| aur a@lebi an7: ~$ su root
Passwor d:
r oot @ebi an7: / hone/ | aur a#

27.8. sSU as root

Y ou need to know the password of the user you want to substitute to, unless your are logged
inasroot. Theroot user can become any existing user without knowing that user's password.

r oot @ebi an7: ~# id

ui d=0(root) gid=0(root) groups=0(root)
r oot @ebi an7: ~# su - val entina

val ent i na@lebi an7: ~$

27.9. su - $username

By default, the su command maintains the same shell environment. To become another user
and also get the target user's environment, issue the su - command followed by the target
username.

root @ebi an7: ~# su | aura

| aur a@lebi an7:/root$ exit
exit

root @ebi an7: ~# su - |aura
| aur a@lebi an7: ~$ pwd

/ home/ | aur a

27.10. suU -

When no username is provided to su or su -, the command will assume root is the target.

t ani a@lebi an7: ~$ su -
Passwor d:
r oot @ebi an7: ~#
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27.11. run a program as another user

The sudo program allows a user to start a program with the credentials of another user.
Before this works, the system administrator has to set up the /etc/sudoer sfile. This can be
useful to delegate administrative tasks to another user (without giving the root password).

The screenshot below shows the usage of sudo. User paul received theright to run useradd
with the credentials of root. This alows paul to create new users on the system without
becoming r oot and without knowing the root password.

First the command fails for paul.

paul @lebi an7: ~$ /usr/shi n/useradd -m val enti na
useradd: Perm ssion deni ed.
useradd: cannot |lock /etc/passwd; try again |ater.

But with sudo it works.

paul @ebi an7: ~$ sudo /usr/sbin/useradd -m val enti na
[ sudo] password for paul:
paul @ebi an7: ~$

27.12. visudo

Check the man page of visudo before playing with the/etc/sudoer sfile. Editing the sudoer s
is out of scope for this fundamentals book.

paul @ hel 65: ~$ apropos vi sudo
vi sudo (8) - edit the sudoers file
paul @ hel 65: ~$
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27.13. sudo su -

On some Linux systems like Ubuntu and Xubuntu, the r oot user does not have a password
set. This means that it is not possible to login as root (extra security). To perform tasks as
root, the first user is given all sudo rights via the /etc/sudoers. In fact all users that are
members of the admin group can use sudo to run all commands as root.

root @ai ka: ~# grep adm n /etc/sudoers
# Menbers of the admin group may gain root privileges
Y%dnin ALL=( ALL) ALL

The end result of thisisthat the user can type sudo su - and become root without having to
enter the root password. The sudo command does require you to enter your own password.
Thus the password prompt in the screenshot below is for sudo, not for su.

paul @ ai ka: ~$ sudo su -
Passwor d:
root @ ai ka: ~#

27.14. sudo logging

Using sudo without authorization will result in a severe warning:
paul @ hel 65: ~$ sudo su -

We trust you have received the usual |lecture fromthe |ocal System
Adm nistrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Thi nk before you type.
#3) Wth great power cones great responsibility.

[ sudo] password for paul:
paul is not in the sudoers file. This incident will be reported.
paul @ hel 65: ~$

The root user can see thisin the /var/log/secure on Red Hat and in /var/log/auth.log on
Debian).

root @hel 65: ~# tail /var/log/secure | grep sudo | tr -s '

Apr 13 16:03:42 rhel 65 sudo: paul : user NOT in sudoers ; TTY=pts/0 ; PWD=\
[ hore/ paul ; USER=root ; COMVAND=/ bi n/su -

root @ hel 65: ~#
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27.15. practice: introduction to users

1. Run acommand that displays only your currently logged on user name.
2. Display alist of all logged on users.

3. Display alist of all logged on users including the command they are running at this very
moment.

4. Display your user name and your unique user identification (userid).

5. Use su to switch to another user account (unless you are root, you will need the password
of the other account). And get back to the previous account.

6. Now use su - to switch to another user and notice the difference.
Note that su - gets you into the home directory of Tania.

7. Try to create a new user account (when using your normal user account). this should fail.
(Details on adding user accounts are explained in the next chapter.)

8. Now try the same, but with sudo before your command.
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27.16. solution: introduction to users

1. Run acommand that displays only your currently logged on user name.

| aur a@lebi an7: ~$ whoani

| aura

| aur a@lebi an7: ~$ echo $USER
| aura

2. Display alist of al logged on users.

| aur a@lebi an7: ~$ who
| aura pts/ 0 2014-10-13 07: 22 (10.104.33.101)
| aur a@lebi an7: ~$

3. Display alist of all logged on users including the command they are running at this very
moment.

| aur a@lebi an7: ~$ w
07:47:02 up 16 min, 2 users, |oad average: 0.00, 0.00, 0.00

USER TTY FROM LOGN@ |IDLE JCPU PCPU WHAT
r oot pts/0 10.104. 33. 101 07: 30 6.00s 0.04s 0.00s w
r oot pts/1 10. 104. 33. 101 07: 46 6.00s 0.01s 0.00s sleep 42

| aur a@lebi an7: ~$

4. Display your user name and your unique user identification (userid).

| aur a@lebi an7: ~$ id
ui d=1005(1 aura) gi d=1007(| aura) groups=1007(! aura)
| aur a@lebi an7: ~$

5. Use su to switch to another user account (unless you are root, you will need the password
of the other account). And get back to the previous account.

| aur a@lebi an7: ~$ su tania

Passwor d:

t ani a@lebi an7:/ hone/ |l aura$ id

ui d=1006(tani a) gi d=1008(tani a) groups=1008(tani a)
t ani a@lebi an7:/ hone/ | aura$ exit

| aur a@lebi an7: ~$

6. Now use su - to switch to another user and notice the difference.

| aur a@lebi an7: ~$ su - tania
Passwor d:

t ani a@lebi an7: ~$ pwd

/ honme/ t ani a

t ani a@lebi an7: ~$ | ogout

| aur a@lebi an7: ~$

Note that su - gets you into the home directory of Tania.
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7. Try to create a new user account (when using your normal user account). this should fail.
(Details on adding user accounts are explained in the next chapter.)

| aur a@lebi an7: ~$ user add val enti na

-su: useradd: conmand not found

| aur a@lebi an7: ~$ /usr/sbi n/useradd val enti na

user add: Perm ssion deni ed.

useradd: cannot |ock /etc/passwd; try again |ater.

It ispossible that useradd islocated in /shin/useradd on your computer.

8. Now try the same, but with sudo before your command.

| aur a@lebi an7: ~$ sudo /usr/sbin/useradd val entina

[ sudo] password for |aura:

laura is not in the sudoers file. This incident will be reported.
| aur a@ebi an7: ~$

Notice that laura has no permission to use the sudo on this system.
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This chapter will teach you how to use useradd, usermod and userdel to create, modify
and remove user accounts.

Y ou will need root access on a Linux computer to complete this chapter.
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28.1. user management

User management on Linux can be done in three complementary ways. You can use the
graphical tools provided by your distribution. These tools have alook and feel that depends
on the distribution. If you are a novice Linux user on your home system, then use the
graphical tool that is provided by your distribution. Thiswill make sure that you do not run
into problems.

Another option isto use command linetools like useradd, usermod, gpasswd, passwd and
others. Server administrators are likely to use these tools, since they are familiar and very
similar across many different distributions. This chapter will focus on these command line
tools.

A third and rather extremist way isto edit thelocal configuration filesdirectly using vi (or
vipw/vigr). Do not attempt this as a novice on production systems!

28.2. letc/passwd

The local user database on Linux (and on most Unixes) is/etc/passwd.

[root @RHELS ~]# tail /etc/passwd

i nge: x: 518: 524: art deal er:/ home/i nge:/ bi n/ ksh

ann: x: 519: 525: fl ut e pl ayer:/hone/ ann:/ bi n/ bash
frederik: x:520: 526: r ubi us poet:/home/ frederik:/bin/bash
steven: x: 521: 527: r oman enperor:/ hone/ st even: / bi n/ bash
pascal e: x: 522: 528: arti st:/hone/ pascal e:/ bi n/ ksh

geert: x:524:530: kernel devel oper:/home/ geert:/bin/bash
wi m x: 525: 531: mast er danuti:/hone/w m/bin/ bash

sandr a: x: 526: 532: radi sh stresser:/hone/ sandra: / bi n/ bash
annel i es: x: 527: 533: sword fighter:/home/annelies:/bin/bash
| aura: x: 528: 534: art deal er:/ hone/ | aura:/bi n/ ksh

Asyou can see, thisfile contains seven columns separated by a colon. The columns contain
the username, an X, the user id, the primary group id, a description, the name of the home
directory, and the login shell.

More information can be found by typing man 5 passwd.

[root @RHELS ~]# man 5 passwd

28.3. root

Theroot user also called the super user isthe most powerful account on your Linux system.
Thisuser can do amost anything, including the creation of other users. Theroot user aways
has userid O (regardless of the name of the account).

[root @RHELS5 ~]# head -1 /etc/passwd
root:x:0:0:root:/root:/bin/bash
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28.4. useradd

You can add users with the useradd command. The example below shows how to add a
user named yanina (last parameter) and at the same time forcing the creation of the home
directory (-m), setting the name of the home directory (-d), and setting a description (-c).

[root @RHELS5 ~]# useradd -m -d /hone/yanina -c "yani na wi ckmayer" yani na
[root @RHELS ~]# tail -1 /etc/passwd
yani na: x: 529: 529: yani na wi ckmayer : / hone/ yani na: / bi n/ bash

The user named yaninareceived userid 529 and primary group id 529.

28.5. /letc/default/useradd

Both Red Hat Enterprise Linux and Debian/Ubuntu have afile called /etc/default/useradd
that contains some default user options. Besides using cat to display thisfile, you can also
use useradd -D.

[root @RHEL4 ~]# useradd -D
GROUP=100

HOVE=/ hone

| NACTI VE=-1

EXPI RE=

SHELL=/ bi n/ bash

SKEL=/ et c/ skel

28.6. userdel

Y ou can delete the user yaninawith userdel. The -r option of userdel will also remove the
home directory.

[root @RHELS5 ~]# userdel -r yanina

28.7. usermod

Y ou can modify the properties of a user with the usermod command. This example uses
user mod to change the description of the user harry.

[root @RHEL4 ~]# tail -1 /etc/passwd

harry: x: 516: 520: harry potter:/home/ harry:/bin/bash
[root @RHEL4 ~]# usernod -c 'w zard' harry

[root @RHEL4 ~]# tail -1 /etc/passwd

harry: x: 516: 520: wi zard: / hore/ harry: / bi n/ bash
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28.8. creating home directories

The easiest way to create a home directory is to supply the -m option with useradd (it is
likely set as a default option on Linux).

A less easy way is to create a home directory manually with mkdir which also requires
setting the owner and the permissions on the directory with chmod and chown (both
commands are discussed in detail in another chapter).

[root @RHELS5 ~]# nkdir /home/l aura

[root @RHELS5 ~]# chown | aura:laura /hone/l aura

[root @RHELS5 ~]# chnmod 700 / hone/ | aura

[root @RHELS ~]# |s -1d /hone/l aural

drwx------ 2 laura laura 4096 Jun 24 15:17 /hone/| aura/

28.9. /etc/skel/

When using useradd the -m option, the /etc/skel/ directory is copied to the newly created
home directory. The /etc/skel/ directory contains some (usualy hidden) files that contain
profile settings and default values for applications. In thisway /etc/skel/ serves as a default
home directory and as a default user profile.

[root @RHELS ~]# |s -la /etc/skel/

total 48

drwxr-xr-x 2 root root 4096 Apr 1 00:11 .
drwxr-xr-x 97 root root 12288 Jun 24 15: 36

-rwr--r-- 1 root root 24 Jul 12 2006 .bash_l ogout
-rwr--r-- 1 root root 176 Jul 12 2006 .bash_profile
-rwr--r-- 1 root root 124 Jul 12 2006 . bashrc

28.10. deleting home directories

The -r option of userdel will make sure that the home directory is deleted together with the
user account.

[root @RHEL5 ~]# Is -1d /home/w m

drwx------ 2 wimw m 4096 Jun 24 15:19 /hone/w m
[root @RHELS5 ~]# userdel -r wim

[root @RHEL5 ~]# Is -1d /home/w m

I's: /home/wim: No such file or directory
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28.11. login shell

The /etc/passwd file specifies the login shell for the user. In the screenshot below you can
see that user annelies will log in with the /bin/bash shell, and user laura with the /bin/ksh
shell.

[root @RHELS ~]# tail -2 /etc/passwd
annel i es: x: 527: 533: sword fi ghter:/hone/annelies:/bin/bash
| aura: x: 528: 534: art deal er:/ hone/ | aura:/bi n/ksh

Y ou can use the usermod command to change the shell for a user.

[root @RHELS5 ~]# usernod -s /bin/bash | aura
[root @RHELS ~]# tail -1 /etc/passwd
| aura: x: 528: 534: art deal er:/ hone/ | aur a:/ bi n/ bash

28.12. chsh

Users can change their login shell with the chsh command. First, user harry obtains alist of
available shells (he could also have done a cat /etc/shells) and then changes his login shell
to the Korn shell (/bin/ksh). At the next login, harry will default into ksh instead of bash.

[laura@entos7 ~]$ chsh -1
[ bin/sh

/ bi n/ bash

/ sbi n/ nol ogi n
[usr/bin/sh

[ usr/ bi n/ bash

[ usr/ sbi n/ nol ogi n
/ bi n/ ksh

[ bin/tcsh

/ bi n/ csh
[laura@entos7 ~]$

Note that the -1 option does not exist on Debian and that the above screenshot assumes that
ksh and csh shells are installed.

The screenshot below shows how laur a can change her default shell (active on next login).

[laura@entos7 ~]$ chsh -s /bin/ksh
Changi ng shell for |aura.

Passwor d:

Shel | changed
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28.13. practice: user management

1. Create a user account named serena, including a home directory and a description (or
comment) that reads Serena Williams. Do all thisin one single command.

2. Create auser named venus, including home directory, bash shell, a description that reads
VenusWilliamsall in one single command.

3. Verify that both users have correct entriesin /etc/passwd, /etc/shadow and /etc/group.
4. Verify that their home directory was created.
5. Create a user named einstime with /bin/date as his default logon shell.

7. What happens when you log on with the einstime user ? Can you think of a useful real
world example for changing a user's login shell to an application ?

8. Create a file named welcome.txt and make sure every new user will see thisfilein their
home directory.

9. Verify this setup by creating (and deleting) a test user account.

10. Change the default login shell for the serena user to /bin/bash. Verify before and after
you make this change.
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28.14. solution: user management

1. Create a user account named serena, including a home directory and a description (or
comment) that reads Serena Williams. Do all thisin one single command.

r oot @ebi an7: ~# useradd -m-c 'Serena WIlIlians' serena

2. Create auser named venus, including home directory, bash shell, a description that reads
Venus Williams all in one single command.

root @ebi an7: ~# useradd -m-c "Venus WIllians" -s /bin/bash venus

3. Verify that both users have correct entriesin /etc/passwd, /etc/shadow and /etc/group.

root @ebi an7: ~# tail -2 /etc/passwd
serena: x: 1008: 1010: Serena W | i ans:/ hone/ serena:/ bi n/ sh
venus: x: 1009: 1011: Venus W |i ans: / honme/ venus: / bi n/ bash
root @ebi an7: ~# tail -2 /etc/shadow
serena:!: 16358: 0: 99999: 7: ::

venus: !:16358: 0: 99999: 7: ::

root @ebi an7: ~# tail -2 /etc/group

serena: x: 1010

venus: x: 1011

4. Verify that their home directory was created.
root @ebi an7: ~# |s -lrt /hone | tail -2
drwxr-Xxr-x 2 serena serena 4096 Cct 15 10:50 serena

dr wxr - Xr-x 2 venus venus 4096 Cct 15 10:59 venus
r oot @ebi an7: ~#

5. Create a user named einstime with /bin/date as his default logon shell.

root @ebi an7: ~# useradd -s /bin/date einstinme

Or even better:

root @ebi an7: ~# useradd -s $(which date) einstine

7. What happens when you log on with the einstime user ? Can you think of a useful real
world example for changing a user's login shell to an application ?

root @ebi an7: ~# su - einstine
Wed Oct 15 11:05:56 UTC 2014 # You get the output of the date command
r oot @ebi an7: ~#

It can be useful when users need to access only one application on the server. Just logging
in opens the application for them, and closing the application automatically logs them out.
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8. Create afile named welcome.txt and make sure every new user will see thisfilein their
home directory.

root @ebi an7: ~# echo Hell o > /etc/skel/wel cone. t xt

9. Verify this setup by creating (and deleting) a test user account.

r oot @ebi an7: ~# useradd -mtest

r oot @ebi an7: ~# Is -1 /hone/test

total 4

-rwr--r-- 1 test test 6 Oct 15 11:16 wel cone. t xt
r oot @ebi an7: ~# userdel -r test

r oot @ebi an7: ~#

10. Change the default login shell for the serena user to /bin/bash. Verify before and after
you make this change.

root @lebi an7: ~# grep serena /etc/ passwd
serena: x: 1008: 1010: Serena W/ | i ans: / hone/ serena:/ bi n/ sh
root @ebi an7: ~# usernod -s /bin/bash serena

root @lebi an7: ~# grep serena /etc/ passwd
serena: x: 1008: 1010: Serena W/ | i ans: / hone/ ser ena: / bi n/ bash
r oot @ebi an7: ~#

281



Chapter 29. user passwords

This chapter will tell you more about passwords for local users.

Three methods for setting passwords are explained; using the passwd command, using
openssel passwd, and using the crypt function in a C program.

The chapter will also discuss password settings and disabling, suspending or locking
accounts.
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29.1. passwd

Passwords of users can be set with the passwd command. Users will have to provide their
old password before twice entering the new one.

[tani a@entos7 ~]$ passwd

Changi ng password for user tania.

Changi ng password for tania.

(current) UN X password:

New passwor d:

BAD PASSWORD: The password is shorter than 8 characters
New passwor d:

BAD PASSWORD: The password is a palindrone

New passwor d:

BAD PASSWORD: The password is too sinmlar to the old one
passwd: Have exhausted maxi mum nunber of retries for service

Asyou can see, the passwd tool will do some basic verification to prevent users from using
too simple passwords. The root user does not have to follow these rules (there will be
a warning though). The root user also does not have to provide the old password before
entering the new password twice.

r oot @lebi an7: ~# passwd tani a

Ent er new UNI X password:

Ret ype new UNI X password:

passwd: password updated successfully

29.2. shadow file

User passwords are encrypted and kept in /etc/shadow. The /etc/shadow file is read only
and can only be read by root. We will see in the file permissions section how it is possible
for users to change their password. For now, you will have to know that users can change
their password with the /usr/bin/passwd command.

[root @entos7 ~]# tail -4 /etc/shadow

paul : $6$i kp2Xt a5BT. T . p$2TZj NnOYNNQKpwLJIqoGIbVsZGh/ Ft i 8ovBRd. VzRbi DSI 7TEq\
| aSVH. TeBKnTS/ Sj | M uW8qf f COJNORW BTWL: 16338: 0: 99999: 7: : :

tani a: $6$82/ zovxj $9qvoqT8i 9KI r mN. k4AEQNAF5r yz5yzNwEVY] Aa9L5XVXQuU. z4Dl pvMREH
eQpQVvRngFdKKVj 17H5ST. c79HDZwWO: 16356: 0: 99999: 7: : :

| aur a: $6$gl DuTY5e$/ NYYW.xf HgZFWeouj aXSMER. Mz. | GOxt cxFoc FVINb98nbTPhWEXF KWG\
SyYh1WCv6763W)54. w24Yr 3uAZBO : 16356: 0: 99999: 7: : :

val enti na: $6$j r Za6PVI $1uQyqRE6EN9nZB6nmKI3LXRBACnFko6LRhbh. v4i qUk9MVr eui 11 v7\
GxHOUDSKAONS5ZRNnGHa6T20uFnVno/ 0ol: 16356: 0: 99999: 7: : :

[root @entos7 ~]#

The /etc/shadow file contains nine colon separated columns. The nine fields contain (from
left to right) the user name, the encrypted password (note that only inge and laura have an
encrypted password), the day the password was last changed (day 1 is January 1, 1970),
number of daysthe password must be left unchanged, password expiry day, warning number
of days before password expiry, number of days after expiry before disabling the account,
and the day the account was disabled (again, since 1970). The last field has no meaning yet.

All the passwords in the screenshot above are hashes of hunter 2.
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29.3. encryption with passwd

Passwords are stored in an encrypted format. This encryption is done by the crypt function.
The easiest (and recommended) way to add a user with a password to the system is to add
the user with theuseradd -m user command, and then set the user's password with passwd.

[root @RHEL4 ~]# useradd -m xavi er

[root @RHEL4 ~]# passwd xavi er

Changi ng password for user xavier.

New UNI X passwor d:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully.
[ root @GRHEL4 ~] #

29.4. encryption with openssl

Another way to create users with a password is to use the -p option of useradd, but that
option requires an encrypted password. Y ou can generate this encrypted password with the
openssl passwd command.

The openssl passwd command will generate several distinct hashes for the same password,
for thisit uses a salt.

paul @ hel 65: ~$ openssl passwd hunter2
86j cUN nGDFpY

paul @ hel 65: ~$ openssl passwd hunter2
Yj 7nDOO ANV Q6

paul @ hel 65: ~$ openssl passwd hunter2
YgDcJeGoDbhz KA

paul @ hel 65: ~$

This salt can be chosen and is visible as the first two characters of the hash.

paul @ hel 65: ~$ openssl passwd -salt 42 hunter2
427r bt P1Ze8G

paul @ hel 65: ~$ openssl passwd -salt 42 hunter2
427r bt P1Ze8G

paul @ hel 65: ~$ openssl passwd -salt 42 hunter2
427r bt P1Ze8G

paul @ hel 65: ~$

This example shows how to create a user with password.

root @ hel 65: ~# useradd -m -p $(openssl passwd hunter2) nohaned

Note that this command puts the password in your command history!
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29.5. encryption with crypt

A third option is to create your own C program using the crypt function, and compile this
into a command.

paul @ hel 65: ~$ cat MyCrypt.c
#i ncl ude <stdi o. h>

#defi ne __ USE_XOPEN

#i ncl ude <uni std. h>

int main(int argc, char** argv)
{
i f(argc==3)

{

}

el se

{
}

return O;

}

printf("%\n", crypt(argv[l],argv[2]));

printf("Usage: MyCrypt $password $salt\n" );

This little program can be compiled with gcc like this.

paul @ hel 65: ~$ gcc My/Crypt.c -0 M/Crypt -Ilcrypt

Touseit, weneed to givetwo parametersto MyCrypt. Thefirst isthe unencrypted password,
the second is the salt. The salt is used to perturb the encryption agorithm in one of 4096
different ways. This variation prevents two users with the same password from having the
same entry in /etc/shadow.

paul @ hel 65: ~$ ./ M/ Crypt hunter2 42
42Z7r bt P1Ze8G.
paul @ hel 65: ~$ ./ MW Crypt hunter2 33
33d6t aYSi EUXI

Did you notice that the first two characters of the password are the salt?

The standard output of the crypt function is using the DES agorithm which is old and can
be cracked in minutes. A better method is to use md5 passwords which can be recognized
by asalt starting with $1$.

paul @ hel 65: ~$ ./ MyCrypt hunter2 ' $1$42'

$1$42%71 6Y3xT5282Xn¥Zr t DOF9f O

paul @ hel 65: ~$ ./ M/Crypt hunter2 ' $6$42'

$6$42$0gFFAVNI 3gTSYQDY | 9TZWK9cpy Qzwl op7HWpGLLLESNBi M 4w6OvLX1KDa. / Upwixf r Fk1i . . .

Themd5 salt can beup to eight characterslong. The salt isdisplayedin/etc/shadow between
the second and third $, so never use the password as the salt!

paul @ hel 65: ~$ ./ MW/ Crypt hunter2 '$1$hunter2’
$1$hunt er 28YVxr xDmi dq7Xf 8Gdt 6gM.
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29.6. /etc/login.defs

The /etc/login.defs file contains some default settings for user passwords like password
aging and length settings. (Y ou will also find the numerical limits of user ids and group ids
and whether or not a home directory should be created by default).

root @ hel 65: ~# grep "PASS /etc/l|ogin. defs
PASS_MAX_DAYS 99999

PASS M N _DAYS 0

PASS M N_LEN 5

PASS WARN AGE 7

Debian aso has thisfile.

root @lebi an7: ~# grep PASS /etc/ | ogin. defs

# PASS_MAX_DAYS  Maxi mum nunber of days a password may be used.

# PASS_M N _DAYS M ni mum nunber of days all owed between password changes.
# PASS WARN_ACE  Number of days warning given before a password expires.
PASS_MAX_DAYS 99999

PASS_ M N_DAYS O

PASS_WARN_ACE 7

#PASS_CHANGE_TRI ES

#PASS_ALWAYS_WARN

#PASS_M N_LEN

#PASS_MAX_LEN

# NO_PASSWORD_CONSCLE

r oot @ebi an7: ~#

29.7. chage

The chage command can be used to set an expiration date for a user account (-E), set a
minimum (-m) and maximum (-M) password age, a password expiration date, and set the
number of warning days before the password expiration date. Much of this functionality is
also available from the passwd command. The -| option of chage will list these settings for
auser.

root @ hel 65: ~# chage -1 paul

Last password change : Mar 27, 2014
Password expires : never
Password inactive © never

Account expires . never

M ni mum nunber of days between password change 0

Maxi mum nunmber of days between password change : 99999

Nurmber of days of warning before password expires 7

root @ hel 65: ~#
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29.8. disabling a password

Passwords in /etc/shadow cannot begin with an exclamation mark. When the second field
in /etc/passwd starts with an exclamation mark, then the password can not be used.

Using thisfeature is often called locking, disabling, or suspending a user account. Besides
vi (or vipw) you can also accomplish this with usermod.

The first command in the next screenshot will show the hashed password of laura in /etc/
shadow. The next command disablesthe password of laur a, making it impossiblefor Laura
to authenticate using this password.

root @ebi an7: ~# grep laura /etc/shadow | cut -c1-70
| aur a: $6$JY] 4JZqp$st WWACP3Ct ELR2aZuE87j . nbW puDkNUYVK 7rCHf CVMa3CoDUJV
r oot @ebi an7: ~# usernod -L | aura

Asyou can see below, the password hash is ssmply preceded with an exclamation mark.

root @lebi an7: ~# grep laura /etc/shadow | cut -c1-70
laura: ! $6$JY] 4JZqp$st WMACP3Ct ELR2aZuE87j . nbW puDkNUYVk 7mCHf CvVMa3CoDUJ
r oot @ebi an7: ~#

Theroot user (and userswith sudo rightson su) still will be ableto su into the laur a account
(because the password is not needed here). Also note that laura will till be able to login
if she has set up passwordless ssh!

root @ebi an7: ~# su - laura
| aur a@lebi an7: ~$

Y ou can unlock the account again with usermod -U.

root @ebi an7: ~# usernod -U | aura
root @lebi an7: ~# grep laura /etc/shadow | cut -c1-70
| aur a: $6$J3Yj 4JZqp$st WMACP3Ct ELR2aZuE87j . nbW puDk NUY VK 7nmCHf CVMa3CoDUJV

Watch out for tiny differences in the command line options of passwd, usermod, and
useradd on different Linux distributions. Verify the local files when using features like
" disabling, suspending, or locking” on user accounts and their passwords.

29.9. editing local files

If you still want to manually edit the /etc/passwd or /etc/shadow, after knowing these
commands for password management, then use vipw instead of vi(m) directly. The vipw
tool will do proper locking of thefile.

[ root @RHELS ~]# vi pw /et c/ passwd
vi pw. the password file is busy (/etc/ptnp present)
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29.10. practice: user passwords

1. Set the password for serena to hunter 2.

2. Also set apassword for venus and then lock the venus user account with usermod. Verify
the locking in /etc/shadow before and after you lock it.

3. Use passwd -d to disable the serena password. Verify the serena line in /etc/shadow
before and after disabling.

4. What is the difference between locking a user account and disabling a user account's
password like we just did with usermod -L and passwd -d?

5. Try changing the password of serenato serena as serena.
6. Make sure serena has to change her password in 10 days.
7. Make sure every new user needs to change their password every 10 days.

8. Take a backup as root of /etc/shadow. Use vi to copy an encrypted hunter 2 hash from
venus to serena. Can serena now log on with hunter 2 as a password ?

9. Why use vipw instead of vi ? What could be the problem when using vi or vim ?

10. Use chsh to list all shells (only works on RHEL/CentOS/Fedora), and compare to cat /
etc/shells.

11. Which useradd option allows you to name a home directory ?

12. How can you see whether the password of user serena is locked or unlocked ? Give a
solution with grep and a solution with passwd.

288



user passwords

29.11. solution: user passwords

1. Set the password for serena to hunter 2.

r oot @ebi an7: ~# passwd serena

Enter new UNI X password:

Ret ype new UNI X password:

passwd: password updated successfully

2. Also set apassword for venus and then lock the venus user account with usermod. Verify
the locking in /etc/shadow before and after you lock it.

r oot @lebi an7: ~# passwd venus

Enter new UNI X password:

Ret ype new UNI X password:

passwd: password updated successfully

r oot @lebi an7: ~# grep venus /etc/shadow | cut -c1-70

venus: $6$gswz XI CWuSnKFV1k FKZmrPaMVS4AvNA/ KO27O0xNOv5LHAV9edOg Ty Xr j UeM
r oot @ebi an7: ~# usernod -L venus

r oot @lebi an7: ~# grep venus /etc/shadow | cut -c1-70

venus: ! $6$gswz XI CWbuSnKFV1k FKZmrPaMvS4AvNA/ KO27O0xNOv5LHAV9edOgTy Xr j UeM

Note that usermod -L precedes the password hash with an exclamation mark (!).

3. Use passwd -d to disable the serena password. Verify the serena line in /etc/shadow
before and after disabling.

root @ebi an7: ~# grep serena /etc/shadow | cut -c1-70

ser ena: $6$Es/ onr PE$SF2Ypu8kpLr f KAWDv/ Ul wASj r YyBD2nwZ/ dt . i / | ypRgi PZSdB/ B

r oot @ebi an7: ~# passwd -d serena

passwd: password expiry information changed.

r oot @lebi an7: ~# grep serena /et c/shadow

serena: : 16358: 0: 99999: 7. : :
r oot @ebi an7: ~#

4. What is the difference between locking a user account and disabling a user account's
password like we just did with usermod -L and passwd -d?

Locking will prevent the user from logging on to the system with his password by putting
a! infront of the password in /etc/shadow.

Disabling with passwd will erase the password from /etc/shadow.

5. Try changing the password of serenato serenaas serena.

|l og on as serena, then execute: passwd serena... it should fail!

6. Make sure serena has to change her password in 10 days.

chage -M 10 serena

7. Make sure every new user needs to change their password every 10 days.

vi /etc/login.defs (and change PASS MAX DAYS to 10)
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8. Take a backup as root of /etc/shadow. Use vi to copy an encrypted hunter 2 hash from
venusto serena. Can serena now log on with hunter 2 as a password ?

Yes.

9. Why use vipw instead of vi ? What could be the problem when using vi or vim ?

vipw wi || give a warning when soneone else is already using that file (with vipw).

10. Use chsh to list al shells (only works on RHEL /CentOS/Fedora), and compare to cat /
etc/shells.

chsh -1I
cat /etc/shells

11. Which useradd option allows you to name a home directory ?

-d

12. How can you see whether the password of user serena is locked or unlocked ? Give a
solution with grep and a solution with passwd.

grep serena /etc/shadow

passwd -S serena
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Chapter 30. user profiles

L ogged on users have anumber of preset (and customized) aliases, variables, and functions,
but where do they come from ? The shell uses a number of startup files that are executed
(or rather sour ced) whenever the shell isinvoked. What follows is an overview of startup

scripts.
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30.1. system profile

Both the bash and the ksh shell will verify the existence of /etc/profile and sourceit if it
exists.

When reading this script, you will notice (both on Debian and on Red Hat Enterprise Linux)
that it builds the PATH environment variable (among others). The script might also change
the PS1 variable, set the HOSTNAME and execute even more scripts like /etc/inputrc

This screenshot uses grep to show PATH manipulation in /etc/profile on Debian.

root @ebi an7: ~# grep PATH /etc/profile
PATH="/usr /| ocal / shin:/usr/ | ocal /bin:/usr/sbin:/usr/bin:/sbin:/bin"
PATH="/usr/l ocal / bi n: /usr/bin:/bin:/usr/local/games:/usr/ganmes"
export PATH
r oot @ebi an7: ~#

This screenshot uses grep to show PATH manipulation in /etc/pr ofile on RHEL 7/CentOSy.

[root @entos7 ~]# grep PATH /etc/profile
case ":${PATH}:" in
PATH=$PATH: $1
PATH=$1: $PATH
export PATH USER LOGNAME MAI L HOSTNAME HI STSI ZE H STCONTROL
[root @entos7 ~]#

The root user can use this script to set aliases, functions, and variables for every user on
the system.

30.2. ~/.bash_profile

When thisfile existsin the home directory, then bash will sourceit. On Debian Linux 5/6/7
this file does not exist by default.

RHEL 7/CentOS7 uses a small ~/.bash_profile where it checks for the existence of
~/.bashr ¢ and then sourcesit. It also adds $HOME/bin to the $PATH variable.

[root@hel 7 ~]# cat /hone/paul /.bash_profile
# .bash_profile

# Cet the aliases and functions
if [ -f ~/.bashrc ]; then
. ~/.bashrc
fi
# User specific environment and startup prograns

PATH=$PATH: $HOVE/ . | ocal / bi n: $HOVE/ bi n

export PATH
[root@hel 7 ~] #
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30.3. ~/.bash_login

When .bash_profile does not exist, then bash will check for ~/.bash_login and sourceit.

Neither Debian nor Red Hat have thisfile by default.

30.4. ~/.profile

When neither ~/.bash_profile and ~/.bash_login exist, then bash will verify the existence
of ~/.profile and execute it. Thisfile does not exist by default on Red Hat.

On Debian this script can execute ~/.bashrc and will add $HOME/bin to the $PATH
variable.

root @ebi an7: ~# tail -11 /hone/paul/.profile
if [ -n "$BASH VERSION' ]; then
# include .bashrc if it exists
if [ -f "$HOVE/ . bashrc" ]; then
. "$HOMWE/ . bashrc"
fi
fi

# set PATH so it includes user's private bin if it exists
if [ -d "$HOVE/ bin" ] ; then

PATH=" $HOWE/ bi n: $PATH"
fi

RHEL/CentOS does not have this file by default.

30.5. ~/.bashrc

The ~/.bashrc script is often sourced by other scripts. Let us take a look at what it does
by default.

Red Hat usesavery simple ~/.bashr ¢, checking for /etc/bashr c and sourcingit. It also leaves
room for custom aliases and functions.

[root@hel 7 ~]# cat /home/paul /. bashrc
# .bashrc

# Source gl obal definitions

if [ -f /etc/bashrc ]; then
. letc/bashrc

fi

# Unconment the following line if you don't |ike systenttl's auto-paging feature:
# export SYSTEMD PAGER=

# User specific aliases and functions

On Debian this script is quite a bit longer and configures $PS1, some history variables and
anumber af active and inactive aliases.

root @ebi an7: ~# wc -1 /hone/ paul /. bashrc
110 /hone/ paul /. bashrc
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30.6. ~/.bash_logout

When exiting bash, it can execute ~/.bash_logout.

Debian use this opportunity to clear the console screen.

serena@eb503: ~$ cat . bash_| ogout
# ~/.bash_| ogout: executed by bash(1) when |ogin shell exits.

# when | eaving the console clear the screen to increase privacy
if [ "$SHLVL" = 1 ]; then

[ -x /usr/bin/clear_console ] && /usr/bin/clear_console -q
fi

Red Hat Enterprise Linux 5 will simple call the /usr/bin/clear command in this script.

[ serena@hel 53 ~] $ cat .bash_| ogout
# ~/ . bash_l ogout

/usr/ bin/clear

Red Hat Enterprise Linux 6 and 7 create thisfile, but leave it empty (except for acomment).

paul @ hel 65: ~$ cat .bash_| ogout
# ~/ . bash_l ogout
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30.7. Debian overview

Below is atable overview of when Debian is running any of these bash startup scripts.

Table 30.1. Debian User Environment

script su Su - ssh gdm
~./bashrc no yes yes yes
~/.profile no yes yes yes
[etc/profile no yes yes yes
/etc/bash.bashrc yes no no yes

30.8. RHELS5 overview

Below is atable overview of when Red Hat Enterprise Linux 5 isrunning any of these bash
startup scripts.

Table 30.2. Red Hat User Environment

script su su - ssh gdm
~./bashrc yes yes yes yes
~/.bash_profile no yes yes yes
[etc/profile no yes yes yes
[etc/bashrc yes yes yes yes
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30.9. practice: user profiles

1. Make alist of al the profile files on your system.
2. Read the contents of each of these, often they sour ce extra scripts.
3. Put aunique variable, alias and function in each of thosefiles.

4. Try severa different ways to obtain a shell (su, su -, ssh, tmux, gnome-terminal, Ctrl-
at-F1, ...) and verify which of your custom variables, aliases and function are present in
your environment.

5. Do you also know the order in which they are executed?

6. When an application depends on a setting in $HOME/ .profile, does it matter whether
$HOME/.bash_profile exists or not ?
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30.10. solution: user profiles

1. Make alist of al the profile files on your system.

Is -a ~; Is -1 /etc/pro* /etc/bash*

2. Read the contents of each of these, often they sour ce extra scripts.
3. Put aunique variable, alias and function in each of thosefiles.

4. Try severa different ways to obtain a shell (su, su -, ssh, tmux, gnome-terminal, Ctrl-
at-F1, ...) and verify which of your custom variables, aliases and function are present in
your environment.

5. Do you also know the order in which they are executed?

sanme nane aliases, functions and variables will overwite each other

6. When an application depends on a setting in $HOME/ .profile, does it matter whether
$HOME/.bash_profile exists or not ?

Yes it does matter. (man bash /1 NVOCATI ON)
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Chapter 31. groups

Userscan belistedin groups. Groupsallow you to set permissionson the group level instead
of having to set permissions for every individual user.

Every Unix or Linux distribution will have agraphical tool to manage groups. Novice users
are advised to use thisgraphical tool. More experienced users can use command linetoolsto
manage users, but be careful: Some distributions do not allow the mixed use of GUI and CLI
tools to manage groups (YaST in Novell Suse). Senior administrators can edit the relevant
filesdirectly with vi or vigr.
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31.1. groupadd

Groups can be created with the gr oupadd command. The example below showsthe creation
of five (empty) groups.

root @ ai ka: ~# groupadd tennis
root @ ai ka: ~# groupadd f oot bal |
root @ ai ka: ~# groupadd snooker
root @ ai ka: ~# groupadd fornul al
root @ ai ka: ~# groupadd sal sa

31.2. group file

Users can be a member of several groups. Group membership is defined by the /etc/group
file.

root @ai ka: ~# tail -5 /etc/group
tenni s: x: 1006:

footbal | : x: 1007:

snooker: x: 1008:

formul al: x: 1009:

sal sa: x: 1010:

root @ ai ka: ~#

Thefirst field isthe group's name. The second field isthe group's (encrypted) password (can
be empty). The third field is the group identification or GID. The fourth field is the list of
members, these groups have no members.

31.3. groups

A user can type the groups command to see alist of groups where the user belongs to.

[harry@RHEL4b ~]$ groups
harry sports
[ harry@RHEL4b ~] $
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31.4. usermod

Group membership can be modified with the useradd or usermod command.

root @ai ka: ~# usernod -a -G tennis inge
root @ai ka: ~# usernod -a -G tennis katrien
root @ai ka: ~# usernod -a -G sal sa katrien
root @ ai ka: ~# usernod -a -G snooker sandra
root @ai ka: ~# usernod -a -G fornul al annelies
root @ai ka: ~# tail -5 /etc/group

tennis: x: 1006: i nge, katri en

footbal |l : x: 1007:

snooker : x: 1008: sandr a

formul al: x: 1009: annel i es

sal sa: x: 1010: katri en

root @ ai ka: ~#

Be careful when using user mod to add usersto groups. By default, the usermod command
will remove the user from every group of which heisamember if the group isnot listed in
the command! Using the -a (append) switch prevents this behaviour.

31.5. groupmod

Y ou can change the group name with the groupmod command.

root @ai ka: ~# groupnod -n darts snooker
root @ai ka: ~# tail -5 /etc/group

tenni s: x: 1006: i nge, katrien

foot bal | : x: 1007:

formul al: x: 1009: annel i es

sal sa: x: 1010: katri en

darts: x: 1008: sandr a

31.6. groupdel

Y ou can permanently remove a group with the groupdel command.

root @ ai ka: ~# groupdel tennis
root @ ai ka: ~#
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31.7. gpasswd

Y ou can delegate control of group membership to another user with the gpasswd command.
In the example below we del egate permissions to add and remove group members to serena
for the sports group. Then we su to serena and add harry to the sports group.

[ root @RHEL4b ~]# gpasswd - A serena sports

[root @RHEL4b ~]# su - serena

[serena@HEL4b ~]$ id harry

ui d=516( harry) gi d=520(harry) groups=520(harry)
[ serena@HEL4b ~]$ gpasswd -a harry sports
Addi ng user harry to group sports
[serena@HEL4b ~]$ id harry

ui d=516( harry) gi d=520(harry) groups=520(harry), 522(sports)
[serena@HEL4b ~]$ tail -1 /etc/group

sports: x: 522: serena, venus, harry

[ serena@HEL4b ~]$

Group administrators do not have to be amember of the group. They can remove themselves
from agroup, but this does not influence their ability to add or remove members.

[ serena@HEL4b ~] $ gpasswd -d serena sports

Renpvi ng user serena from group sports
[serena@HEL4b ~]$ exit

Information about group administratorsis kept in the /etc/gshadow file.
[root @RHEL4b ~]# tail -1 /etc/gshadow

sports:!:serena:venus, harry
[ root @GRHEL4b ~] #

Toremoveall group administratorsfrom agroup, usethe gpasswd command to set an empty
administrators list.

[root @RHEL4b ~]# gpasswd -A "" sports
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31.8. newgrp

You can start a child shell with a new temporary primary group using the newgrp

command.

r oot @ hel 65:
r oot @ hel 65:
r oot @ hel 65:
r oot @ hel 65:

total O
STWr--1--.

r oot @ hel 65:

1

r oot @ hel 65:
r oot @ hel 65:

2

r oot @ hel 65:
r oot @ hel 65:

total O
STWr--1--.
STWr--1--.

r oot @ hel 65:

exit

r oot @ hel 65:

~# nkdir prigroup

~# cd prigroup/

~/ prigroup# touch standard.txt
~/prigroup# |s -I

1 root root 0 Apr 13 17:49 standard.txt
~/ prigroup# echo $SHLVL

~/ prigroup# newgrp tennis
~/ pri group# echo $SHLVL

~/ prigroup# touch newgrp.txt
~/prigroup# |s -I

1 root tennis 0 Apr
1 root root 0 Apr
~/ prigroup# exit

13 17:49 newgrp. txt
13 17:49 standard. t xt

~/ pri group#

31.9. vigr

Similar to vipw, the vigr command can be used to manually edit the /etc/group file, since
it will do proper locking of the file. Only experienced senior administrators should use vi
or vigr to manage groups.
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31.10. practice: groups

1. Create the groups tennis, football and sports.

2. In one command, make venus a member of tennis and sports.

3. Rename the football group to foot.

4. Use vi to add serenato the tennis group.

5. Usetheid command to verify that serenais a member of tennis.

6. Make someone responsible for managing group membership of foot and sports. Test that
it works.
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31.11. solution: groups

1. Create the groups tennis, football and sports.

groupadd tennis ; groupadd footbhall ; groupadd sports

2. In one command, make venus a member of tennis and sports.

usermod -a -G tennis,sports venus

3. Rename the football group to foot.

groupnod -n foot football

4. Use vi to add serena to the tennis group.

vi /etc/group

5. Usetheid command to verify that serenais a member of tennis.

id (and after | ogoff |ogon serena should be nenber)

6. Make someone responsible for managing group membership of foot and sports. Test that
it works.

gpasswd -A (to make nmanager)

gpasswd -a (to add nenber)
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Chapter 32. standard file permissions

This chapter contains details about basic file security through file ownership and file
permissions.
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32.1. file ownership

32.1.1. user owner and group owner

The users and groups of a system can be locally managed in /etc/passwd and /etc/group,
or they can bein aNIS, LDAP, or Samba domain. These users and groups can own files.
Actualy, every file has auser owner and agroup owner, as can be seen in the following
screenshot.

paul @ hel 65: ~/ owners$ Is -1h

total 636K

-rwr--r--. 1 paul snooker 1.1K Apr 8 18:47 data. odt
-rwr--r--. 1 paul paul 626K Apr 8 18:46 filel
-rwr--r--. 1 root tennis 185 Apr 8 18:46 file2
-rwrwr--. 1 root root 0 Apr 8 18:47 stuff.txt

paul @ hel 65: ~/ owner s$

User paul owns three files; filel has paul as user owner and has the group paul as group
owner, data.odt is group owned by the group snooker, file2 by the group tennis.

Thelast fileis called stuff.txt and is owned by the root user and the root group.

32.1.2. listing user accounts

Y ou can use the following command to list al local user accounts.

paul @ebi an7~$ cut -d: -f1 /etc/passwd | colum

r oot ntp sam bert naom
daenon mysql tom rino mat t hi as2
bi n paul wout er ant oni o bram

sys maarten r obr echt si non fabrice
sync kevin bi |l al sven chi mene
ganes yuri dimtri wout er 2 messagebus
man william ahned tarik roger

Ip yves dyl an jan frank

mai | kris robin i an toon

news ham d mat t hi as i van rinus
uucp vliadimr ben azeddi ne eddy

pr oxy abiy m ke eric br an?
www- dat a davi d kevi n2 kanel keith
backup chahi d kenzo i scha j esse
list st ef aar on bart frederick
irc joeri | orenzo omner hans
gnats gl enn jens kurt dries
nobody yanni ck ruben steve steve2

l'i buuid chri st of jelle constantin t omas

Debi an- exi m geor ge st ef aan san? j ohan
statd j oost mar c bj orn tonR

sshd arno t homas ronal d
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32.1.3. chgrp

Y ou can change the group owner of afile using the chgrp command.

root @ hel 65: / hone/ paul / owners# |s -1 file2
-rwr--r--. 1 root tennis 185 Apr 8 18:46 file2
root @ hel 65: / hone/ paul / owner s# chgrp snooker file2
root @ hel 65: / hone/ paul / owners# |s -1 file2
-rwr--r--. 1 root snooker 185 Apr 8 18:46 file2
root @ hel 65: / honme/ paul / owner s#

32.1.4. chown

The user owner of afile can be changed with chown command.

root @ ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 root paul O 2008-08-06 14:11 Fil eFor Paul
root @ ai ka: / hone/ paul # chown paul Fil eFor Paul

root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 paul paul O 2008-08-06 14:11 Fil eFor Paul

Y ou can aso use chown to change both the user owner and the group owner.

root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 paul paul 0 2008-08-06 14:11 Fil eFor Paul

root @ ai ka: / hone/ paul # chown root: proj ect42 Fil eFor Paul
root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 root project42 0 2008-08-06 14:11 Fil eFor Paul
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32.2. list of special files

When you usels-|, for each file you can see ten characters before the user and group owner.
Thefirst character tellsusthe type of file. Regular filesget a-, directories get ad, symbolic
links are shown with an |, pipesget ap, character devicesac, block devicesab, and sockets
ans.

Table 32.1. Unix special files

first character filetype

- normal file
d directory
I symbolic link

named pipe

character device

p
b block device
c
S

socket

Below a screenshot of a character device (the console) and a block device (the hard disk).

paul @lebi an6lt~$ I's -1d /dev/consol e /dev/sda
Crw------ 1 root root 5, 1 Mar 15 12:45 /dev/consol e
brwrw--- 1 root disk 8, 0 Mar 15 12:45 /dev/sda

And here you can see adirectory, aregular file and a symbolic link.

paul @ebi an6lt~$ Is -1d /etc /etc/hosts /etc/notd

drwxr-xr-x 128 root root 12288 Mar 15 18:34 /etc

STWr--r-- 1 root root 372 Dec 10 17:36 /etc/hosts

| rwxr wxr wx 1 root root 13 Dec 5 10:36 /etc/motd -> /var/run/notd
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32.3. permissions

32.3.1. rwx

The nine characters following the file type denote the permissions in three triplets. A
permission can ber for read access, w for write access, and x for execute. Y ou need the r
permission to list (Is) the contents of adirectory. Y ou need the x permission to enter (cd) a
directory. Y ou need the w permission to create files in or remove files from a directory.

Table 32.2. standard Unix file permissions

permission on afile on adirectory
r (read) read file contents (cat) read directory contents (Is)
w (write) change file contents (vi) create filesin (touch)
X (execute) execute the file enter the directory (cd)

32.3.2. three sets of rwx

We aready know that the output of Is -I starts with ten characters for each file. This
screenshot shows aregular file (because the first character isa- ).

paul @GRHELv4u4: ~/test$ |'s -1 proc42. bash
-rwxr-xr-- 1 paul proj 984 Feb 6 12:01 proc42. bash

Below is atable describing the function of all ten characters.

Table 32.3. Unix file per missions position

position characters function
1 - thisisaregular file
2-4 rwx permissions for the user owner
5-7 r-x permissions for the group owner
8-10 r-- permissions for others

When you arethe user owner of afile, then the user owner permissions apply to you. The
rest of the permissions have no influence on your access to thefile.

When you belong to the group that is the group owner of afile, then the group owner
per missions apply to you. The rest of the permissions have no influence on your accessto
thefile.

When you are not the user owner of afile and you do not belong to the group owner, then
the other s per missions apply to you. The rest of the permissions have no influence on your
accessto thefile.
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32.3.3. permission examples

Some example combinations on files and directories are seen in this screenshot. The name
of the file explains the permissions.

paul @ ai ka: ~/ perms$ |Is -1h

total 12K

drwxr-xr-x 2 paul paul 4.0K 2007-02-07 22:26 Al Enter_UserCreateDel ete
-rwxrwxrwx 1 paul paul 0 2007-02-07 22:21 EveryoneFul | Control . txt
“r--r----- 1 paul paul 0 2007-02-07 22:21 Onl yOmner sRead. t xt
-rwxrwx--- 1 paul paul 0 2007-02-07 22:21 OanersAll _Rest Not hi ng. t xt
dr-xr-x--- 2 paul paul 4.0K 2007-02-07 22:25 User AndG oupEnt er
dr-x------ 2 paul paul 4.0K 2007-02-07 22:25 Onl yUser Ent er

paul @ ai ka: ~/ per ns$

To summarise, the first rwx triplet represents the permissions for the user owner. The
second triplet corresponds to the group owner; it specifies permissions for all members
of that group. The third triplet defines permissions for all other users that are not the user
owner and are not a member of the group owner.
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32.3.4. setting permissions (chmod)

Permissions can be changed with chmod. The first example gives the user owner execute
permissions.

paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt

-rwr--r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ perns$ chnpd u+x perm ssions.txt

paul @ ai ka: ~/ perns$ Is -1 perm ssions.txt

-rwxr--r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

This example removes the group owners read permission.

paul @ ai ka: ~/ perns$ chnod g-r perm ssions.txt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwx---r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

This example removes the others read permission.

paul @ ai ka: ~/ perns$ chnod o-r perm ssions.txt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
S PWK------ 1 paul paul 0 2007-02-07 22: 34 perm ssions.txt

This example gives all of them the write permission.

paul @ ai ka: ~/ perns$ chnod a+w perm ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwx-w-w 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

Y ou don't even have to type the a.

paul @ ai ka: ~/ perns$ chnod +x perm ssions. t xt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
-rwx-wx-wx 1 paul paul 0 2007-02-07 22: 34 permi ssions. txt

Y ou can also set explicit permissions.

paul @ ai ka: ~/ perns$ chnod u=rw perni ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rw-wx-wx 1 paul paul O 2007-02-07 22:34 perm ssions.txt

Feel free to make any kind of combination.

paul @ ai ka: ~/ per m8$ chnod u=rw, g=rw, o=r perm ssions.txt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
-rwrwr-- 1 paul paul 0 2007-02-07 22: 34 permi ssions. txt

Even fishy combinations are accepted by chmod.

paul @ ai ka: ~/ perns$ chnod u=rwx, ug+rw, o=r perm ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwxrwr-- 1 paul paul O 2007-02-07 22:34 perm ssions.txt
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32.3.5. setting octal permissions

Most Unix administrators will use the old school octal system to talk about and set
permissions. Look at the triplet bitwise, equating r to 4, w to 2, and x to 1.

Table 32.4. Octal per missions

binary octal permission
000 0
001 1 ==X
010 2 -w-
011 3 -WX
100 4 r--
101 5 r-x
110 6 rw-
111 7 rwx

Thismakes 777 equal to rwxrwxrwx and by the samelogic, 654 mean rw-r-xr-- . Thechmod
command will accept these numbers.

paul @ ai ka: ~/ perm8$ chnod 777 perm ssions. t xt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxrwxrwx 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ per m8$ chnod 664 perm ssions. t xt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwrwr-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ perm8$ chnod 750 perm ssions. txt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxr-x--- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
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32.3.6. umask

When creating a file or directory, a set of default permissions are applied. These default
permissions are determined by the umask. The umask specifies permissions that you do
not want set on by default. Y ou can display the umask with the umask command.

[ Harry@RHEL4b ~]$ umask

0002

[Harry@RHEL4b ~]1$ touch test

[Harry@RHEL4b ~]1$ Is -1 test

-rwrwr-- 1 Harry Harry O Jul 24 06:03 test
[Harry@RHEL4b ~] $

As you can aso see, the file is also not executable by default. This is a general security
feature among Unixes, newly created files are never executable by default. Y ou have to
explicitly do a chmod +x to make a file executable. This also means that the 1 bit in the
umask has no meaning--aumask of 0022 is the same as 0033.

32.3.7. mkdir -m

When creating directories with mkdir you can use the -m option to set the mode. This
screenshot explains.

paul @ebi an5~$% nkdir -m 700 MyDir

paul @ebi an5~$ nkdir -m 777 Public

paul @ebi an5~$ I's -dl MyDir/ Public/

drwx------ 2 paul paul 4096 2011-10-16 19:16 MyDir/
drwxrwxrwx 2 paul paul 4096 2011-10-16 19:16 Public/

32.3.8.cp -p

To preserve permissions and time stamps from source files, use cp -p.

paul @ ai ka: ~/ pernms$ cp file* cp
paul @ ai ka: ~/ pernms$ cp -p file* cpp
paul @ ai ka: ~/ perms$ || *

S TWK---- - - 1 paul paul 0 2008-08-25 13:26 file33
-rwxr-x--- 1 paul paul 0 2008-08-25 13:26 file4d2
cp:

total 0O

S TWK---- - - 1 paul paul 0 2008-08-25 13:34 file33
-rwxr-x--- 1 paul paul 0 2008-08-25 13:34 file42
cpp:

total 0O

S TWK---- - - 1 paul paul 0 2008-08-25 13:26 file33

-rwxr-x--- 1 paul paul 0 2008-08-25 13:26 file42
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32.4. practice: standard file permissions

1. Asnormal user, create adirectory ~/permissions. Create afile owned by yourself in there.
2. Copy afile owned by root from /etc/ to your permissions dir, who ownsthis file now ?
3. Asroot, create afilein the users ~/permissions directory.

4. Asnormal user, look at who owns thisfile created by root.

5. Change the ownership of al filesin ~/permissionsto yourself.

6. Make sure you have al rights to these files, and others can only read.

7. With chmod, is 770 the same as rwxrwx--- ?

8. With chmod, is 664 the same as r-xr-xr-- ?

9. With chmod, is 400 the same as r-------- ?

10. With chmod, is 734 the same as rwxr-xr-- ?

11a. Display the umask in octal and in symbolic form.

11b. Set the umask to 077, but use the symbolic format to set it. Verify that this works.

12. Create afile as root, give only read to others. Can a normal user read this file ? Test
writing to thisfile with vi.

13a. Create afile asnormal user, give only read to others. Can another normal user read this
file ? Test writing to thisfile with vi.

13b. Can root read this file ? Can root write to this file with vi ?

14. Create a directory that belongs to a group, where every member of that group can read
and writeto files, and create files. Make sure that people can only delete their own files.
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32.5. solution: standard file permissions

1. Asnormal user, create adirectory ~/permissions. Create afile owned by yourself in there.

nkdir ~/ perm ssions ; touch ~/perm ssions/nyfile.txt

2. Copy afile owned by root from /etc/ to your permissions dir, who owns this file now ?

cp /etc/hosts ~/ perm ssions/
The copy is owned by you.

3. Asroot, create afilein the users ~/permissions directory.

(becone root)# touch /hone/usernane/ perm ssions/rootfile

4. Asnormal user, look at who owns thisfile created by root.

I's -1 ~/perm ssions
The file created by root is owned by root.

5. Change the ownership of al filesin ~/permissionsto yourself.

chown user ~/perm ssions/*
Y ou cannot become owner of the file that belongs to root.

6. Make sure you have al rights to these files, and others can only read.
chrmod 644 (on files)

chnod 755 (on directories)
7. With chmod, is 770 the same as rwxrwx--- ?
yes

8. With chmod, is 664 the same as r-xr-xr-- ?
No

9. With chmod, is 400 the same as r-------- ?
yes

10. With chmod, is 734 the same as rwxr-xr-- ?
no

11a. Display the umask in octal and in symbolic form.

umask ; umask -S

11b. Set the umask to 077, but use the symbolic format to set it. Verify that this works.

umask -S u=rwx, go=
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12. Create afile as root, give only read to others. Can a normal user read this file ? Test
writing to thisfile with vi.

(becone root)

# echo hello > /home/usernane/root. txt
# chnmod 744 /hone/ user nane/ r oot . t xt
(becone user)

vi ~/root.txt

13a Create afile asnormal user, give only read to others. Can another normal user read this
file ? Test writing to thisfile with vi.

echo hello > file ; chnod 744 file

Y es, others can read thisfile

13b. Can root read thisfile ? Can root write to thisfile with vi ?

Y es, root can read and write to this file. Permissions do not apply to root.

14. Create a directory that belongs to a group, where every member of that group can read
and write to files, and create files. Make sure that people can only delete their own files.

nmkdi r /home/ proj ect42 ; groupadd project42

chgrp project42 /hone/projectd42 ; chnod 775 /hone/ proj ect 42

Y ou can not yet do the last part of this exercise...
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33.1. sticky bit on directory

Y ou can set the sticky bit on a directory to prevent users from removing files that they do
not own asauser owner. The sticky bit isdisplayed at the same location as the x permission
for others. The sticky bit is represented by at (meaning x is also there) or aT (when there
isno x for others).

r oot @RHELv4u4: ~# nkdir /project55

root @RHELv4u4: ~# |s -1d /project55

drwxr-xr-x 2 root root 4096 Feb 7 17:38 /project55
r oot @RHELv4u4: ~# chnod +t /proj ect 55/

root @RHELv4u4: ~# |s -1d /project55

drwxr-xr-t 2 root root 4096 Feb 7 17:38 /project55
r oot @GRHELv4u4: ~#

The sticky bit can also be set with octal permissions, itisbinary 1 inthefirst of four triplets.

r oot @RHELv4u4: ~# chnod 1775 / proj ect 55/

root @RHELv4u4: ~# |s -1d /project55

drwxrwxr-t 2 root root 4096 Feb 7 17:38 /project55
r oot @GRHELv4u4: ~#

You will typically find the sticky bit on the /tmp directory.

root @arry:~# Is -1d /tnp
drwxrwxrwt 6 root root 4096 2009-06-04 19:02 /tnp

33.2. setgid bit on directory

setgid can be used on directories to make sure that all files inside the directory are owned
by the group owner of the directory. The setgid bit isdisplayed at the same location as the x
permission for group owner. The setgid bit is represented by an s (meaning x is aso there)
or a S (when thereis no x for the group owner). As this example shows, even though r oot
does not belong to the group proj55, the files created by root in /project55 will belong to
proj55 since the setgid is set.

r oot @GRHELv4u4: ~# groupadd proj 55

r oot @RHELv4u4: ~# chown root: proj 55 /project55/

r oot @RHELv4u4: ~# chnod 2775 / project 55/

r oot @RHELv4u4: ~# touch /project55/fronroot.txt

root @RHELv4u4: ~# |s -1d /project55/

drwxrwsr-x 2 root proj55 4096 Feb 7 17:45 /project55/
root @RHELv4u4: ~# |s -1 /project55/

total 4

-rwr--r-- 1 root proj55 0 Feb 7 17:45 fronroot.txt

r oot @RHELv4u4: ~#

Y ou can use the find command to find all setgid directories.

paul @ai ka: ~$ find / -type d -perm-2000 2> /dev/null
[var /| og/ nmysql

[var /| og/ news

/var/| ocal
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33.3. setgid and setuid on regular files

These two permissions cause an executable file to be executed with the permissions of the
file owner instead of the executing owner. This meansthat if any user executes a program
that belongs to the root user, and the setuid bit is set on that program, then the program
runs asroot. This can be dangerous, but sometimes thisis good for security.

Take the example of passwords; they are stored in /etc/shadow which is only readable by
root. (Theroot user never needs permissions anyway.)

root @RHELv4u4: ~# |s -1 [etc/shadow
Bl R 1 root root 1260 Jan 21 07:49 /etc/shadow

Changing your password requires an update of this file, so how can normal non-root users
do this? Let'stake alook at the permissions on the /usr/bin/passwd.

root @RHELv4u4: ~# |s -1 /usr/bin/passwd
-r-s--x--x 1 root root 21200 Jun 17 2005 /usr/bin/passwd

When running the passwd program, you are executing it with root credentials.

Y ou can use the find command to find all setuid programs.

paul @ai ka: ~$ find /usr/bin -type f -perm -04000
[ usr/ bi n/ ar pi ng

[ usr/bin/ kgrantpty

[ usr/ bi n/ newgr p

[usr/bin/chfn

[ usr/ bi n/ sudo

[ usr/ bin/fping6

[ usr/ bi n/ passwd

[ usr/ bi n/ gpasswd

In most cases, setting the setuid bit on executables is sufficient. Setting the setgid bit will
result in these programs to run with the credentials of their group owner.

33.4. setuid on sudo

The sudo binary hasthe setuid bit set, so any user can run it with the effective userid of root.

paul @hel 65: ~$ I's -1 $(which sudo)
---8--X--X. 1 root root 123832 Cct 7 2013 /usr/bin/sudo
paul @ hel 65: ~$
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33.5. practice: sticky, setuid and setgid bits

la. Set up adirectory, owned by the group sports.

1b. Members of the sports group should be able to create files in this directory.
1c. All files created in this directory should be group-owned by the sports group.
1d. Users should be able to delete only their own user-owned files.

le. Test that this works!

2. Verify the permissions on /usr/bin/passwd. Remove the setuid, then try changing your
password as anormal user. Reset the permissions back and try again.

3. If time permits (or if you are waiting for other studentsto finish this practice), read about
file attributes in the man page of chattr and |sattr. Try setting the i attribute on a file and
test that it works.
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33.6. solution: sticky, setuid and setgid bits

la. Set up adirectory, owned by the group sports.
groupadd sports
nkdi r /hone/ sports

chown root:sports /home/sports

1b. Members of the sports group should be able to create files in this directory.

chnod 770 /hone/ sports

1c. All files created in this directory should be group-owned by the sports group.

chnod 2770 / home/ sports

1d. Users should be able to delete only their own user-owned files.

chmod +t /hone/sports
le. Test that this works!

Log in with different users (group members and others and root), create files and watch the
permissions. Try changing and deleting files...

2. Verify the permissions on /usr/bin/passwd. Remove the setuid, then try changing your
password as anormal user. Reset the permissions back and try again.

r oot @eb503: ~# |s -1 /usr/bin/passwd

-rwsr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/passwd
r oot @eb503: ~# chnod 755 /usr/ bi n/ passwd

r oot @eb503: ~# |s -1 /usr/bin/passwd

-rwxr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/passwd

A normal user cannot change password now.

r oot @eb503: ~# chnod 4755 /usr/ bi n/ passwd
root @eb503: ~# |s -1 /usr/bin/passwd
-rwsr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/ passwd

3. If time permits (or if you are waiting for other studentsto finish this practice), read about
file attributes in the man page of chattr and Isattr. Try setting the i attribute on a file and
test that it works.

paul @ ai ka: ~$ sudo su -

[ sudo] password for paul:

root @ai ka: ~# nkdir attr

root @ai ka: ~# cd attr/

root @ai ka: ~/attr# touch file42
root @ai ka: ~/attr# |sattr
------------------ filed2

root @ai ka: ~/attr# chattr +i file42
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root @ ai ka:

root @ ai ka:

rm cannot

root @ ai ka:
root @ ai ka:
root @ ai ka:

~/attr# |sattr

------- Ifiled2

~/[attr# rm-rf filed2

renove filed42': Operation not pernmitted
~/attr# chattr -i filed2

~[attr# rm-rf filed2

~lattr#
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Chapter 34. access control lists

Standard Unix permissions might not be enough for some organisations. This chapter
introduces access control listsor acl's to further protect files and directories.
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34.1. acl in /etc/fstab

File systems that support access control lists, or acls, have to be mounted with the acl
option listed in /etc/fstab. In the example below, you can see that the root file system has
acl support, whereas /home/data does not.

root @ai ka: ~# tail -4 /etc/fstab

/ dev/ sdal / ext 3 acl,relatinme 0 1
/ dev/ sdb2 / hone/ dat a auto noacl ,defaults 0 O
pasha: / hore/ r / hone/ pasha nfs defaul ts 0 0
wol f:/srv/data / home/ wol f nfs defaults 0 0

34.2. getfacl

Reading acls can be done with /usr/bin/getfacl. This screenshot shows how to read the acl
of file33 with getfacl.

paul @ai ka: ~/test$ getfacl file33
# file: file33

# owner: paul

# group: paul

user::rw

group::r--

mask: : rwx

other::r--

34.3. setfacl

Writing or changing acls can be done with /usr/bin/setfacl. These screenshots show how
to change the acl of file33 with setfacl.

First we add user sandra with octal permission 7 to the acl.

paul @ai ka: ~/test$ setfacl -mu:sandra:7 file33

Then we add the group tennis with octal permission 6 to the acl of the samefile.

paul @ai ka: ~/test$ setfacl -mg:tennis:6 file33

Theresult isvisible with getfacl.

paul @ ai ka: ~/test$ getfacl file33
# file: file33

# owner: paul

# group: paul

user::rw

user: sandra: r wx

group::r--

group:tennis:rw

mask: : rwx

other::r--
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34.4. remove an acl entry

The -x option of the setfacl command will remove an acl entry from the targeted file.

paul @ai ka: ~/test$ setfacl -mu:sandra:7 file33
paul @ai ka: ~/test$ getfacl file33 | grep sandra
user:sandra: r wx

paul @ai ka: ~/test$ setfacl -x sandra file33

paul @ai ka: ~/test$ getfacl file33 | grep sandra

Note that omitting the u or g when defining the acl for an account will default it to a user
account.

34.5. remove the complete acl

The -b option of the setfacl command will remove the acl from the targeted file.

paul @ai ka: ~/test$ setfacl -b file33
paul @ai ka: ~/test$ getfacl file33

# file: file33

# owner: paul

# group: paul

user: :rw
group::r--
other::r--

34.6. the acl mask

The acl mask defines the maximum effective permissions for any entry in the acl. This
mask is calculated every time you execute the setfacl or chmod commands.

Y ou can prevent the calculation by using the --no-mask switch.

paul @ai ka: ~/test$ setfacl --no-mask -mu:sandra:7 file33
paul @ai ka: ~/test$ getfacl file33

# file: file33

# owner: paul

# group: paul

user::rw

user: sandra: r wx #effective:rw

group::r--

mask: : rw

other::r--
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34.7. eiciel

Desktop users might want to use eiciel to manage acls with agraphical tool.

Basic |[Emblems Permissions | Open With | Notes | Access Control List

Access Conftrol List

Entry |Read Write Execution =
Qfraw ®w:m. 0
b=+ sandra: @ @ & @ @@ !
Lg;paul & O O
Bvask @ @ @
§ ﬂ:ﬂther =] O ] |§|

You will need to install eiciel and nautilus-actions to have an extra tab in nautilus to
manage acls.

paul @ ai ka: ~$ sudo aptitude install eiciel nautilus-actions
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An average computer using Linux has a file system with many hard links and symbolic
links.

To understand links in afile system, you first have to understand what an inodeis.
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35.1. inodes

35.1.1. inode contents

Aninodeisadatastructure that contains metadata about afile. When the file system stores
anew file on the hard disk, it stores not only the contents (data) of the file, but also extra
properties like the name of the file, the creation date, its permissions, the owner of thefile,
and more. All this information (except the name of the file and the contents of the file) is
stored in the inode of thefile.

Thels-I command will display some of the inode contents, as seen in this screenshot.

root @hel 53 ~# |s -1d /home/ proj ect 42/
drwxr-xr-x 4 root pro42 4.0K Mar 27 14:29 /home/ proj ect 42/

35.1.2. inode table

The inode table contains al of the inodes and is created when you create the file system
(with mkfs). You can use the df -i command to see how many inodes are used and free on
mounted file systems.

root @hel 53 ~# df -i
Fi | esystem | nodes | Used | Free | Use% Mounted on
/ dev/ mapper / Vol G- oup00- LogVol 00

4947968 115326 4832642 3%/

/ dev/ hdal 26104 45 26059 1% / boot

tnpf s 64417 1 64416 1% / dev/ shm

/ dev/ sdal 262144 2207 259937 1% / hone/ proj ect 42
/ dev/ sdbl 74400 5519 68881 8% / home/ pr oj ect 33
/ dev/ sdb5 0 0 0 - /home/ sal es

/ dev/ sdb6 100744 11 100733 1% / hone/ resear ch

In the df -i screenshot above you can see the inode usage for several mounted file systems.
Y ou don't see numbers for /dev/sdb5 becauseit isafat file system.

35.1.3. inode number

Each inode has a unique number (the inode number). Y ou can see the inode numbers with
thels-li command.

paul @GRHELv4u4: ~/test$ touch filel

paul @RHELv4u4: ~/test$ touch file2

paul @RHELv4u4: ~/test$ touch file3

paul @GRHELv4u4: ~/test$ I's -1li

total 12

817266 -rwrwr-- 1 paul paul O Feb 5 15:38 filel
817267 -rwrwr-- 1 paul paul O Feb 5 15:38 file2
817268 -rwrwr-- 1 paul paul O Feb 5 15:38 file3
paul @RHELv4u4: ~/ t est $

These three files were created one after the other and got three different inodes (the first
column). All the information you see with this Is command resides in the inode, except for
the filename (which is contained in the directory).
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35.1.4. inode and file contents

Let's put some data in one of thefiles.

paul @RHELv4u4: ~/test$ Is -1i

t ot al

817266
817270
817268

paul @GRHELv4u4: ~/test$ cat file2
It is winter nowand it is very cold.

16

STWTIWT--
STWTIWT--
STWTIWT--

1 paul
1 paul
1 paul

paul 0 Feb
paul 92 Feb
paul 0 Feb

5 15:38 filel
5 15:42 file2
5 15:38 file3

We do not like the cold, we prefer hot sumrer nights.
paul @GRHELv4u4: ~/ t est $

The data that is displayed by the cat command is not in the inode, but somewhere else on
the disk. The inode contains a pointer to that data.

35.2. about directories

35.2.1. adirectory is a table

A directory isaspecia kind of file that contains a table which maps filenames to inodes.
Listing our current directory with Is -ali will display the contents of the directory file.

paul @GRHELv4u4: ~/ test $
total 32

817262
800768

817266 -
817270 -

817268

dr wxr wxr - x

STWTWT--

paul @GRHELv4u4: ~/ t est $

35.2.2. . and ..

I's

paul
paul
paul
paul
paul

-al

paul 4096
paul 4096

paul
paul
paul

0
92
0

Feb
Feb
Feb
Feb
Feb

5 15:42 .
5 15:42 ..
5 15:38 filel
5 15:42 file2
5 15:38 file3

Y ou can seefive names, and the mapping to their fiveinodes. Thedot . isamapping to itself,
and the dotdot .. is a mapping to the parent directory. The three other names are mappings
to different inodes.
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35.3. hard links

35.3.1. creating hard links

When we create ahard link to afilewith In, an extraentry isadded in the directory. A new
file name is mapped to an existing inode.

paul @RHELv4u4: ~/test$ In file2 hardlink_to_file2

paul @GRHELv4u4: ~/test$ |s -

total 24

817266 -rwrwr-- 1 paul
817270 -rwrwr-- 2 paul
817268 -rwrwr-- 1 paul
817270 -rwrwr-- 2 paul
paul @GRHELv4u4: ~/test $

paul
paul
paul
paul

0O Feb 5 15:38 filel
92 Feb 5 15:42 file2
0O Feb 5 15:38 file3
92 Feb 5 15:42 hardlink_to file2

Both files have the sameinode, so they will always have the same permissions and the same
owner. Both files will have the same content. Actually, both files are equal now, meaning
you can safely remove the origindl file, the hardlinked file will remain. The inode contains
acounter, counting the number of hard links to itself. When the counter drops to zero, then

theinode is emptied.

35.3.2. finding hard links

Y ou can use the find command to look for files with a certain inode. The screenshot bel ow
shows how to search for al filenames that point to inode 817270. Remember that an inode
number is unique to its partition.

paul @GRHELv4u4: ~/test$ find /

[ horre/ paul /test/fil e2

-inum 817270 2> /dev/ null

/ hone/ paul /test/hardlink_to_file2
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35.4. symbolic links

Symbolic links (sometimes called soft links) do not link to inodes, but create a name to
name mapping. Symbolic links are created with In -s. Asyou can see below, the symbolic
link gets an inode of its own.

paul @RHELv4u4: ~/test$ In -s file2 symink_to_file2

paul @GRHELv4u4: ~/test$ Is -1i
total 32

817273 -rwWrwr-- paul paul 13 Feb 17:06 filel
817270 -rwWrwr-- paul paul 106 Feb 17:04 file2
15:38 file3

817270 -rwWrwr-- paul paul 106 Feb
817267 | rwxr wxr wx paul paul 5 Feb
paul @GRHELv4u4: ~/test $

17: 04 hardlink _to file2
16:55 symink_to file2 -> file2

(62162 I, N, ISy

1
2
817268 -rwrwr-- 1 paul paul 0 Feb
2
1
t

Permissions on a symbolic link have no meaning, since the permissions of the target apply.
Hard links are limited to their own partition (because they point to an inode), symboalic links
can link anywhere (other file systems, even networked).

35.5. removing links

Links can be removed with rm.

paul @ ai ka: ~$ touch data. t xt

paul @ai ka: ~$ In -s data.txt sl_data.txt
paul @ai ka: ~$ I n data.txt hl_data.txt
paul @ai ka: ~$ rm sl _data.txt

paul @ai ka: ~$ rm hl _data. t xt
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35.6. practice : links

1. Create two files named winter.txt and summer.txt, put some text in them.

2. Create a hard link to winter.txt named hlwinter.txt.

3. Display the inode numbers of these threefiles, the hard links should have the same inode.
4. Use the find command to list the two hardlinked files

5. Everything about afileisin the inode, except two things : name them!

6. Create a symbolic link to summer.txt called slsummer.txt.

7. Find al files with inode number 2. What does this information tell you ?

8. Look at the directories /etc/init.d/ /etc/rc2.d/ /etc/rc3.d/ ... do you see the links ?

9. Look in/libwithls-I...

10. Usefind to look inyour homedirectory for regular filesthat do not(!) have one hard link.
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35.7. solution : links

1. Create two files named winter.txt and summer.txt, put some text in them.

echo cold > winter.txt ; echo hot > sumrer.txt

2. Create a hard link to winter.txt named hlwinter.txt.

In winter.txt hlw nter.txt

3. Display the inode numbers of these threefiles, the hard links should have the same inode.

I's -li winter.txt sumrer.txt hlw nter.txt

4. Use the find command to list the two hardlinked files

find . -inumxyz #replace xyz with the inode nunber
5. Everything about afileisin the inode, except two things : name them!
The name of the file isin adirectory, and the contents is somewhere on the disk.

6. Create a symbolic link to summer.txt called slsummer.txt.

In -s sumrer.txt slsunmmer.txt

7. Find all files with inode number 2. What does this information tell you ?

It tells you there is more than one inode table (one for every formatted partition + virtual
file systems)

8. Look at the directories /etc/init.d/ /etc/rc.d/ /etc/rc3.d/ ... do you see the links ?

ls -1 /etc/init.d
Is -1 /etc/rc2.d

Ils -1 /etc/rc3.d
9. Look in/libwithIs-l...
Is -1 /lib

10. Usefind tolook in your homedirectory for regular filesthat do not(!) have one hard link.

find ~! -links 1 -type f
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Appendix A. keyboard settings
A.l. about keyboard layout

Many people (like US-Americans) prefer the default US-gwerty keyboard layout. So when
you are not from the USA and want a local keyboard layout on your system, then the best
practice isto select this keyboard at installation time. Then the keyboard layout will always
be correct. Also, whenever you use ssh to remotely manage a Linux system, your local
keyboard layout will be used, independent of the server keyboard configuration. So you will
not find much information on changing keyboard layout on the fly on linux, because not
many people need it. Below are some tips to help you.

A.2. X Keyboard Layout

This is the relevant portion in /etc/X11/xorg.conf, first for Belgian azerty, then for US-
qwerty.

[ paul GRHEL5 ~]$ grep -i xkb /etc/X11/ xorg. conf
Option "XkbModel " " pcl05"
Option "XkbLayout " "be"

[ paul GRHEL5 ~]1$ grep -i xkb /etc/ X11/ xorg. conf
Option "XkbModel " " pcl05"
Option "XkbLayout " "us"

When in Gnome or KDE or any other graphical environment, look in the graphical menuin
preferences, there will be akeyboard section to choose your layout. Use the graphical menu
instead of editing xorg.conf.

A.3. shell keyboard layout

When in bash, take alook in the /etc/sysconfig/keyboard file. Below a sample US-qwerty
configuration, followed by a Belgian azerty configuration.

[ paul GRHEL5 ~]$ cat /etc/sysconfig/keyboard
KEYBOARDTYPE="pc"
KEYTABLE="us"

[ paul GRHEL5 ~]$ cat /etc/sysconfig/ keyboard
KEYBOARDTYPE=" pc"
KEYTABLE="be- 1 ati nl"

The keymaps themselves can be found in /usr/share/keymaps or /lib/kbd/keymaps.

[ paul @GRHEL5 ~]$ Is -1 /1ib/kbd/ keymaps/
total 52
drwxr-xr-x 2 root root 4096 Apr 1 00: 14 am ga
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Appendix B. hardware

B.1. buses
B.1.1. about buses

Hardware components communicate with the Central Processing Unit or cpu over abus.
The most common buses today are usb, pci, agp, pci-express and pcmcia aka pc-card.
These are all Plag and Play buses.

Older x86 computers often had isa buses, which can be configured using jumpers or dip
switches.

B.1.2. /proc/bus

To list the buses recognised by the Linux kernel on your computer, look at the contents of
the /proc/bug/ directory (screenshot from Ubuntu 7.04 and RHEL 4u4 below).

root @ai ka: ~# |'s /proc/bus/
i nput pccard pci usb

[root @RHEL4b ~]# |s /proc/bus/
i nput pci usb

Can you guess which of these two screenshots was taken on alaptop ?
B.1.3. /usr/shin/lsusb

To list al the usb devices connected to your system, you could read the contents of /proc/
bus/usb/devices (if it exists) or you could use the more readable output of Isusb, which is
executed here on a SPARC system with Ubuntu.

r oot @haka: ~# | susb

Bus 001 Device 002: |D 0430: 0100 Sun M crosystens, Inc. 3-button Muse
Bus 001 Device 003: |D 0430: 0005 Sun M crosystens, Inc. Type 6 Keyboard
Bus 001 Device 001: |D 04b0: 0136 Ni kon Corp. Cool pi x 7900 (storage)

r oot @haka: ~#

B.1.4. /var/lib/usbutils/usb.ids

The /var/lib/usbutils/usb.ids file contains a gzipped list of all known usb devices.

paul @arry: ~$ znore /var/lib/usbutils/usb.ids | head
------ > [var/lib/usbutils/usb.ids <------

# List of USB ID s
#
# Mai ntai ned by Vojtech Pavlik <vojtech@use.cz>
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# If you have any new entries, send themto the maintainer.
# The | atest version can be obtained from

# http://ww.linux-usb.org/usb.ids

#

# $ld: usb.ids,v 1.225 2006/07/13 04: 18: 02 dbrownel |l Exp $

B.1.5. /usr/sbin/lspci

Toget alist of all pci devices connected, you could take alook at /proc/bus/pci or run Ispci

(partial output below).

paul @ ai ka: ~$ | spci

00: 06.

0O FireWre (I EEE 1394): Texas Instrunents TSB43AB22/ A | EEE- 139. ..
00: 08.0 Ethernet controller: Realtek Sem conductor Co., Ltd. RTL-816...
00:09.0 Multinedia controller: Philips Sem conductors SAA7133/ SAA713. ..
00:0a.0 Network controller: RaLi nk RT2500 802.11g Cardbus/ mi ni - PCl
00: 0f .0 RAID bus controller: VIA Technol ogies, Inc. VIA VI6420 SATA ...
00:0f.1 IDE interface: VIA Technol ogies, Inc. VI82C586A/ B/ VT82C686/ A. . .
00:10.0 USB Controller: VIA Technol ogies, Inc. VI82xxxxx UHCI
00:10.1 USB Controller: VIA Technol ogies, Inc. VI82xxxxx UHCI

B.2. interrupts
B.2.1. about interrupts

An interrupt request or IRQ is a request from a device to the CPU. A device raises an
interrupt when it requires the attention of the CPU (could be because the device has data

ready to be read by the CPU).

Since the introduction of pci, irg's can be shared among devices.

Interrupt O is always reserved for the timer, interrupt 1 for the keyboard. IRQ 2 isused as a

channel for IRQ's 8 to 15, and thusis the same as IRQ 9.

B.2.2. [proc/interrupts

Y ou can see alisting of interrupts on your system in/proc/interrupts.

paul @ ai ka: ~$ cat /proc/interrupts

CPUO CPUL
0 1320048 555 | O API C-edge timer
1: 10224 7 10O APl C edge i 8042
75 0 0 10O APIC edge parportO
8: 2 1 10 APl C edge rtc
10: 3062 21 |1 O APIC-fasteoi acpi
12: 131 2 |1 O API C edge i 8042
15: 47073 0 10O APIC edge i del
18: 0 1 10 API C-fast eoi yenta
19: 31056 1 10 API C-f ast eoi li bata, ohci 1394
20: 19042 1 10 API C-fast eoi et hO
21: 44052 1 10 API C-f ast eoi uhci _hcd: usbl, uhci _hcd: usb2, ...
22: 188352 1 10 API C-f ast eoi ra0
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23: 632444 1 10 APIC-fasteoi nvi di a
24: 1585 1 10 API Cfast eoi VI A82XX- MODEM VI A8237
B.2.3. dmesg

Y ou can aso use dmesg to find irg's allocated at boot time.

paul @ ai ka: ~$ dnesg | grep "irq 1[45]"
[ 28.930069] ata3: PATA nmax UDMA/ 133 cnd Ox1fO0 ctl Ox3f6 bmdna 0x2090 irq 14
[ 28.930071] ata4: PATA max UDMA/ 133 cnd 0x170 ctl 0x376 bndma 0x2098 irq 15

B.3.10 ports
B.3.1. about io ports

Communication in the other direction, from CPU to device, happensthrough 1O ports. The
CPU writes data or control codes to the IO port of the device. But thisis not only a one way
communication, the CPU can also use adevice's 10 port to read status information about the
device. Unlike interrupts, ports cannot be shared!

B.3.2. /proc/ioports

Y ou can see alisting of your system's 1O ports via/proc/ioports.

[root @RHEL4b ~]# cat /proc/ioports
0000- 001f : dmal

0020- 0021 : picl
0040-0043 : tinmer0
0050-0053 : tinmerl

0060- 006f : keyboard
0070-0077 : rtc

0080- 008f : dma page reg
00a0-00al : pic2
00c0-00df : dma2

00f 0-00ff : fpu
0170-0177 : idel

02f 8-02ff : serial

B.4. dma
B.4.1. about dma

A devicethat needsalot of data, interrupts and ports can pose a heavy load on the cpu. With
dma or Direct Memory Access a device can gain (temporary) access to a specific range
of the ram memory.

B.4.2. /[proc/dma

Looking at /proc/dma might not give you the information that you want, since it only
contains currently assigned dma channels for isa devices.
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root @ai ka: ~# cat /proc/dma
1: parportO
4: cascade

pci devicesthat are using dmaare not listed in /proc/dma, in this case dmesg can be useful.
The screenshot below shows that during boot the parallel port received dma channel 1, and
the Infrared port received dma channel 3.

root @ai ka: ~# dnmesg | egrep -C 1 'dma 1| dma 3'

[ 20.576000] parport: PnPBICS parport detected.

20.580000] parport0: PC-style at 0x378 (0x778), irq 7, dma 1...
20.764000] irda_init()

21.204000] pnp: Device 00:0b activat ed.
21.204000] nsc_ircc_pnp_probe() : From PnP, found firbase Ox2F8...
21.204000] nsc-ircc, chip->init

—_— e, e




Appendix C. License

GNU Free Docunentation License
Version 1.3, 3 Novenber 2008
Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc.

Everyone is pernitted to copy and distribute verbati mcopies of this
I i cense docunment, but changing it is not all owed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free" in the sense of freedom to
assure everyone the effective freedomto copy and redistribute it,
with or without nodifying it, either commercially or noncomrercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for nodifications made by ot hers.

This License is a kind of "copyleft", which means that derivative
wor ks of the docunent nust thenselves be free in the same sense. It
conmpl ements the GNU General Public License, which is a copyleft

i cense designed for free software.

We have designed this License in order to use it for manuals for free
sof tware, because free software needs free docunentation: a free
program shoul d cone with manual s providing the sane freedons that the
software does. But this License is not linited to software nanuals; it
can be used for any textual work, regardl ess of subject matter or
whether it is published as a printed book. W recommend this License
principally for works whose purpose is instruction or reference.

1. APPLI CABI LITY AND DEFI NI TI ONS

Thi s License applies to any manual or other work, in any medium that
contains a notice placed by the copyright holder saying it can be
distributed under the terns of this License. Such a notice grants a
wor |l d-wi de, royalty-free license, unlinted in duration, to use that
work under the conditions stated herein. The "Docunment", below, refers
to any such manual or work. Any nenber of the public is a |licensee

and is addressed as "you". You accept the license if you copy, nodify
or distribute the work in a way requiring pernission under copyright

| aw.

A "Modified Version" of the Docunent neans any work containing the
Docunment or a portion of it, either copied verbatim or wth
nodi fi cations and/or translated into another |anguage.

A "Secondary Section" is a naned appendi x or a front-matter section of
the Docunment that deals exclusively with the relationship of the
publ i shers or authors of the Docunent to the Docunent's overal

subject (or to related matters) and contains nothing that could fal
directly within that overall subject. (Thus, if the Docunent is in
part a textbook of mathematics, a Secondary Section may not explain
any mat henmatics.) The relationship could be a matter of historica
connection with the subject or with related matters, or of |egal
comerci al, philosophical, ethical or political position regarding

t hem

The "l nvariant Sections" are certain Secondary Sections whose titles
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are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not
all owed to be designated as Invariant. The Document may contain zero
I nvariant Sections. |f the Docunent does not identify any Invariant
Sections then there are none

The "Cover Texts" are certain short passages of text that are |isted,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Docunent is released under this License. A Front-Cover Text may be
at nost 5 words, and a Back-Cover Text nmay be at npbst 25 words.

A "Transparent" copy of the Docunent means a machi ne-readabl e copy,
represented in a fornmat whose specification is available to the
general public, that is suitable for revising the docunent
straightforwardly with generic text editors or (for images conposed of
pi xel s) generic paint prograns or (for draw ngs) sone w dely avail abl e
drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy nade in an otherwi se Transparent file
format whose nmarkup, or absence of markup, has been arranged to thwart
or di scourage subsequent nodification by readers is not Transparent.
An image format is not Transparent if used for any substantial anmount
of text. A copy that is not "Transparent" is called "Qpaque".

Exanpl es of suitable formats for Transparent copies include plain
ASCI | wi thout markup, Texinfo input format, LaTeX input format, SGWL
or XML using a publicly avail abl e DTD, and standard-conformning sinple
HTM., PostScript or PDF designed for hunan nodification. Exanples of
transparent inmage formats include PNG XCF and JPG Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML. or XM. for which the DTD and/ or
processing tools are not generally available, and the
machi ne- generated HTM., Post Script or PDF produced by sone word
processors for output purposes only.

The "Title Page" neans, for a printed book, the title page itself,

pl us such foll ow ng pages as are needed to hold, legibly, the nmaterial
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" neans
the text near the npbst prom nent appearance of the work's title,
precedi ng the begi nning of the body of the text.

The "publisher" means any person or entity that distributes copies of
the Docunent to the public.

A section "Entitled XYZ" neans a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses follow ng
text that translates XYZ in another |anguage. (Here XYZ stands for a
speci fic section nane nmentioned bel ow, such as "Acknow edgenent s"

"Dedi cations", "Endorsenents", or "History".) To "Preserve the Title"
of such a section when you nodify the Docunment nmeans that it remains a
section "Entitled XYZ" according to this definition.

The Docunent nmay include Warranty Disclainmers next to the notice which
states that this License applies to the Docunent. These Warranty

Di sclainers are considered to be included by reference in this

Li cense, but only as regards disclaimng warranti es: any ot her
inmplication that these Warranty Disclainers may have is void and has
no effect on the neaning of this License.

2. VERBATI M COPYI NG

You may copy and distribute the Docurment in any nedium either
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conmercially or nonconmercially, provided that this License, the
copyright notices, and the |license notice saying this License applies
to the Docunent are reproduced in all copies, and that you add no

ot her conditions whatsoever to those of this License. You nay not use
techni cal neasures to obstruct or control the reading or further
copyi ng of the copies you nmake or distribute. However, you nay accept
conpensation in exchange for copies. If you distribute a |arge enough
nunber of copies you nust also follow the conditions in section 3.

You may al so | end copi es, under the sanme conditions stated above, and
you may publicly display copies

3. COPYI NG I N QUANTI TY

If you publish printed copies (or copies in nmedia that comonly have
printed covers) of the Docunent, nunbering nore than 100, and the
Docunent's |icense notice requires Cover Texts, you nust enclose the
copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers nust also clearly and legibly identify you
as the publisher of these copies. The front cover nust present the
full title with all words of the title equally prom nent and visible.
You may add other nmaterial on the covers in addition. Copying with
changes limted to the covers, as long as they preserve the title of
the Docunent and satisfy these conditions, can be treated as verbatim
copying in other respects.

If the required texts for either cover are too volunminous to fit

| egibly, you should put the first ones listed (as nany as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Docunent nunbering
nore than 100, you nust either include a machi ne-readabl e Transparent
copy along with each OQpaque copy, or state in or with each Opaque copy
a conputer-network |ocation fromwhich the general network-using
public has access to downl oad usi ng public-standard network protocols
a conpl ete Transparent copy of the Docunment, free of added materi al

If you use the latter option, you nust take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at |east one year after the last tine you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the
Docunent well before redistributing any | arge nunber of copies, to
give them a chance to provide you with an updated version of the
Docunent .

4. MODI FI CATI ONS

You may copy and distribute a Mdified Version of the Document under
the conditions of sections 2 and 3 above, provided that you rel ease
the Modified Version under precisely this License, with the Mdified
Version filling the role of the Document, thus |icensing distribution
and nodification of the Mdified Version to whoever possesses a copy
of it. In addition, you nmust do these things in the Mdified Version

* A, Use in the Title Page (and on the covers, if any) a title
distinct fromthat of the Docunent, and fromthose of previous
versions (which should, if there were any, be listed in the Hi story
section of the Docunent). You nmay use the sane title as a previous
version if the original publisher of that version gives perm ssion
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* B. List on the Title Page, as authors, one or nbre persons or
entities responsible for authorship of the nodifications in the
Mbdi fi ed Version, together with at |least five of the principal authors
of the Docunment (all of its principal authors, if it has fewer than
five), unless they release you fromthis requirement.

* C. State on the Title page the nane of the publisher of the
Modi fied Version, as the publisher.

* D. Preserve all the copyright notices of the Docunent.

* E. Add an appropriate copyright notice for your nodifications
adj acent to the other copyright notices.

* F. Include, imediately after the copyright notices, a license
notice giving the public perm ssion to use the Mdified Versi on under
the terms of this License, in the formshown in the Addendum bel ow.

* G Preserve in that license notice the full lists of Invariant
Sections and required Cover Texts given in the Docunment's |icense
noti ce.

* H Include an unaltered copy of this License.

* |. Preserve the section Entitled "History", Preserve its Title,
and add to it an itemstating at least the title, year, new authors,
and publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Docunent, create one
stating the title, year, authors, and publisher of the Docunent as
given on its Title Page, then add an item describing the Mdified
Version as stated in the previous sentence.

* J. Preserve the network location, if any, given in the Docunent
for public access to a Transparent copy of the Docunent, and |ikew se
the network | ocations given in the Docunent for previous versions it
was based on. These nmay be placed in the "Hi story" section. You may
omt a network location for a work that was published at |east four
years before the Docunent itself, or if the original publisher of the
version it refers to gives permnission.

* K. For any section Entitled "Acknow edgenments" or "Dedications"
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknow edgements and/ or
dedi cati ons given therein.

* L. Preserve all the Invariant Sections of the Docunent,
unaltered in their text and in their titles. Section nunbers or the
equi val ent are not considered part of the section titles.

* M Delete any section Entitled "Endorsenents". Such a section
may not be included in the Mdified Version.

* N. Do not retitle any existing section to be Entitled
"Endorsenents" or to conflict in title with any Invariant Section.

* O Preserve any Warranty Discl ai ners

If the Moudified Version includes new front-natter sections or

appendi ces that qualify as Secondary Sections and contain no nmateria
copi ed fromthe Docunent, you may at your option designate sone or al
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Mdified Version's |icense notice
These titles nust be distinct fromany other section titles.

You may add a section Entitled "Endorsenments”, provided it contains
not hi ng but endorsenents of your Modified Version by various

parti es—for exanple, statenments of peer review or that the text has
been approved by an organi zation as the authoritative definition of a
st andar d.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the |ist
of Cover Texts in the Mdified Version. Only one passage of

Front - Cover Text and one of Back-Cover Text may be added by (or

t hrough arrangenents made by) any one entity. If the Docunent already
i ncludes a cover text for the same cover, previously added by you or
by arrangenent nade by the same entity you are acting on behal f of,

347



License

you may not add another; but you nay replace the old one, on explicit
perni ssion fromthe previous publisher that added the ol d one.

The author(s) and publisher(s) of the Document do not by this License
give pernmission to use their names for publicity for or to assert or
i mply endorsenent of any Modified Version

5. COVBI Nl NG DOCUMENTS

You may conbine the Docurment with other docunments rel eased under this
Li cense, under the terns defined in section 4 above for nodified
versions, provided that you include in the conmbination all of the
Invari ant Sections of all of the original docunents, unnodified, and
list themall as Invariant Sections of your conbined work inits
Iicense notice, and that you preserve all their Warranty Di scl ai ners.

The conbi ned work need only contain one copy of this License, and

mul tiple identical Invariant Sections may be replaced with a single
copy. If there are nmultiple Invariant Sections with the same nane but
different contents, nake the title of each such section unique by
adding at the end of it, in parentheses, the name of the origina

aut hor or publisher of that section if known, or else a uni que nunber.
Make the sane adjustnment to the section titles in the list of

I nvariant Sections in the |license notice of the conbined work.

In the conbination, you rmust conbi ne any sections Entitled "History"
in the various original docunents, formng one section Entitled

"Hi story"; likew se conbine any sections Entitled "Acknow edgenents"
and any sections Entitled "Dedications". You nust delete all sections
Entitled "Endorsenents"

6. COLLECTI ONS OF DOCUMENTS

You may nmaeke a col |l ection consisting of the Docunent and ot her
docunents rel eased under this License, and replace the individua
copies of this License in the various docunments with a single copy
that is included in the collection, provided that you follow the rules
of this License for verbati mcopying of each of the docunents in al

ot her respects.

You may extract a single document fromsuch a collection, and
distribute it individually under this License, provided you insert a
copy of this License into the extracted docunent, and follow this
License in all other respects regarding verbati m copyi ng of that
docunent .

7. AGGREGATI ON W TH | NDEPENDENT WORKS

A conpil ation of the Docunent or its derivatives with other separate
and i ndependent docunments or works, in or on a volunme of a storage or
distribution medium is called an "aggregate" if the copyright
resulting fromthe conpilation is not used to limt the |egal rights
of the conpilation's users beyond what the individual works pernit.
When the Docunent is included in an aggregate, this License does not
apply to the other works in the aggregate which are not thensel ves
derivative works of the Docunent.

If the Cover Text requirenent of section 3 is applicable to these
copi es of the Docunent, then if the Docunment is |ess than one hal f of
the entire aggregate, the Docunent's Cover Texts nmamy be placed on
covers that bracket the Document within the aggregate, or the

el ectroni c equival ent of covers if the Docunment is in electronic form
O herwi se they nust appear on printed covers that bracket the whole
aggr egat e.
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8. TRANSLATI ON

Transl ation is considered a kind of nodification, so you nmay
distribute translations of the Docunent under the ternms of section 4.
Repl aci ng I nvariant Sections with translations requires specia

perm ssion fromtheir copyright holders, but you may include
translations of sonme or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the |icense notices in the
Docunent, and any Warranty Di sclainers, provided that you al so include
the original English version of this License and the original versions
of those notices and disclainmers. In case of a disagreenent between
the translation and the original version of this License or a notice
or disclaimer, the original version will prevail

If a section in the Docunent is Entitled "Acknow edgenents"

"Dedi cations", or "History", the requirenent (section 4) to Preserve
its Title (section 1) will typically require changing the actua
title.

9. TERM NATI ON

You may not copy, nodify, sublicense, or distribute the Docunment
except as expressly provided under this License. Any attenpt otherw se
to copy, nodify, sublicense, or distribute it is void, and wll
automatically term nate your rights under this License

However, if you cease all violation of this License, then your |icense
froma particular copyright holder is reinstated (a) provisionally,

unl ess and until the copyright holder explicitly and finally

term nates your license, and (b) permanently, if the copyright hol der
fails to notify you of the violation by sonme reasonable nmeans prior to
60 days after the cessation.

Moreover, your license froma particular copyright holder is

rei nstated permanently if the copyright holder notifies you of the
viol ati on by some reasonable nmeans, this is the first time you have
recei ved notice of violation of this License (for any work) fromthat
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice

Term nation of your rights under this section does not terminate the
Iicenses of parties who have received copies or rights fromyou under
this License. If your rights have been termi nated and not pernanently
rei nstated, receipt of a copy of sone or all of the sanme material does
not give you any rights to use it.

10. FUTURE REVI SI ONS OF THI S LI CENSE

The Free Software Foundation nmay publish new, revised versions of the
GNU Free Docunentation License fromtine to time. Such new versions
will be simlar in spirit to the present version, but may differ in
detail to address new probl ens or concerns. See
http://ww. gnu. org/ copyl eft/.

Each version of the License is given a distinguishing version nunber.
I f the Docunent specifies that a particular nunbered version of this
Li cense "or any later version" applies to it, you have the option of
following the terns and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. |If the Docunent does not specify a version
nunber of this License, you nay choose any version ever published (not
as a draft) by the Free Software Foundation. |If the Docunent specifies
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License

that a proxy can deci de which future versions of this License can be
used, that proxy's public statenent of acceptance of a version
permanent |y aut horizes you to choose that version for the Docunent.

11. RELI CENSI NG

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any
World Wde Web server that publishes copyrightable works and al so
provi des prominent facilities for anybody to edit those works. A
public w ki that anybody can edit is an exanple of such a server. A
"Massive Multiauthor Collaboration" (or "MMC') contained in the site
means any set of copyrightable works thus published on the MMC site.

"CC- BY-SA" neans the Creative Commons Attribution-Share Alike 3.0
I'i cense published by Creative Commons Corporation, a not-for-profit
corporation with a principal place of business in San Francisco,
California, as well as future copyleft versions of that |icense
publ i shed by that sane organi zati on.

"I ncorporate” nmeans to publish or republish a Docunent, in whole or in
part, as part of another Docunent.

An MC is "eligible for relicensing" if it is licensed under this
License, and if all works that were first published under this License
sonewhere other than this MMC, and subsequently incorporated in whole
or in part into the MMC, (1) had no cover texts or invariant sections
and (2) were thus incorporated prior to Novenmber 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site
under CC-BY-SA on the sane site at any tinme before August 1, 2009,
provided the MMC is eligible for relicensing.
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Preface

This user guide is meant as an introductory guide for a user
to use a modern personal computer (PC) running the Linux
operating system. The main aim is to provide a self-learning
guide on how to use a modern Linux desktop system. It
assumes that the user has no prior knowledge of Linux or PC
usage.

After going through the guide the reader should be in a
position to start using a Linux desktop for both personal and
office use. In particular she should be able to:

* access the Internet and use the WWW and Internet email
* manipulate and manage files, folders and the file system

e produce and print simple documents and presentation
materials

* advance to become a power user by further self-learning
and exploring

Linux has many distributions and sometimes the programs
or tools used to perform a certain function can vary from
distribution to distribution. This guide tries to be as generic
as possible in the description of the features and

functionalities. However, in
some cases, especially some of the GUI desktop
configuration tools, there is no really independent generic
tool that can be used and each distribution has its own tool.
In such cases, we have tried to illustrate their usage using
Fedora Linux.

This guide was written on a Fedora Linux system and as such
many of the screen shots reflect this. However, this should

not be construed as an endorsement of this distribution of
Linux over the others on the part of the authors.

Nah Soo Hoe and Colin Charles

July 2004



Chapter 1: Getting
Started

In order to start using your system you will usually have to
perform what is known as a user login. This procedure is
necessary to identify yourself to the system. The system
allows multiple users to use it concurrently and so it has to
be able to identify a user in order to grant them the
necessary privileges and rights to use the system and
applications. Each user upon successful login will be
assigned to his home directory (folder).

Some systems may have been set up so that upon power-
on, a default user is logged in automatically. If this is so,
then you will not be presented with a login screen or
prompt as described in the section below. You may skip on
to the section entitled “Basic Navigation using the Mouse
on the Desktop”.

Note:

There is a special user called the root or superuser (this
user is usually created during the system installation)
which has unlimited access and rights to all the system
files and resources. You only need to login as root if certain
system level administrative tasks are to be carried out.
Otherwise there is usually no need for a normal user to
login as root. This is to prevent accidentally damaging the
system by deleting or modifying important system files.

LocaInG IN

Depending on how you have set up your system, you will
either have a graphical login screen or a text-based login
prompt for you to perform the login process.

Welcome

Usemame:

Wed Mar 31, 05:15 PM

Fig. Graphical Login Screen

Fedora Core release 1
Kernel 2.4.22-1 on an i 686

| ocal host | ogi n:

Fig. Text-based Login Prompt

To login, enter the username followed by the ENTER key
and when the password prompt appears, enter the
password followed by the ENTER key.

StARTING THE GRaAPHICAL DESKTOP

If you have logged in from the graphical login screen, the
graphical desktop will be started automatically for you.
The graphical desktop presents a Graphical User Interface
(GUI) for the user to interact with the system and run

applications. If you have used the text-based screen login,
you will have to start the graphical desktop manually by
entering the command st ar t x followed by the ENTER key.

[anita@ocal host anita]$ startx

Fig. Starting the Graphical Desktop

Note:

The graphical desktop that we will be using throughout
most of this guide is called the GNOME Desktop. There is
another desktop environment in popular use on Linux
systems - the KDE Desktop. There is some coverage of
KDE later, comparing the similarities and differences
between GNOME and KDE although we will not be covering
the KDE desktop in detail.

For the rest of this user guide, when we refer to the
graphical desktop or Desktop we shall be talking about the
GNOME Desktop unless stated otherwise.

UsinG THE M ouse oN THE DeskTop

Proper usage of the mouse is essential in order to have a
rewarding and productive experience on the graphical
desktop. Most Linux graphical desktops are designed for
use with a 3-button mouse. If you are using a 2-button
mouse, during installation, it should have been configured
to emulate the middle-button of a 3-button mouse by
pressing both buttons simultaneously.

To click on a mouse the left button is depressed. (A mouse
configured for a left-handed user will will need to have its
right button depressed.) The right (or left button for a left-
handed mouse) and middle buttons are usually used to
invoke special or specific features of the GUI and
instructions to do so will be explicitly given.

The term “clicking on the mouse” means that you click on
the mouse once.

The term “double clicking” means that you click twice in
succession on the mouse.

To “select” an item means clicking it once with the mouse.
The term “drag and drop” means that you will have to click
on an item and while continuing to hold the mouse button

down, drag the item to another place and on reaching its
destination drop it by releasing the mouse button.

Exercises

1. Open the home folder from the Desktop.

2. Close the home folder window by clicking on the close
window button at the top right-hand corner.

3. Right-click on the trash icon, view its properties and
close it back.

4. Move the trash icon to another location on the desktop

by using the mouse to drag it to the new location and
releasing the mouse.

M aiNn ComMPONENTS OF THE DeskToP

The figure below shows a typical view of the graphical
Linux desktop.
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Fig. A Typical Linux Desktop
There are 3 main components on the desktop:

* the Menu System
* the Panel
* the Desktop itself

THeE MENU SysTeEM

The main menu can be accessed by clicking on the Main
Menu button located at the extreme lower left hand corner
of the desktop. This may be portrayed by one of several
icons depending on the desktop environment used.

KU &

S

Clicking on this will bring up the Menu System as shown in
the figure below.

Generic GNOME Main Menu button

Fedora/Red Hat Main Menu button

% Accessories *
@Games * |
@Graphics
‘&j Internet *
@Oﬁice *

Preferences »
E Programming * |
Sound & Video *
4 System Settings  » |
% System Tools * |

@ Help
Home Folder

!ﬁ Network Servers

{Ej Run Application...
@ Search for Files...
[} Open Recent |

@ Lock Screen
Log Out

PR EQ

Fig. The Menu System

From the Menu System you can start many of the
applications installed on your Linux system. Note that the
Menu System consists of a Main Menu panel and sub-menu
panels. Each entry in the Menu System which has an arrow
on its right means that it is an entry point to a sub-menu,
and there can be sub-menus within each sub-menu. In
this way applications in the Menu System can be organised
and categorised for easy reference and access.

To access a the sub-menu associated with a menu entry,
move the mouse and rest it on the menu entry in question
and a sub-menu panel will appear.

[

| % Accessories
@ Games ! L‘_| About Myself
@ Graphics . EJ Accessibility

ﬁ} - | {}!‘E’J Assistive Technology Support

@ Office . Iﬂ Background
By Preferences \Z/ €D Properiles

ﬁ Programming ! uji" File types and programs

Sound & Video
System Settings 1 ® e

% System Tools ) = Keyboard Shortcuts
@ Help [:@ Login Photo

m Home Folder : & Menus & Toolbars
% Network Servers & Mouse

Network Proxy
Run Application... ﬁj

!_ﬁ_?.ﬂ Password
@ Search for Files... '@] Preferred Applications
[~y Open Recent

L :
=
44y Screen Resolution
@ Lock Screen @ Scregnsaver

% Sound
) @% Zp Theme ]I

Iﬁ Windows

usarguida? sy
% More Preferences ¥
1 % Control Center

Font

Fig. Main Menu and Sub-menu

Clicking once on a menu entry will cause an application
associated with it to be launched, i.e. executed.

THeE PaNEL

The long bar across the bottom of the desktop screen is
called the Panel. The Panel contains the Main Menu icon,
the application launcher icons, a notification area and
applets.

Fig. The Panel

Installed by default are several application launcher icons
on the Panel. Clicking on one of these will run an
application.  Commonly accessed applications can be
added to the Panel and those that are less frequently used
can be taken off.

The notification area holds alert icons so that the user can
be alerted to critical messages.

Applets are small applications that run on the Panel. These
usually perform useful and informative tasks like setting
the sound level of the soundcard, monitoring whether the
system software needs an update, etc. By default the
following applets are run.



The Workspace Switcher

The graphical desktop can be regarded as a workspace
drawing an analogy with the working area on a real
physical tabletop. Programs are run, documents displayed
and files opened on the workspace. To cut down on
workspace clutter and to enable the user to organise his
workspace more efficiently, the graphical desktop
environment allows the usage of multiple workspaces.
Each workspace can be considered as a virtual desktop.

Fig. The Workspace Switcher

By default the user has 4 desktop workspace areas to work
on. The workspace switcher represents each workspace as
a small square and shows the applications running in each
of them. To access a workspace click on the square with
the mouse.

The Taskbar

The Taskbar applet is located next to the workspace
switcher and shows the titles of all the running applications
in a virtual desktop (a workspace).

THe DeskTop Space

The Desktop space refers to the rest of the screen. It
contains icons which are graphical representations of short-
cuts to application launchers, file folders, files and
peripheral devices like floppy disks, CD-ROM drives and
printers. Double-clicking on an icon representing an
application will launch or execute the application.
Commonly used applications and/or files/folders are usually
placed on the desktop space.

CD Player
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Fig. The Desktop Space

Using THE WinDow M ANAGER

An interactive application that is run on the graphical
desktop, is usually displayed inside a window. This window
can be accessed and manipulated using the window
manager.

Fig. An Application Window Frame

THE TITLEBAR

When an application is started an application window opens
and a frame (see figure above) is placed around the
window of the application. The top edge of the frame has a
titlebar that contains the title of the application.

The GIMP

Fig. The Window Titlebar

At the left hand corner of the titlebar is the Window Menu
button. Clicking on this button will open up the Window
Menu.

= Minimize Alt+F9
M Maximize Alt+ELO
Roll Up Alt+F12
Mowve Alt+F7
Resize Alt+FE
* Close Alt+F4

Put on All Workspaces

Mowve L Vorkspace 1

Move to Workspace 2
Move to Workspace 3
Move to Waorkspace 4 |

Fig. The Window Menu

You can perform operations such as minimise, (un)
maximise, roll up, move and resize the window from this
menu. At the right edge of the titlebar there are three
buttons which allow you to minimise, (un)maximise and
close the window.

To perform an operation in the Window Menu, open the
menu by clicking on the Window Menu button and then
select the desired operation.

M anitpuLATING THE WINDOW

Some basic instructions to manipulate the windowing
system are given here. More details can be obtained by
running the “Help” application on the Main Menu. After
running the Help application choose:

Desktop --> Windows --> Manipulating Windows
Focus

In order for a window to receive input from the mouse and
the keyboard it has to be the window “in focus”. Only one
window can have focus at a time. Windows that are not in
focus have their titlebars greyed-out. To focus on a
window place the mouse on the titlebar and click on it.
(You can actually click anywhere within the window, but it



is safer to click on the titlebar since there is no possibility of
accidentally clicking on some item selection or functionality
of the application running within the window.) If the
window is not visible you can click on the taskbar on the
Panel at the bottom of the Desktop to bring into focus the
window you want.

Maximise and Minimise

Maximising a window means that the window is expanded
to cover the whole desktop while minimising it means that
the window is taken off the desktop and it appears as an
icon in the taskbar on the Panel.

You can maximise a window which has focused from the
Window Menu or by clicking on the maximise button on the
titlebar. You can similarly minimise the window. If the
window does not have focus bring it into focus first by
clicking on the taskbar on the Panel.

Resize

You can resize a window, i.e. change its size, by placing the
mouse at an edge of the window and then drag the window
to the desired size.

Move

To move a window to another place on the desktop, place

the mouse on the titlebar and drag the window to the
desired location.

Roll Up and Unroll

To roll up a window allows you to “roll up” the window
frame until what can be seen of the window is just the the
titlebar. You can perform this operation from the Window
Menu.

To restore the window back to its original shape, select the
unroll option from the Window Menu.

Close

You can close a window which has focused from the
Window Menu or by clicking on the close window button on
the titlebar. If the window does not have focus bring it into
focus first by clicking on the taskbar on the Panel.

Note: Closing the window will terminate your application.
Move to Workspaces

The Window Menu can be used to move the application

currently opened to another workspace or to all the
workspaces.

Exercises

1. Open your home folder from the Main Menu. Perform
the following operations on the opened window:

*  maximise it
*  minimise it

* resize it
e rollitup
e unroll it

* move it to another position on the Desktop
* place it on workspace 3
* close the window

EnDING THE SESssion

To end this chapter, you can exit your session on the
desktop by performing what is known as a logout.

If you do not want to use the system anymore, you can
turn it off by performing a system shutdown.

L ocout

When you have finished working on the system, you will
need to logout. Logging out will inform the system that
you are no longer using the system's resources. All the
files opened and programs run by you will be closed and/or
stopped unless you have specifically informed the system
to keep them open or running for you.

To logout, at the Main Menu select:
Main Menu --> Logout

and at the dialog window select logout and click OK

@ Are you sure you want to log out?

@) Log out
() Shut down

() Restart the computer

&3 Help

#8 cancel

Fig. Logout Dialog Window

SHuTTING DOWN THE SYsTEM

When you have finished using the computer and want to
power it off, you will have to perform a system shutdown.

Note:

It is very important that a proper system shutdown is
performed. You should not just turn off the power switch
of the computer to shut it down. Failure to observe this
may lead to system software and data corruption and
failure.

To shutdown, at the Main Menu, perform a logout. Then at
the graphical login screen select the “Shut down” option at
the bottom of the screen. Sometimes (depending on the
login screen chosen) the Shutdown option is available as a
sub-option under the Actions option at the bottom of the
screen.

Alternatively on some systems, you may be able to
perform a shut down by performing a log out operation as
described in the previous section but instead of selecting
“Log out”, select the “Shut down” option from the Logout
dialog.



Chapter 2: Using the
Desktop

Basic Desktop CUSTOMISATION

The desktop can be customised to your preferences and
tastes in a variety of ways. Here we will explore some basic
customisations. More details can be obtained by running the
“Help” application on the Main Menu. After running the Help
application choose:

Desktop --> Basic Preferences
Desktop Background
The background image displayed on the desktop can be
changed by running the Background application from the

Main Menu (this is in the Preferences sub-menu).

Main Menu --> Preferences --> Background

To change the background image, click on the square
marked “Select picture”. An image selector dialog is
displayed. Choose an image from the dialog. If you want to
choose an image from another directory, click the Browse
button. When you have chosen an image, click OK.

Background Preferences

Select picture:

Q You can drag image files into the window to set
' the background picture,

Picture options:

Tile Center Scale

Stretch

Mo Picture

Background style:

Fig. Selecting a New Background image

Desktop Themes

The desktop theme specifies the visual appearance of the
panels, applets, and windows. The desktop theme may also
specify the appearance of interface items in applications. For
example, the theme affects the appearance of buttons,
scrollbars, check boxes, and so on in the applications.

The theme used by the Desktop can be changed by running
the Theme application from the Main Menu (this is in the
Preferences sub-menu).

Main Menu --> Preferences --> Theme

An theme selector dialog is displayed. To change the theme,
click on a new theme. The screenshot below shows a sample
of some of the themes which may be available. Note that
the actual themes available can vary from system to system.

Theme Preferences

& Install Theme...

Bluecurve

Red Hat Linux default theme 3§ Theme Details

£ save Theme

Crux
Smooth gradients with teal highlights

Grand Canyon
W Dusty orange appearance

High Contrast

Black-on-white text and icons

e I[=]

This theme does not suggest any particular font or background.

X Close

Fig. Selecting a New Theme
Default Fonts

The default fonts used to display applications and the
desktop background can be changed by running the Fonts
application from the Main Menu (this is in the Preferences
sub-menu).

Main Menu --> Preferences --> Font
A selector dialog for the application, window title, dialog and

terminal fonts are displayed. To change the font for each
category of usage, click on the space listing the font.

Font Preferences

Application font; | Sans 10 |
Desktop font: ‘ Sans 12 ‘
Window title font: | Sans | 10 |
Terminal font: | Monospace | 10 |

Font Rendering

() Monochrome (@) Best shapes

abcfgop AO abcfgop||abcfgop AO abcfgop

() Subpixel smoothing (LCDs)

() Best contrast

abefgop AO abcfgop||abefgop AO abcfgop

&3 Help

Fig. Selecting New Fonts
Menus and Toolbars
The Menus & Toolbars tool is used to customise the
appearance of menus, menubars, and toolbars. Again this
can be run from the Preferences sub-menu in the Main Menu.

Main Menu --> Preferences --> Menus & Toolbars

Experiment on each of the settings to get the ones preferred.



Behavior and Appearance

Show icons in menus

Detachable toolbars

Toolbar button labels: Text below icons ™

Preview

File  Edit

s B d

New Open Save

&3 Help

Fig. Customising Menus and Toolbars

Exercises
Experiment with each of the following desktop preferences:

* background

* themes

* fonts

* menus and toolbars

UsinGg THE DeskToP

The Desktop provides a useful metaphor for a modern office
work environment. So on the Desktop we find that the
applications that we want to run can easily be started or
launched and the information and data that we need can
easily be located.

RuUNNING APPLICATIONS

Applications that we can run from the Desktop are to be
found either from the Main Menu (and sub-menus therein), or
as icons on the Panel and the Desktop itself.

To run an application from the Main Menu, open up the menu
(or sub-menu) and click on the application listed in the menu
bar.

To run an application from the Panel, click once on the icon
representing the application.

To run an application from the Desktop itself, double-click
on the icon representing the application.

Sometimes it is more handy to have the application as an
icon on the Panel or Desktop where you can launch it more
easily by just clicking on it, rather than in the Main Menu,
especially if it is buried deep within several sub-menus. To
achieve this open the Main Menu and select the application
item listed in it by clicking with the right mouse button. Click
on the selection “Add this launcher to panel” and a copy of
the application icon will be placed on the Panel.

To make a copy of this on the Desktop, you can drag the icon
from the Panel over to the Desktop.

To delete an application icon from the Panel right-click on it
and select the “Remove from Panel” option.

To delete an application icon from the Desktop, right-click
on it and select the “Move to Trash” option.

THe PaNEL

The Panel houses many useful utilities called applets.
Applets are small applications that run on the Panel. As
discussed in Chapter One, by default, the taskbar and the
workspace switcher applets are placed and run on the Panel.
Other useful applets that may be placed on the Panel
include:

* clock
» sticky notes
* volume control

Placing an Applet on the Panel

To place an applet on the Panel, move the mouse over to an
empty space on the Panel and right-click it. Select the item
"Add to Panel" and from the sub-menus select the applet to
place on the Panel. For example to place the "sticky notes"
applet, select:

Add to Panel --> Accessories --> Sticky Notes
To prevent accidental removal of an applet, you can lock it
on the Panel by right-clicking on its icon and selecting
"Lock".
Removing an Applet from the Panel
To remove an applet, right-click on the applet icon and select
"Remove from Panel". If the applet is locked, you will have to
unlock it first by right-clicking on the icon and selecting
"Unlock".
Configuring the Panel

To change the properties of the Panel, right-click on the
Panel and select "Properties".

_Panel Properties.

General | Background

Name: _.Emnum Panel |
Orientation: | Bottom =
Size: ;_.48 : pixels
Expand

[ ] Autohide

Show hide buttons

Arrows on hide buttons

%3 Help

.......................................

Fig. General Properties of the Panel

From the general properties menu you can change the
orientation, size and (un)hide the Panel.

From the background properties menu, you can change the
colour of the Panel as well as its visual appearance.

L AUNCHERS

Launchers allow the user a quick way to access specific
resources on the system. For example if a user needs to
access a specific file in one of the folders often, he can
create a launcher to run an application to open the file and
this launcher can be placed it on the Desktop. In this way



the resource (the file) can be accessed very quickly by just
double-clicking on it.

To create a launcher on the Desktop, right-click on an empty
area on the Desktop and select the item "Create Launcher".
Enter the Name and the Command to run and if you want
you can select an icon for it by clicking on the icon button.

Create Launcher

Basic | Advanced

Name: | TV Tuner

Generic name: |

Comment:

Command: Jusribin/xawtv

Type: | Application e |

[ Run in terminal

‘ 38 Cancel H o oK ‘

Fig. Creating a Launcher

ExEercises

1. The Mozilla web browser is a popular web browser
application for Linux systems. It has an easily
recognisable icon — a red dinosaur head.

* Locate the Mozilla application in the Main Menu and place
it on the Panel as well as the Desktop.

* Launch the Mozilla application from:

¢ the Desktop
¢ the Main Menu
¢ the Panel

2. Configure the Panel so that it has the following
properties:

* a background colour of solid blue
* contains the Geyes and Screenshot (locked) applets

3. Create a launcher to run the text editor command "gedit"
on the Desktop. Use an appropriate icon for the text
editor.

SetTinG THE DATE AND TIME

It is important that the date and time are set correctly in
your system. This will make it easier to manage the system
resources and files and also aid in troubleshooting any
problems. To set the date and time, run the Date & Time
application tool from the System Settings sub-menu under
the Main Menu.

Main Menu --> System Settings --> Date & Time

Alternatively you can right-click on the clock (time) applet
display on the Panel and choose “Adjust Date & Time”.

A dialog box asking for the root password will appear if you
are not logged in as root. This is because the system date
and time are important system parameters and so only the
system administrator or root is allowed to do it. After
entering the correct root password, you can change the date
using the displayed calender and the time in the boxes
provided. Select the Time Zone tab and check to see that
the timezone selected is correct. If not, correct it by

selecting the appropriate timezone region. Usually the
system uses the local time, so do not select the “System
clock uses UTC” checkbox.

Date/Time Properties

‘Date Time

(¢  apil » 4 2004 b |
| m - Curment Time :  14:19:35
| Sun Mon Tue Wed Thu Fri Sat
2 3 Hour: |14 =
4 5 6 7 B 9 10

11 12 13 14 15 16 17 Minute : |19
18 19 20 21 22 23 24

25 26 27 28 29 30 Second s | 16 v

Network Time Protocol
Your computer can synchronize its clock with a remote time server
using the Network Time Protocol.

["] Enable Network Time Protocol

Server: | IT|

|‘Qancel|| o oK |

Fig. Setting the Date and Time
Click on the OK button after all is done to enable the new
date and time. You can check for the new date and time by

resting your mouse over the clock (time) applet display on
the Panel at the bottom of the screen.

Exercises
1. Practice setting the date and time.

2. Practice changing the appearance of the desktop clock



Chapter 3: Files and
Folders

THe FiLe SysTtem

One of the most powerful features of a modern computer
system is the ability to store data in a form which can be
easily retrieved and transported or copied across to other
computer systems or media. Data created and accessed by
a user in the computer is stored in what is called a file. This
concept of an electronic file to store electronic data mimics
the physical world usage of a file to store data written on
paper. This mimicry is carried further by the organisation of
these electronic files into electronic folders or directories.
Like a physical folder, an electronic folder can contain very

many files. A folder may also have sub-folders or sub-
directories.

Note:

We shall be wusing the terms folder and directory

interchangeably, unless stated otherwise.

folder

sub-folder file

file  file

Fig. The Hierarchical File System

Files and folders can be created, copied, moved (i.e.
transferred) and deleted. The folders themselves are
organised in a hierarchical manner starting at the root of the
file system. Each user is given a home directory and upon
logging in, the user is placed in his home directory.

OwNERsHIPS AND PERMISSIONS

As the system is set up to handle multiple users
concurrently, it needs to have in place mechanisms with
which it can control the security and privacy of the file
system. It needs to be able to control access to the file
system resources for each individual user. In addition it also
has to be able to control access at a group level i.e. users
who belong to the same group can be given certain
privileges with respect to the file system operations. To be
able to perform these features, associated with each file or
folder are the categories:

* owner
* group
* others

and the file permissions:

* read(r)
e write (w)
e execute (x)

and the directory permissions:

* read(r)
¢ write (w)
e access (x)

Associated with a file are the categories owner, group and
others and the permissions which these have on the file.
The userid of the user who creates a file by default becomes

the owner of the file. Userids on the system are assigned to
one or more groups. When a userid is created on the
system, a group which has the same name as the userid is
also created and the new userid belongs to this group. By
default this group (which has the same name as the file
owner) is associated with the file. All of the other userids on
the system which are not the owner of the file or belong to
the group associated with the file, are placed in the category
others .

By default the owner has read and write permission for a
non-executable file and read,write and execute permission
for an executable file. The group associated with the file has
read permission for a non-executable file and read, execute
rights for an executable file. The others group has read only
permission for non-executable file and read, execute rights
for an executable file.

The rights and ownership concepts described above apply to
directories too. However since a directory cannot be
executed, access rights is substituted for execution rights.
Access to a directory means that the userid with the
appropriate permission can descend into the directory (i.e.
change directory to it).

The File Manager application described below may be used
to view and modify the ownership and permissions of a file or
folder. Only the owner of a file/folder can change its
permissions and only the superuser or root can change the
ownership of a file/folder.

UsinGg THE FiLE M ANAGER

As it is possible for a user to create and store hundreds and
thousands of files and folders, a File Manager is needed to
assist the user to manage and manipulate these files and
the file system on which it resides.

In this section a brief description of the File Manager and
how to use it is given. For more details you should consult
the “Help” application on the Main Menu. From the Help
application choose:

Desktop --> Nautilus File Manager

To start using the File Manager double-click on the home
directory icon on the desktop. (This may be named

“username's Home"” where username is the username of the
user currently logged in.)

aa] . nsh :

File Edit View Go Bookmarks Help
4 . . A g @
Back Forward Up Stop Reload Home

Location; |/home/nsh

aume

Ir_,-"' g

| B
cmc

[ SFilesysten backup
b floppy e

r 7 &

debian Desktop
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| =

[+]
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Fig. The File Manager

By default, the File Manager window consists of a side pane
and a main view pane. At the top of the window just under
the window titlebar, are the menu bar and the location bar.

The view pane displays the files and folders contained in the
current directory that the user is in. These can be displayed



as icons (default) or changed to display them as a listing of
filenames.

The side pane contains an icon that represents the current
file or current folder. The side pane also contains information
about the current file or current folder. A hierarchical (tree)
view of the file system on the computer can be obtained
from the side pane. By navigating through this, you can

access files and folders outside your home directory
(provided of course that you have the permission to do so).

&= i evolution
File Edit View Go Bookmarks Help
4. b 40 8 @
Back Forward Up Stop Reload Home
Location: |/home/nsh/evolution €, 100% €
Tree ~ x — 3
2 '3 Home Folder ! U
b [ Desktop cache config
e
b [cache lf_ @
» gj(unﬂg local meta
[ ,j‘ local 1
b 2 meta (= D
= I s
I L views
> B3 pegemilang views addressbim—scurces.
b [ peg-kb
I : screenshots D [a
» Eitmp J,_ |
& M tonls camel-cen.db gtkrc-mail-fonts E

Fig. The Side Pane with a Tree View of Folders

AccessING FiLEs AND PRoGRAMS

From the view pane of the File Manager, you can open files
as well as run (launch) executable programs by double-
clicking on the icon representing them.

Creating New Folders

To create a new folder under the folder you are currently in,
move the mouse to the menu bar at the top (just beneath
the titlebar of the window) and click on File and then click on
Create Folder. A new folder will appear on the view pane and
you will have to type in the name of the new folder.

Copy Files and Folders

To copy a file, click on the file in the view pane to select it.
Then select from the menu bar at the top,

Edit --> Copy File

Next open up the folder in which you want to copy the file to
and then select from the menu bar at the top,

Edit --> Paste Files

Another way to copy a file is to right click on the file icon and
then select “Copy File”. Then navigate to the icon of the
folder where you want the copy to be placed in and then
right click on the folder icon and select “Paste Files into
Folder”.

The procedures above can be done with folders too.
To copy more than one file or folder at a time, select multiple

files/folders by holding down the CTRL key while clicking on
the files or folders.

Moving Files and Folders

Moving a file or folder is different from copying in that a copy
of the file/folder is not made, i.e. only one copy of the
file/folder exists, and the file/folder is transferred from one
folder to another.

To move a file, click on the file in the view pane to select it.
Then select from the menu bar at the top,

Edit --> Cut File

Next open up the folder in which you want to move the file to
and then select from the menu bar at the top,

Edit --> Paste Files

Another way of moving a file is to drag and drop the file into
the destination folder.

The procedures above can be done with folders too.

To move more than one file or folder at a time, select
multiple files/folders by holding down the CTRL key while
clicking on the files or folders.

Renaming Files and Folders

To rename a file, click on the file in the view pane to select it.
Then select from the menu bar at the top,

Edit --> Rename
and then type in the new name.

Alternately you can also right-click on the file and then select
“Rename” .

The procedures above can be done with folders too.
Deleting Files and Folders

To delete a file, click on the file in the view pane to select it.
Then select from the menu bar at the top,

Edit --> Move to Trash

Alternately you can select the file and then use the DELETE
key on the keyboard to delete the file. This has the same
effect as above of moving the file to the Trash folder.

It is still possible to salvage a deleted file from the Trash. To
do this double-click on the Trash icon on the desktop to open
up the Trash folder. Then you can move the file you want to
salvage to the desired folder. Note that if you delete the file
from the Trash then it cannot be recovered anymore.

The procedures above can be done with folders too.

To delete more than one file or folder at a time, select
multiple files/folders by holding down the CTRL key while
clicking on the files or folders.

Viewing and Modifying the Permissions of a
File or Folder

To view the owner and group of a file/folder and/or to modify
its permission settings, select the file/folder and select from
the menu bar at the top,

File --> Properties
Click on the Permissions tab. The owner and group of the

file/folder are displayed as well as the associated
permissions.



im:-ports.himl Properties

Basic |Emblems | Permissions |N0'ses|

File owner: nsh

File group:

Owner: Read Write [ | Execute
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Fig. Ownership and Permission Properties of a File

To change the permissions, modify the check boxes
accordingly to the new permissions desired. Click on Close
to apply the changes.

Note:

It is recommended that you do not modify the default
file/folder permission settings unless you know what you are
doing. This is to minimise the risk of compromising the
security of the files and folders.

THe TrasH Can

The trash can icon on the desktop contains files and folders
which you have deleted using the File Manager or an
application run from the desktop. As noted above it is a
special folder in which in is still possible to move back the
deleted items to another folder so as to “undelete” them.
However over time, the trash folder will be filled up as many
files and folders get deleted through usage. So it is a good
idea to periodically empty or delete the items found in the
trash.

To empty the trash, right-click on the trash icon and select
“Empty Trash”. Otherwise you can open the trash by
double-clicking on it and then select to delete all the items in
the trash folder using the File Manager functions described
above.

ExErcises
1. Use the File Manager to perform the following:

e Create a new folder called testdir under the home
directory

* Copy the following files into the folder testdir:

* /etc/services, /etc/hosts

* Access the testdir folder:

* Open the two files there to view their contents, then
close them

* Rename the file hosts to hosts.backup and services to
services.copy

* Move the file hosts.backup to the /usr/tmp directory

* Delete the file services.copy

* Move up to the home directory

* Delete the folder testdir

* Launch the application xeyes found in the folder /usr/X11
Ré/bin

2. Check the trash can and restore the deleted file(s) there

Using A TexT EbiTor

Very often it is necessary to use the computer to input some
text or to modify the data in a text file. While a full-fledged
word processor like OpenOffice.org's Writer may be used, it
can be an overkill since the sophisticated features and
formatting available with a word processor are not needed in
many cases. A text editor can be used instead. The Linux
system comes installed with many text editors. In this
section we shall be looking at how to use a text editor which
comes with the GNOME Desktop - gedit.

Note:

A text file here refers to a a file which contains pure text
printing characters only. Some types of files e.g. those created
by a word processor, while appearing to be text-only actually
contain other non-printing characters and hence are not pure-
text files.

Starting Gedit

Gedit may be started from the Main Menu,

Main Menu --> Accessories --> Text Editor

d) - gedit

File Edit View Search Tools Documents Help

BE.8 & % ¢ 0P QB Y

New Open Save Print Undo Redo Cut Copy Paste Find Replace

Untitled 1* %

After gedit has started, you can immediately
type in text into the main edit window. The
mouse is also used extensively in gedit, to move
around the document as well as to perform
editing functions.

Inputing Text

Text can be entered by simply typing into the
main gedit window. By default the text will
wrap to the next line when it reaches the border
of the editing window.

Ln 6, Col 1 INS

Fig The Gedit Text Editor

After gedit has started, you can immediately type in text into
the main edit window. The mouse is also used extensively in
gedit, to move around the document as well as to perform
editing functions.

Inputing Text

Text can be entered by simply typing into the main gedit
window. By default the text will wrap to the next line when it
reaches the border of the editing window.

Marking Text

The mouse may be used to mark a block of text by clicking
on the beginning of the block and dragging the mouse to the
end of the block before releasing it.

Deleting Text

Text can be deleted one character at a time by moving the
mouse to the character in question and using the DELETE
and BACKSPACE keys in the normal fashion.

If there is a lot of text to be deleted, a more efficient way to
delete text is to mark it first and then press the DELETE key
on the keyboard.



Copy, Cut and Paste

Text can be edited by marking it first and then selecting Cut,
or Copy from the buttons at the top. "Cutting" will result in
the marked text being copied into a storage buffer and then
deleted from the editing window, while "Copying" will result
in just a copy of the text being copied into the storage buffer
without the deletion of the original text. The text cut/copied
in this way can then be pasted into another part of the
document by moving the mouse to the desired location and
selecting the Paste button at the top.

Another way of invoking these functions is to click on the
Edit option on the top menu bar and selecting the desired
function, e.g.

Edit --> Cut

Edit --> Copy

Edit --> Paste
Undo
After performing an editing function, e.g. deleting a block of
text, you can undo the action by clicking on the Undo button
at the top. The Undo function can also be invoked using the
Edit menu selection at the top.
Saving Text

The text typed in can be saved by clicking on the File option
on the main menu bar at the top and selecting,

File --> Save As ...

Move to the folder you want to save the file in and enter the
name of the file to save.

Find and Replace

The Find button can be used to locate a text string. By
default this search is not case sensitive and will also locate
the text if it is part of a word. These default options can be
changed from the Find dialog.

The Replace button can be used to locate a text string and
replacing it with another. Again the default options of non-
case sensitive and matching part of a word can be changed.

The Find and Replace functions can also be performed using
the Search menu selection at the top.

Opening A File

You can edit a text document already saved on the system
by opening it. From the main menu at the top choose,

File --> Open
and select the file to open.
Preferences
Preferences can be set from the Preferences menu selection,
Edit --> Preferences
The Preferences you can set include the font, colour and
point size to be used, tab spacing, autowrapping, and
autoindenting.

Help

More information on how to use gedit can be obtained by
selecting Help from the menu at the top.

Exercises

1. Use the gedit text editor to type in the first page of this
guide. Save the documentin a file on your home folder.

2. Open the saved file and edit it by:

deleting the second paragraph on page one

adding the statement “End of Chapter” to the last
page

save the edited document as a new file



Chapter 4: Using
Common Mass Storage
Peripherals

Besides the main components which make up the modern
PC, there are many optional peripherals which can be
attached to it and when these are properly utilised they can
contribute to make the computing environment and
experience more convenient, productive and pleasant. The
more common peripherals include:

e printer
* scanner
* mass storage devices

In this chapter we shall be looking at how to access and use
the common peripheral mass storage devices,

* floppy disk drive

¢ CD-ROM drive

* USB mass storage device
e CD-RW drive

Setting up and using a printer and scanner will be covered in
the next chapter.

Note:

The method for accessing the mass storage peripherals
described below are based on GNOME version 2.4. A new
version of GNOME, version 2.6, came out while this guide is
being written. In GNOME 2.6 the right-clicking on the Desktop
and selecting Disks method has been deprecated. The new
method is to use the Computer icon located on the Desktop.
Double-click on the Computer icon, and it will display all the
system devices as well as the filesystem.

e | Computer o
File Edit wiew Places Help

[ —

= = =
i
Floppy CD-ROM GNOME Home
[
= %
Filesystem Metwork

Computer | 5 items

Fig. Accessing System Devices and Filesystem in
GNOME 2.6

THe FLoppy Disk DrivE

While most of the work is done using the hard disk or drive
and system and user data are stored on the hard drive,
sometimes you may want to transfer or copy files to another
PC. One convenient way to perform this provided that the
file sizes are not too large is to use a floppy disk or diskette.
Diskettes are very useful as a portable storage medium for
small files.

Mounting and Using the Diskette

Before a diskette can be used, you have to perform an
operation called “mounting” the diskette. This is to let the
system know that you are going to use and access the
diskette in the floppy drive.

To mount a diskette, move the mouse to an empty area on
the Desktop and right-click it. From the pop-up menu select,

Disks --> Floppy

Open New Window
Open Terminal
Create Folder

Create Launcher

Clean Up by Name

Keep Aligned
ﬁ Paste Files
[ pisk : '
[ oses o

Use Default Background CD-ROM

Change Desktop Background, ush

Fig. Mounting a Floppy

(Under the new version of GNOME, disk access is done by
right-clicking on the Computer icon on the desktop and
selecting Floppy. See the Note at the top of this chapter.)

This will mount the floppy and add a floppy icon on the
desktop. Double-clicking on this will list out the files and
folders in the floppy under the File Manager.

Once you have successfully mounted the diskette and listed
out its directory contents under the File Manager, you can
treat it like another folder to read and write files and folders.
However, you have to bear in mind some differences
between the floppy diskette folder and the normal folder you
have been working with.

The diskette has a very low storage capacity compared with
the hard disk; a floppy diskette typically will have about 1.44
MB of storage capacity only. In contrast a hard disk will have
at least a few hundred MB of storage capacity at the
minimum!

If the write-protect tab on the diskette is enabled, then the
diskette can be used for reading only, i.e. you can read the
contents of the files on it only. You cannot write to the files,
and so you cannot modify and/or create new files or folders.

After using the diskette, you will need to unmount it before
you take off the diskette from the floppy drive. To unmount
the diskette, right-click on the floppy icon on the desktop and
select “Eject”. This will unmount the diskette and the floppy
icon will disappear from the Desktop. Once this has
happened, you can safely remove the diskette from the
floppy drive.

Note:

It is important that you unmount the diskette before removing
it from the floppy drive, especially if it has been mounted for
writing. Failure to do so may result in incomplete data being
written to the diskette and corruption of the file system on the
diskette.

Formatting the Diskette

Before a diskette can be used it has to be “formatted” first.
This will create the directory structures and other
information needed for the system to keep track of where the
data is stored on the diskette. You need to format a diskette
once only. You can subsequently format it again after using
it for some time but re-formating will result in the loss of the
original contents of the diskette.

To format a diskette, you can use the floppy formatter
selection from the Main Menu.

Main Menu --> System Tools --> Floppy Formatter



Floppy Formatter

Physical Settings

dev/fd0

Floppy device:

Floppy density: | High Density 3.5" (1.44MB) - |
Filesystem Settings
File system type: | DOS (FAT) i |

Volume name:

Formatting Mode

() Quick (only creates the filesystem)
() Standard (adds a low-level format to the quick mode)

(@) Thorough (adds a bad blocks check to the standard mode)

Fig. Floppy Formatter Dialog

| X Close | | [ Format |

Choose the default floppy density of 1.44 MB and the DOS
(FAT) file system type. This will enable the diskette to be
read on almost all commonly used operating systems
including Microsoft Windows.

Exercises

1. Format a floppy diskette, mount it for read-write and copy
the following files/folders found in the /etc directory to it:
hosts, termcap, motd and rc.d.

2. Unmount the diskette, mount it again and copy its entire
contents to the folder tmp in your home directory (create
this folder if it is not there). Unmount the diskette after
the copying.

TrHe CD-ROM Drive

Nowadays the CD-ROM is widely used as a means to store
and distribute data and information. A typical 5.25” CD-ROM
can store up to 700 MB of data. It is thus ideal as a medium
for distributing large files, multimedia games and software
packages.

By default when a CD-ROM is placed in the drive it is
automatically mounted and the File Manager will open it to
display its directory contents. If it is not automounted, then
it can be mounted by moving the mouse to an empty area on
the Desktop and right-click it. From the pop-up menu select,

Disks --> CD-ROM

(Under the new version of GNOME, disk access is done by
right-clicking on the Computer icon on the desktop and
selecting CD-ROM. See the Note at the top of this chapter.)

This will mount the CD and add a CD icon on the desktop.
Double-clicking on this will list out the files and folders in the
CD-ROM under the File Manager. The File Manager can then
be used to access the files and folders on the CD. Since the
CD-ROM is a read-only medium, you can only read the
contents of the CD and not write to it.

After using the CD, you will need to unmount it before you
take it off the CD-ROM drive. To unmount the CD, right-click
on the CD icon on the desktop and select “Eject”. This will
unmount the CD and the CD icon will disappear from the
desktop.

THe USB M ass Storace Device

Another popular portable storage medium is the USB mass
storage device (sometimes also known as a thumb drive).
Like the floppy diskette you can read and write to a thumb
drive but it has the advantage of storing much more data
than a diskette. Thumb drive devices of capacities 32 MB,
64, 128 MB etc. are common.

To access the thumb drive, place it in the USB slot (port)
provided and move the mouse to an empty area on the
desktop and right-click it. From the pop-up menu select,

Disks --> usb

Note:

This assumes that the system you are using has been set up
with the name of “usb” for the thumb drive; it can be another
name (customisable).

Under GNOME 2.6 (see the Note at the beginning of this
chapter) the thumb drive is accessed by double-clicking on the
Computer icon on the Desktop, and is refered to by the name
“Flash”,

Computer --> Flash

This will mount the USB thumb drive and add a thumb drive
icon on the desktop. Double-clicking on this will list out the
files and folders in the thumb drive under the File Manager.
You can then treat it like another folder to read and write
files and folders.

After finishing with the thumb drive, you will need to
unmount it by right-clicking on the thumb drive icon on the
desktop and selecting “Unmount Volume”, before removing
it from the USB port.

THe CD-RW Drive

While the CD-ROM drive is very useful as a portable storage
medium due to its high capacity and low cost, it suffers from
the disadvantage that it is a read-only medium.

To overcome this, many PCs are sold nowadays with drives
which enable you to record data onto CD-R (CD recordable)
and CD-RW (CD rewritable) disks. The former refers to a CD
medium which allows you to record to it only once, while
with a CD-RW disk it is possible to rewrite data to it multiple
times.

Note:

While a CD-RW drive supports both CR-R and CD-RW
functionalities, the CD medium that you utilise determines
whether you can write data to it only once (CR-R) or multiple
times (CD-RW). So it is important that you buy the correct
medium type for the function that you want.

CD-CRreaTOR

The File Manager has a facility which enables a user to copy
files and folders very easily to a CD-RW drive. To use this
feature, start the File Manager and from the menu bar at the
top select,

Go --> CD Creator

and the CD Creator window will be displayed. The files and
folders which are to be copied (burned) onto the CD-R(W)
disk are to be placed here in this window. To do this, open
up another window on the File Manager,

File --> Open New Window

In the new File Manager window, select the files and folders
you want and drag and drop them into the CD Creator
window. After you have finished selecting and dropping all
the files and folders you want, go to the Cd Creator window
and click on the "Write to CD" button at the top. A dialog
box will open up and from here you can choose the writing
speed, the CD name and other options. The default settings
may be used if you do not know what to fill in here.



To start the burning, click on the "Write files to CD" button in I GnomeToaster Preferences - -
the dialog box. A status window showing the status of the Common \SOSEEU|CD Digital Aud\U‘Flletypes CDROM and Recorder Setup _
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While the CD Creator application described above is very
convenient and easy to use, its functionality is mainly limited
to the copying of files/folders to a CD-R(W). A more versatile
CD burning application is GnomeToaster. To start it select,
Main Menu --> System Tools --> More System Tools
--> CD Writer
[ I7]
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E‘ESZXMax"VES o i e Fig GnomeToaster CDROM and Recorder Setup
CB5110 Combo dey <DIR=> 118.784
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H homs DR 4095 | The CD-ROM drive should now be visible in the CDROM drives
i it i tree listing panel. You can now use it as a source of data for
lostsfound <DlR> 16,354 burning.
misc <DIR=> 4.096
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T [ [ ez Clicking on Internal Structures will display the “GnomeToaster-
| Filesystem” on the right panel.
Bottom Window
Writing data to the CD-R(W) involves selecting the data from
the data sources window described above and dragging and
[Fillstate 0 1B/ 746 MB (0 % , 0:00/74:00 Minutes ) | e dropping them into the bottom window panel. The bottom

Fig GnomeToaster
Top Window - Data Sources

The GnomeToaster window has 2 main window sections. The
top window shows a list of data sources - Unix Tree, Internal
Structure and CDROM drives. The data sources are the
sources for the data to be copied and burned into the CD-R
(W).

The Unix Tree represents the file system on the computer.
Clicking on the + icon of the tree will expand it to display the
file system, i.e. the hierarchical tree structure comprising
files and directories (folders). Clicking on a directory will
cause the files in the directory to be displayed on the right
panel of the top window.

Clicking on CDROM drives will expand into a listing of the CD-
ROM drives present in the system and clicking on one of the
drives will display the tracks in it on the right panel.

Note:

If you have a CD-ROM drive and it is not displayed on the
GnomeToaster CDROM drives listing, you may have to
physically enter your CD-ROM drive device information into the
GnomeToaster configuration setup so that the application can
recognise it. To perform this, click on the Preferences button
at the top and select “CDROM and Recorder Setup”. Click on
the Add button at the bottom to display the setup window.
Enter the CD-ROM drive data for your system. For the model
and manufacturer, you can enter the information marked on
your CD-ROM drive or if you do not know what they are, you
can just enter any meaningful text description. The Device File
entry will probably be “/dev/cdrom” while the Mountpoint
entry is usually “/mnt/cdrom”. For the Scsi ID use the default
value of “0,0”. Ensure that the boxes entitled “This Drive is a
CD writer” and “Use SCSI Interface for DAE” are not marked.
Click on OK to apply the settings and click on OK again to exit
the “CDROM and Recorder Setup” window.

window has three possible selections — the virtual filesystem,
the track editor and the recorder settings. Each of these can
be selected by clicking on the icons in the left panel of the
bottom window.

The virtual filesystem represents a view of the filesystem
setup in a track of the CD-R(W) to be written to later. Note
that this is not part of the actual filesystem on your
computer and so manipulating the files here will not affect
the ones in the computer filesystem. The virtual filesystem
can be managed and edited by right-clicking the mouse .

The track editor shows you the tracks that you have selected
to be burned to the CD-R(W). You can edit them using the
track editor by right-clicking the mouse before committing
them to be burned.

The recorder settings view enables you to change from the
default, the various parameters for recording, e.g. recording
speed etc.

FillstateStatus

At the bottom of the GnomeToaster window is the Fillstate
status panel. This shows you the current space that will be
taken up by the selected tracks as a percentage of the space
available on the CD-R(W). This space utilisation is also
displayed in megabyte (MB) units as well as the audio
playing time.

Duplicating CDs

It is easy to make a duplicate of a CD using GnomeToaster.
The source CD should be placed into the CD drive and the
drive selected in the data source top window. The tracks in
the source CD will be displayed in the right window panel.
Select the tracks you want (or all of it if you are duplicating
the CD) and drag them into the tracklist panel in the bottom
window. The tracklist panel is displayed in the bottom
window right panel when the trackeditor is selected for the
bottom window.

After you have selected all the tracks you want, you should
select the recorder settings parameters. This is done by
clicking on the recorder settings button in the bottom
window left panel. Usually you need to change only the
recording speed to one which can be adequately supported



by your drive. The Multisession box should usually be off
while the Fixate box turned on.

To start the actual recording (burning) of the CD click on the
Record button at the top of the GnomeToaster window.

Creating a Data CD

This section will discuss how you can copy files and folders
from the mounted filesystem and record them into a CD-R
(W). Select the files and folders you want to copy from the
Unix Tree in the Data Source window at the top and drag
them into the virtual filesystem right panel in the bottom
window (the virtual filesystem will have to be selected first in
the bottom window). The files and folders in the virtual
filesystem can be edited by right-clicking on the mouse. You
can create, delete and rename files and directories (folders).
You can also provide your own volume name to the data
track's volume id (default name is CDROM) by selecting the
root entry in the filesystem 's editor left panel and right-
clicking it. Select the “Rename VOLUME/Directory” option
and choose a new name for the volume.

After you have selected all the files you want, you should
select the recorder settings parameters as above and then
start the recording.

Writing ISO Images

It is possible to copy and store all of the data on a CD in the
form of what is known as an ISO image file format. If this ISO
image file is then written to a CD, the new CD will be a
duplicate of the original one from which the ISO image was
created. This provides a convenient way of duplicating a
data CD if you can copy or download the ISO image file from
another source to the filesystem on your computer.

To write ISO images to a CD-R(W), select the ISO image file
from the Unix Tree filesystem data source window and drag
it into the tracklist panel window in the bottom window. After
that ensure that the recording settings are correct and click
on the record button at the top to start the burning.

Help

There are many more options and features which
GnomeToaster have, e.g. multisession burning, mixing audio
and digital data, working with CD-RW media etc. The
GnomeToaster documentation should be consulted for these
more advanced features. The GnomeToaster User's Guide
may be obtained from:

http://gnometoaster.rulez.org



Chapter 5: Using the
Printer and Scanner

While the holy grail of office computing may well be the
paperless office, for many users, it is often desirable and
indeed sometimes necessary to be able to put on hard copy
the information available on the computer. The printer
allows you to do that. The printer is essentially an output
device with which you are able to output text and graphics
onto paper from digital data stored on the computer. To
complement this, the scanner is an input device with which
you can transfer text and graphics from paper to the
computer and stored in the form of digital data which can
then be further manipulated by other software applications.

THE PRINTER

PrinTER SeTUP AND CONFIGURATION

If you have a printer attached to your system you will need
to configure and set it up before you can use it properly. To
do this, click on the Print Manager icon on the Panel

Note:
To enable the system to detect your printer properly, you
should turn on the printer before trying to configure it.

When you are prompted to run the printer configuration tool
select OK. You will then need to enter the root password
since you are now attempting to set and change some
system parameters and configuration. At the printer
configuration screen click on the New button to add and
configure a new printer.

: Action Test Help

y i <
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New Edit Delete Default Apply

Queue name ¥ |Default |Description

Fig. Printer Configuration

The Add new print queue screen will be displayed. Select
Forward.

Adda new print queuge

Please enter a name for this queue. Choose a short
name that begins with a letter and contains no spaces.

-
Name: | printerl !

About
If you like, you can enter a description of the printer
to help you identify it more easily.

Short description: |La5er printe |

‘ 8 cancel ‘ ‘ < Back ‘ ‘ onrward‘

Fig. Print Queue

Fill in the details for the print queue. Enter a unique name for
the printer in the Name field. This name must begin with a

letter and cannot contain spaces. You may also want to
enter a brief description of the printer. Enter Forward to go
to the next screen.

Add{a new print queug

Select a queue type: | Locally-connected s |

@ Rescan devices | @ Custom device ‘

‘ 8 cancel H <@ Back H bEcrward‘

Fig. Queue Type

Select locally-connected for the queue type. Select the
printer device by clicking on the device displayed on the
screen. If no device is shown click on Rescan device button
for the system to check for the availability of the printer
device.

Note:
For a parallel printer the device name is usually /dev/Ip0 and
for a USB printer the name is usually /dev/usb/IpO0.

Select Forward to go to the Printer model screen.

Select the printer manufacturer and model.

| HP

Lasci et 4ot

Laser et 55i/55i Mx/55i Mopier
Laser]et 6L

LaserJet 6L/6L Gold

‘ # cancel H < Back H bEcrward‘

Fig. Printer Model Selection

The model of the printer should have been auto detected by
the system. Ifitis not, click on the pull-down menu to select
the manufacturer and the model of the printer. Click on
Forward to go to the next screen.

Add[a new print queug

Finish, and create the new print queue

About to create the following queue:

Type: Local Printer Device
Device: /dev/lp0
Printer. HF Laser et 6L

& Help

‘ #8 cancel H <@ Back H Finish ‘

Fig. Finish and Create New Print Queue



Confirm that the printer information displayed on the screen
is correct. If so click on the Finish button, otherwise click on
the Back button to go back and make further changes.

After clicking Finish you will be asked whether you want to
print a test page. Ensure that the printer is connected and
online and answer yes to it. Check to see if the test page is
printed properly. Ifitis, click on the Apply button in the
Printer configuration screen to add this printer to the system.

After setting up the printer you can delete it or edit its
properties anytime by clicking on the Print Manager icon on
the Panel. The Print Manager screen will be displayed.

GNOME Print Manage: [ENEIEY

Printer Edit View Help

1 Printer

., i

Fig. Print Manager

Right click on the printer in question and select Properties.
Select the print queue in question and click on the Edit
button to make changes or the Delete button to remove it
from the system.

Note:

If you delete all the print queues associated with a printer , the
printer itself will be deleted from the system too and you will
have to set up a new printer again in order to print.

M anaGING PRINT JoBS

When you send something for printing from your application,
the data to be printed is stored in the print spooler area and
a print job is added to the print spooler queue. In this way
many printing jobs can be carried out without waiting for the
printer to finish printing a job first before accepting another
printing job. The Print Manager is used for managing the
print jobs associated with a given printer.

The Print Manager can be utilised to check on the status of
the printing jobs that you have submitted to the printer and
to cancel jobs still in the queue if you need to. To do this,
launch the Print Manager and then double-click on the icon
of the printer that you want to monitor. A list of current print
jobs in the queue is displayed. To cancel a print job,
highlight the job in question and then click on the Edit button
on the menu bar on top and select Cancel Documents from
the pull down menu.

printerl - Active

Printer Edit View Help

|D0cumer1t |Dwner |J0b Number |Size Time Submitteﬁ

15360 bytes Wed 31 Mar 20

testprint.ps root 3

L#] '

1 job in queue "printerl”

<+

Fig: Status of Print Jobs in the Queue

UsING THE PRINTER

Normal usage of the printer from an application is
straightforward. Select the printing function from your
application and a print job is then automatically submitted
to the printer queue.

Exercises

1. Edit the printer properties to change it to another printer

THE ScANNER

The scanner is a device which allows you to convert analog
graphics e.g. a photograph or a printed page into digital
format where it can be stored on the computer and further
manipulated by appropriate software. Flat-bed scanners for
personal use are quite common nowadays.

Most scanners connect to the computer using the USB, SCSI
or parallel ports. To use the scanner, suitable software to
control and drive it is required. The SANE backend drivers
may be used to drive the scanner hardware while the XSane
GUI front-end acts as the end-user interface. To check
whether the scanner you have can be used, the SANE

website at http://www.sane-project.org should be consulted.

UsING THE SCANNER

You can start the scanning software on the Desktop, from
the Main Menu,

Main Menu --> Graphics --> Scanning
This will invoke the XSane program and by default two

windows will be displayed, the Main Xsane window and the
Preview window.

[E8] xsane 0.91 ScanExpress 1200 UE Plus [ENES]
File Preferences View Help
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Fig XSane Main Window

There are 5 modes of viewing for this Main window - viewer,
save, copy, fax, mail:

* viewer mode - an image is scanned and displayed in the
viewer

* save mode - an image is scanned and saved to a file

* copy mode - an image is scanned and sent directly to a
printer

* fax mode - the scanned image can be sent to a back-end
fax software

* mail mode - an image is scanned and sent via email to
intended recipients.



The above modes can be selected in the Main window. In
addition, the following selections are also available :

,? Scanmode:

Selects the mode of scanning choices including colour,
grayscale, lineart.

E Scansource:

Selects the source of scanning, e.g.: Flatbed, Transparency,
Automatic Document Feeder. This is only displayed if there
is more than one possible source of input for scanning.

Li Scanmedium:

Selects the scan medium, e.g.:
full colour range.

slide, standard negative or

E Scan resolution:
Selects the resolution that is to be used for scanning.

Preview

Before the actual scanning of an image takes place, the
preview operation is usually carried out to preview the
scanned image. To perform the preview, place the image to
be scanned into the scanner and click on the “Acquire
preview” button in the Preview window.

Preview ScanExpress 1200 UB Plus:scannerg

ON‘ u'u—-l c:wl ml e‘
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. | full size
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® ‘ Acquire preview ‘ ‘ Cancel preview

Fig Preview Window

As the scanner will scan its entire scanner bed by default, if
you are scanning an image which occupies only a part of the
bed you will want to select only the area which holds the
image to be scanned. This can be done from the Preview
window in several ways. One way is to manually select the
scan area frame by pressing and holding the left mouse
button to define one edge, moving the mouse so that the
area to scan is completely inside the frame (which is marked
by a dashed white line) and then releasing the mouse
button. Another way is to select the Autoraise button and
then clicking on the image to be scanned. A frame is created
to mark the scan area. The mouse may be used to adjust
the scan area if it is not fully correct.

Scan

After the appropriate scan area has been chosen in the
Preview window, the image can be adjusted and/or enhanced
for colour correction, contrast, and brightness. The gamma
value, brightness and contrast can be adjusted manually in
the scan window before performing the scan. In addition, the
Autoenhancement button may be used to automatically

enhance and sharpen the scanned image for brightness and
contrast.

After a satisfactory image is seen in the preview window,
perform the actual scan by clicking on the scan button in the
main Scan window. The scan will be performed and the
scanned image displayed in the Viewer window.

Save

The scanned image that is displayed in the Viewer window
can be saved to a file by selecting the operation, File -->
Save image. The file name and image format to be saved in
can be chosen from the drop down menu selection.

Another way of saving is to select the Save mode, select the
filename and format to save the image in and then perform
the scan.

Help

More detailed information on how to use the scanner
software as well as changing the default configuration can be
obtained from the Help menu selection. It also contains
useful general information about scanner and scanned
image technologies.

Exercises

1. Perform a scan of an entire photograph containing
several people or objects.

2. Using the same photograph as for the previous exercise,
this time perform the scan for only the image of one
person or object.



Chapter 6: Multimedia
and Graphics Access

MuLTimeDIA Access AND PLAYERS

Apart from being able to view and create graphics and other
images, the PC is capable of supporting a wide range of
audio and video features and facilities. These include the
playing of audio CDs, audio digital files, VCD and DVD as well
as multimedia games.

Note:

While support may be available in the software, the necessary
hardware has to be available before these multimedia facilities
can be used, e.g. a DVD drive is required to be present on the
system before you can play a DVD.

By default most modern PCs come with a CD-ROM drive
capable of playing audio CDs and VCDs as well as a
soundcard and speakers. As such in this chapter we shall
discuss how you can listen to an audio CD, play audio digital
files and view VCDs.

In the following sections we shall be discussing several
media players. Some of these e.g. mplayer and xine are
multimedia players in that they can be used as generic
players for audio CD, digital audio files, VCD and DVD.

THe VoLume ConTRoL APPLET

Since almost all the multimedia applications require some
form of audio production and mixing, it is useful if we know
how to control the various channels of audio available from
the sound card using the Volume Control Applet on the
Panel. This may be launched by right-clicking the Volume
Control icon on the Panel and selecting Open Volume
Control. Ifitis not there you can also launch it form the Main
Menu,

Main Menu --> Sound & Video --> Volume Control

{1

Volume Control

VE\E ;emg Help
Q@) Vol | Pcm | @) Spkr e}_Line @Mic @ CD | IGain uLinel Phoneln|PhoneQut Video

o) (X Me B e e e e e e N e e e

Lock Lock Lock Lock Lock Lock Lock |

[JMute |[|Mute [ |Mute [ |Mute [ |Mute [ |Mute []Mute [|Mute |[]Mute |[]Mute [ Mute
[] Rec. Rec. |[JRec. |[JRec. [JRec. |[]Rec. [ Rec.

Fig Volume Control Applet

The Volume Control application is essentially an audio mixer
which enables you to mix the audio for a 2-channel sound
card. As can be seen from the figure above the main
component for each audio channel is the “fader”,
represented by a control knob slider icon. The fader controls
the volume of the channel. In addition each channel also
has a mute, record and lock button. The mute button mutes
the channel. The lock button locks the left and right
channels together so that when the fader is adjusted both
channels are syncronised. The rec button is a toggle to turn
on or off the recording function of the soundcard on a
channel.

Usually the main channel that is controlled is the Volume
fader. To turn up (or down) the volume of an application, the
Volume fader may be manipulated. This can also be done by
clicking on the Volume Control applet on the Panel.

PLayinGg Aubio CDs

You can play an audio CD by placing the CD into the CD-ROM
drive. The CD player application will be run automatically to

play the CD. Ensure that your speakers are turned on so
that you can hear the CD! You can also manually start the
CD Player application from the Main Menu:

Main Menu --> Sound & Video --> CD Player

CD Player.

I4 €€ 4 | | » 4]
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Fig. CD Player

You can control the CD Player just like a normal CD player
with the buttons shown on the CD Player screen. These
include volume control, track forward/backward, play/pause,
stop, eject as well as jumping to any track on the CD directly.

PLayinG DicitaL Aubio FiLes

The XMMS (X Multimedia System) application can be utilised
to play a wide variety of digital audio file formats. These
include the popular MP3 as well as the open Ogg Vorbis
formats. To launch XMMS, select :

Main Menu --> Sound & Video --> Audio Player
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Fig. XMMS Player

Note:

XMMS may need additional plug-ins to be able to play some of
the audio file formats. If these are not already installed on
your system they can be downloaded from the Internet.

Again, you can control the XMMS player using the graphical
knobs and buttons displayed. In addition, you can select the
source of the audio files to play. To do this, right-click on the
XMMS player and from the pop-up menu select Play File to
select the audio file to play. If you want to be able to play an
audio file from the Internet select Play Location and enter
the Internet location of the file.

XMMS Skins

Skins allow you to change the appearance of an application.
Note that this change is cosmetic only and the functionalities
of the application are unaffected. To change the appearance
of the default XMMS Player, you can install the xmms-skins
package which may be included in your Linux distribution CD
If it is not there then you will have to download it from the
XMMS website. To change the skin of the XMMS player, start
the XMMS application and then right-click on it and select,

Options --> Skin Browser

to choose the skin you want.
skin to your liking.

Experiment until you find a
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PLaying VCD ano DVD

There are several excellent applications readily available for
you to use to play VCD and DVD media. Here we shall look
at two of them: Xine and Mplayer. These can also play CD
and digital audio music files.

Xine

The xine application may be used to play VCD and DVD. You
can start xine from the Main Menu:

Main Menu --> Sound & Video --> xine
The xine user interface is highly intuitive as it resembles a

normal VCD/DVD player with all the basic control knobs and
buttons.
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Fig. Xine Control Panel

To play a VCD place the VCD into the CD-ROM drive and click
on the VCDO button on the xine control panel.

To play a DVD place the DVD into the DVD drive and click on
the DVD button on the xine control panel.

The volume control can be adjusted by clicking on the
volume control button.

In the event that the xine control panel interferes with the
playing screen image, you can hide it by right-clicking on the
panel itself and select GUI visibility. This will hide the xine
control panel. To bring back the xine control panel right-click
on the playing screen and select GUI visibility again.

Xine is a very powerful multimedia application with many
features. It can also play audio CDs as well as digital audio
files.

MPlayer

Mplayer is a popular movie player for Linux. In addition to
being able to play VCD and DVD it is also able to handle a
wide variety of audio and video file and streaming data
formats. Hence it is useful to use Mplayer as the universal
multimedia player. The Mplayer GUI can be started from the
Main Menu,

Main Menu --> Sound & Video
--> More Sound and Video Applications
--> Movie Player

On start up, the main Mplayer control screen and the
Mplayer video output screens are displayed.

MPlayer - Video
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Fig. Mplayer Video Screen

The control screen enables you to control the operations of
Mplayer while the video screen displays any video that is
being played. In addition right-clicking on the mouse when it
is inside either the control or video screens will also bring up
a menu for controlling the use of Mplayer.

The Mplayer control screen enables you to perform the
following:

* start, stop and pause play

* go to the next and previous stream
* jump to the first and last tracks

* adjust the sound balance

* adjust the volume and mute

* selectfiles to play

* setup aplaylist

* set the video and audio equalizer

* configure preferences

* exit the Mplayer application

All of the above functions are represented by intuitive knob,
dial and button icons on the control screen making it very
easy to use Mplayer.

To play a VCD, place the VCD in the CD-ROM drive, move the
mouse over the control screen or video screen and right-click
it. Select,

VCD --> Open disk

To play a DVD,
select,

perform the above for VCD but instead

DVD --> Open disk

The size of the video screen can be controlled by right-
clicking on the mouse and selecting normal size, double size
or full screen. When you are in the full screen mode, to
return to normal size, right-click on the mouse and select
normal size.



Exercises

1. Play an audio CD using the CD Player
2. Play an audio digital music using xmms
3. Play a VCD using xine and mplayer

GRrapPHIC IMAGES ACCESS

Very often it is useful if we are able to view graphic image
files on their own, or in thumbnail fashion if there are many
of them. It is also useful if there are simple tools available
which will enable us to manage these image files, e.g.
catalog and classify them and recall them for viewing. In this
section, we shall look at several tools available on your
system which provide some of these functionalities.

FiLe M ANAGER

The File Manager itself provides a simple and convenient
means to access and view image files. To view an image file
from the File Manager, navigate to the folder containing the
file and double- click on it. If a folder contains image files,
you may also set the “View as Image Collection” option from
the View menu selection.

I images
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Fig. Image Collection View in File Manager

This will result in only the image files present in the folder
being displayed. You can then select an individual image to
view and also perform zoom in or zoom out views. If you
want to view all the images in sequence, the Slide Show
option may be invoked from the View menu.

GtHuMB IMAGE VIEWER

The gThumb image viewer is a powerful tool for viewing, and
organising graphic image files. To start this application
perform:

Main Menu --> Graphics --> gThumb Image Viewer
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Fig. gThumb Image Viewer

On start up gThumb by default will check your home
directory for any image files and if detected the gallery panel
will automatically generate thumbnails of the images.

View

Once the thumbnails of the images in a folder have been
generated by gThumb the simplest way to view an image is
to double-click on the thumbnail and it will be displayed in
full. You can also navigate to the next/previous image as well
as go to full-screen viewing. The Zoom function can be used
to zoom in or out of the image currently being displayed.
Click on the Folders button at the top of the screen to go
back to the thumbnail view. A preview of the image will be
displayed in the preview area if you just select the
thumbnail.

One useful feature of gThumb is the slide show. Clicking on
this button will start a full screen slide show of the images in
the folder.

Image Manipulation

You can also manipulate the images under gThumb.
Supported functions include rotation, flipping, resizing, colour
balancing, brightness control. To access these functions
select Image from the menu bar at the top.

Libraries and Catalogs

gThumb allows you to organise your images in libraries and
catalogs. Catalogs are logical views of a group of images
and are an alternative to physical organisation in folders. A
catalog enables you to group together images with a similar
theme or category even though physically the image files
may be in the same or different folders. For an even higher
level of organisation you can create libraries and then place
catalogs under a library.

Libraries and catalogs can be created and manipulated
under the catalog view mode. Double-click on the Catalog
icon to enter this mode. On entering this mode the folder
list panel (at the top left), becomes the library/catalog list
panel. From this panel you can access and navigate your
catalogs and libraries.

To create a new library, select

File --> New Library

and enter the name of the library. The created library will be
displayed in the catalog list panel.

To create a new catalog select
File --> New Catalog

and enter the name of the new catalog. The created catalog
will be displayed in the catalog list panel.

To organise a catalog under a library, you can either create
the new catalog directly under the library or create the



catalog first on its own and then move it under the library in
question. The library/catalog list panel is used for navigating
the library list.

To organise images into a catalog, go to the folders view
mode (by double-clicking on the Folder icon), select the
image(s) you want and then select

Edit --> Add to Catalog

The Choose a Catalog screen will pop up, choose a catalog
from the list. If the catalog you want is under a library select
the library first and then the catalog.

Convert Format

The Convert function of gThumb allows you to convert your
image files from one format to another. Supported formats
are:

¢ Portable Network Graphics (PNG)

* Joint Photographic Experts Group (JPEG, JPG)
* TaglImage File Format (TIFF)

TARGA format (TGA)

To use the Convert function, select an image first and then
from the top menu bar, select,

Tools --> Convert Format
Help

gThumb has many other useful features. The online help
guide should be consulted for more details on how to use
gThumb.

Exercises
Use gThumb for the following:

1. View the images in the following folder:
usr/share/backgrounds/images

2. View a slide show of the images in the folder above.

3. Copy one of the images from the above folder into your
home directory and scale it down to 25% of its original
size and save it.



Chapter 7: Accessing
the Internet

The Internet has revolutionised information usage and
dissemination. It has made the global village a reality
whereby almost anyone any where in the world is reachable
if the person has an Internet connection. The most common
way to get Internet connectivity is by using the PC, be it at
home, in the place of work, the community hall or even a
cybercafe.

In this chapter we shall examine some of the more common
methods in which a PC can gain access to the Internet.

THe INTERNET SERVICE PROVIDER (I SP)

For a personal or home user, before you can access the
Internet you will need to sign up with an Internet Service
Provider (ISP). The ISP usually has a network which is
connected to the Internet by a permanent
telecommunication link, i.e. one can view the ISP's network
as part of the Internet. The ISP provides the necessary
networking infrastructure to enable you to connect to its
network. Thus once your PC successfully connects to the
ISP's network, it can then access the resources and services
provided by other computers on the Internet.

The Internet can be accessed from your system using a
variety of methods, depending on the type of access
methods supported by the ISP you sign up with and the type
of networking devices you have installed in your system.
Currently the most common methods of connectivity by a
home or personal user to an ISP are:

e dial-up
« xDSL

DiaL-up CONNECTIVITY

The simplest way to access the Internet is to use a dial-up
telephone line connection. Almost all ISPs provide dial-up
access connectivity to the Internet using the existing
telephone line in the home or office. To do this you will need
the availability of a telecommunication device called a
“modem”. Most modern PCs come with a built-in dial-up
modem card or if it does not, you can purchase an external
dial-up modem and use the serial port available on your PC
for connection.

Before you can dial up to your ISP and access the Internet,
you have to configure your system to recognise the modem
and then dial the correct number to your ISP. You will need
to have at hand the following information needed for the
modem configuration:

* telephone number to dial to the ISP for the Internet
access

* Internet access login name and password provided by
the ISP

M opbem CONFIGURATION

To configure your modem for Internet access, start the
“Internet Configuration Wizard” tool from the Main Menu:

Main Menu --> System Tools --> Internet Configuration
Wizard

You will be prompted for the root password as this is an
attempt to change the system settings and so only the
system administrator is allowed to perform this. Enter the
root password and the Internet configuration wizard main
screen will be displayed.
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Fig. Internet Configuration Wizard

1. Select modem connection. Click on the Forward button.

2. If your system cannot detect the modem you will be
prompted to enter the modem device name and related
communication information. You can choose as follows:

Modem device: /dev/imodem

Baud rate: 115200

Flow control:  Hardware (CRTSCTS)
Modem volume: Medium

B4l  Mmodem Configuration

Modem Properiies
Modem device: | /dev/modem

115200 ]T|

Elow control: | Hardware (CRTSCTS)

Baud rate:

Modem volume: | Medium ¥

Use touch tone dialing

o oK

# Cancel

Fig. Select Modem Screen
Click on the Forward button.

3. Enter the phone number of the ISP (Internet Provider). If
you need to use an area code and/or a dialling prefix to
reach the ISP, you should enter them in the boxes
provided, otherwise just enter the telephone number.
Enter the name you want this connection to be known by,
usually the name of the ISP is used (this is is just a
nickname provided by you so that you can recognise this
connection). Enter the login name and the password in
the boxes provided.
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Password | s
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Fig. Filling in the ISP Provider Information



Click on the Forward button.

4. For the IP Settings screen the default settings may be
used if your ISP assigns IP addresses automatically (the
default for most ISPs). Otherwise you will have to enable
the “Statistically set IP addresses” button and enter your
IP address and related information.

IP Settings

Encapsulation mode:

@ Automatically obtain [P address settings

PPP Settings

Automatically obtain DNS information from provider
() Statically set IP addresses

Manual IP Address Settings

Address ‘

Subnet mask ‘

Default gateway address: ‘
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Fig. Filling in the IP Settings
Click on the Forward button.
5. Click on Apply to accept and end the set up.
6. The Network Configuration window will pop up; exit from
it.
AcTIVATING THE M ODEM

To test your modem and Internet connectivity, select the
Network Device Control tool from the Main Menu:

Main Menu --> System Tools --> Network Device Control

Network Device Control
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Fig. Activating the Modem

Select the profile you have set up (remember the ISP
nickname you used in the set up above?) by clicking on it
and then click on the “Activate” button. The modem will
start to dial and connect to the ISP and after awhile upon
successful login the status of the profile in the Network
Devices Control screen will change to “Active” from
“Inactive”. You are now connected to the Internet. You can
now perform the web browsing and other services discussed
in the next few chapters.

To disconnect from the Internet bring up the Network
Devices Control window and select the profile which was
activated above and click on the “Deactivate” button. You
will be disconnected from the Internet and the status of the
profile will be changed to “Inactive”.

Exercise

1. Perform an Internet dial-up connection using the modem
on the system

2. Determine that you have Internet connectivity by
accessing some well known websites

3. Disconnect from the Internet

xDSL CoNNECTIVITY

The dial-up Internet connection discussed above provides
ready and easy access for places which have telephone
infrastructure in place. However, it has the disadvantage
that the maximum data transmission speed which normal
dial-up technology can provide is about 56 Kbits per second.
While this speed may be adequate for email text
transmission and web browsing of non-multimedia intensive
web content, it is not practical for multimedia access. For
heavy multimedia content access using the Internet, a high
speed link in required. For the personal or home user,
broadband xDSL technologies make this possible.

xDSL is an acronym used for the family of DSL (Digital
Subscriber Line) technologies which enable high speed data
transmission through telephone lines. There are different
types of DSL and they include, ADSL, SDSL, IDSL.
Collectively these are known as xDSL. ADSL (Asynchronous
Digital Subscriber Line) is commonly used for the home.

xDSL CoNFIGURATION

There are two main types of xDSL configuration in use and
most ISPs use either one of these:

* DHCP over Ethernet
* PPoOE over Ethernet

Usually if you given a login id and password for your
broadband xDSL connection then you should be using the
PPoE configuration.

DHCP over Ethernet

For this configuration, what is needed is just to obtain the IP
configuration parameters using DHCP (Dynamic Host
Configuration Protocol). To set up your xDSL customer
premises equipment to perform this, the “Internet
Configuration Wizard” tool from the Main Menu may be used:

Main Menu --> System Tools --> Internet Configuration
Wizard

You will be prompted for the root password as this is an
attempt to change the system settings and so only the
system administrator is allowed to perform this. Enter the
root password and the Internet configuration wizard main
screen will be displayed as described in the section on dial-
up modem configuration.

1. Select Ethernet connection in the select device type
screen and click on the Forward button. A screen
showing the detected Ethernet card(s) on your system is
displayed.

Add new Device Type

Select Ethernet Device ]

Select the Ethernet card you want to configure:

Ethernet card &
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| Other Ethermet Card
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Fig. Select Ethernet Device Screen



2. Select the correct Ethernet device. (This is usually
named ethO if you have only one Ethernet card installed
on the system.) Click on the Forward button.

3. In the Configure Network Settings screen., click the
button marked “Automatically obtain IP address settings
with:” and ensure that “dhcp” is selected from the pull-
down selection. Also check the box “Automatically

obtain DNS information from provider”. Click on the
Forward button.
[v | Add| new Device Type - o]i=]
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Fig. Configure Network Settings Screen

4. A summary of the configuration just entered is displayed.
If something is incorrect, click on the Back button to go
back and make the changes otherwise click on Apply to
accept and end the set up.

5. The Network Configuration window will pop up; exit from
it.
PPoE over ETHERNET

For PPoE over Ethernet, start up the Internet Connection
Wizard as described in the previous section and select xDSL

1. Select xDSL connection in the select device type screen
and click on the Forward button. A screen showing the
DSL configuration will be displayed.

Configure DSL connection '

Select the ethernet device for this account.

Ethernet device: |erh0 (RTLB139 Ethernet) |L|

Enter the provider name for this account.

Provider name: | streamyx

T-Online Account Setup

Enter the login name for this account.

Login name: | kgl

Enter the password for this account.

Password: |*‘““""f"1
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Fig. Configure DSL Connection

2. The Ethernet device type will have been selected
automatically (this is usually ethO unless you have more
than one Ethernet card) and entered in the box for you. If
this is incorrect select the correct Ethernet device in the
pull-down selection. Enter the ISP provider name and the
login name and password provided to you by the ISP.
Click on the Forward button.

3. A summary of the configuration just entered is displayed.
If something is incorrect, click on the Back button to go
back and make the changes otherwise click on Apply to
accept and end the set up.

4. The Network Configuration window will pop up; exit from
it.

AcTivaTing THE xDSL Link

To test your xDSL link and Internet connectivity, select the
Network Device Control tool from the Main Menu:

Main Menu --> System Tools --> Network Device Control

If you are using DHCP over Ethernet, select the Ethernet
device name (usually this is eth0) you have used in the
configuration set up by clicking on it and then click on the
“Activate” button.

If you are using PPoE over Ethernet, select the ISP name you
used in the configuration set up by clicking on it and then
click on the “Activate” button.

The link will be established after a few seconds and the
status of the profile in the Network Devices Control screen
will change to “Active” from “Inactive”. You are now
connected to the Internet.

To disconnect from the Internet bring up the Network
Devices Control window. For a DHCP over Ethernet setup
select the Ethernet device which was activated above and
click on the “Deactivate” button. For a PPoE over Ethernet
setup select the ISP name which was activated above and
click on the “Deactivate” button. You will be disconnected
from the Internet and the status of the profile will be
changed to “Inactive”.

Exercises

Perform the same Internet connectivity tests as done
previously with the dial-up modem connection



Chapter 8: The World
Wide Web (WWW)

The Internet has much to offer in terms of information on
almost any subject matter imaginable and interaction with
people and organisations from all over the world. Much of
this access and interaction make use of the environment
which is popularly known as the World Wide Web (WWW) or
web. The WWW is an interlinked network of systems, called
web servers, offering multimedia services and information. A
user can access these using what is known as a web browser
software.

THE MoziLLa Wes Browser (NAVIGATOR)

Mozilla is a full-featured integrated web browser, email client,
news reader and web page composer program. Using Mozilla
a user can be exposed to the richness and diversity of
multimedia content and services available on the WWW.

To start Mozilla, click on the Mozilla icon on the panel or
launch the application from the menu system:

Main Menu --> Internet --> Mozilla Web Browser
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| File Edit View Go Bookmarks Tools Window Help

Clicking on the arrow at the right edge of the address box
will open a pull-down menu showing a history of websites
visited previously. You can click on an entry in the list to
select that website to access.

Also present on the navigation toolbar are the Back, Forward,
Reload and Stop buttons.

The Back button enables you to go back to the previous web
page displayed.

The Forward button enables you to go forward to the next
web page that you have already accessed.

The Reload button forces Mozilla to re-access the website
and load the current web page.

The Stop button halts the loading of a web page that is
currently proceeding.

Next to the address box in the navigation toolbar is the
Search button. This button enables you to perform searches
for relevant web pages on the Internet by making use of a
search engine. To search for some particular information,
you can enter the keywords for the search into the address
box and then double-click on the Search button. The results
of the search will be displayed in the display panel. You can
configure the search engine to use by this search button in
the Mozilla Navigator configuration setup (see Configuring
Mozilla below).

The Menu Bar
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Fig. The Mozilla Web Browser

By default the web browser component of Mozilla (Navigator)
will be executed and displayed. The Navigator window has
the following main parts.

* the navigation toolbar
* the menu bar

* the side bar

* the display panel

(Mozilla Navigator has many features and only a a brief
description of its main functionalities and features can be
given here. The user should refer to the Help button on the
menu bar for more details.)

The Navigation Toolbar
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Fig. The Navigation Toolbar

The navigation toolbar allows you to access a website by
entering its Uniform Resource Locater (URL) or more
informally known as its web address, e.g.
http://www.mozilla.org in the address box provided. Actually
you need to enter only the name of the host i.e.
“www.mozilla.org” and Mozilla is smart enough to figure out
that you want to access the web server on that host.

Fig The Menu Bar

The menu bar has several menu buttons. Clicking on one
will open up a drop-down menu selection where selected
operations can be performed.

The File button caters to the performance of file level
operations like the printing and saving of web pages. the
opening of web pages, files etc.

The Edit button allows you to find strings of text on the
displayed page as well as to edit the Mozilla configuration to
you personal preferences.

The View button allows you to control the viewing of the
various toolbars as well as the zooming of text and full page
display of the display panel. The HTML source code of the
currently displayed page can also be viewed using the
selection “Page Source” under this button.

The Go button performs similar navigational functions as the
navigation toolbar described earlier. A history of previously
visited sites can also be accessed by this button. The pull-
down menu shows a list of previously visited websites and
you can click on one of these to open up the selected web
page. Under the Go button, if you select the History item,
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Fig. The History Pop-up Window



a pop-up window will be displayed showing in detail the
browsing history (i.e. the list of sites visited) over the last
few days (by default this period is 9 days; this number is
configurable, see below).

The Bookmarks button enables you to manage your
bookmarks and personal folder. You can add frequently
visited sites to the bookmark and/or personal folder. To
manage and organise your bookmarks you can select the
“Mange Bookmarks” item in the drop-down menu.
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Fig. The Bookmark Manager Pop-up Window

The bookmarks can be organised into folders by dragging
and dropping them into the desired folder. New folders can
be created by clicking on the New Folder button at the top.
Folders can have a name and description. To separate and
group together related folders, a separator line can be drawn
by selecting the “New Separator” button.

The Window button enables you to navigate and move
among the windows opened in Mozilla. You can also use this
button to move from one open Mozilla application to another,
e.g. to move from the Navigator application to the Mail
(email) application.

The Help button contains the Mozilla help files arranged in
user-friendly web page style and format.

The Side Bar

By default a side bar is displayed on the left of the main
display panel. This side bar contains some of the functions
which we have discussed above from the main menu bar at
the top. These include the Search, Bookmarks and History
functions. The side bar also contains the “What's Related”
function, which when selected will display in the side bar a
list of links to webpages which contain similar topics to the
page currently being displayed in the main browsing display
area.

The side bar can be turned on/off by selecting from the main
menu at the top,

View --> Show/Hide --> Sidebar
The Main Display Panel

This is the area where the contents of a web page are
rendered and displayed. This display area can be made full
screen by either selecting the View --> Full Screen selection
from the top menu bar or pressing the F11 key. To disable
full screen display either press F11 again or click on the
unmaximise window button on the top right corner of the
menu bar.

Navigation Tab Bar

Mozilla Navigator allows you to browse multiple websites
within one browser window using navigational tabs. This
overcomes the inconvenience of opening several windows
under Mozilla to view multiple sites. To do this either choose
under the menu bar:

File --> New --> Navigator Tab

or enter CONTROL-T.

If you open different web pages using this navigation tab
feature, they will all be displayed under the same window.
You can then use the tab bar to select between each tab
screen.

ConNFIGURING M oziLLa NAVIGATOR

Mozilla is highly configurable. To configure Mozilla, select
from the main menu selection,

Edit --> Preferences

The categories available for configuration are listed on the
left panel of the main configuration window. Clicking on the
+ button on the left of each category will open up further
available sub-categories for configuration.

The Appearance category allows you to configure the default
fonts and colours used. Here you will also be able to set the
theme and select the language to be used.

The Navigator category allows you to configure the Mozilla
Navigator web browser itself.

Preferences

Category

Navigator
¥ Appearance
[ avigator stamp 18]
History Display on | Navigator Startup
- Languages

Helper Applications = Hiank:pane

Smart Browsing

+Intemet Search

~Tabbed Browsing
Downloads

() Home page

() Last page visited

® Composer Home Page

# Mail & Newsgroups Clicking the Home button takes you to this page or group of
# Privacy & Security pages.

B Advanced

Location ?file [ifusr/share/doc/HTML{inde |

‘gse Current Page ‘ |'_=snz Current Group ‘ |E-_-storw2 Default |

Offline & Disk Space

Select the buttons you want to see in the toolbars
Bookmarks Search
[ Geo Print

Home
[ ok

H Cancel H Help

Fig. Navigator Configuration

The main Navigator configuration allows you to select the
page to display when the browser is launched. If you select
“Home page”, the website that is designated as the home
page will be displayed. This home page location is set in the
Home Page location box below. If you do not want the
browser to display anything on startup select “Blank”..

The History sub-category allows you to set the number of
days to keep the history list for the history windows and for
the location bar history.

The Languages sub-category allows you to select the
language to display web pages in (where available) and also
the default character coding. To add another language for
web page display, click on the “Add” button and select the
desired language. The listed language to use for display is
in order of preference, so you will need to move your
preferred language to use to the top.

The Internet Search sub-category allows you to choose which
search engine you want to use for your search function.

Exercises

1. Start up the Mozilla browser and visit the websites listed
below. Use the navigation tab bar feature so that you
open up the websites all in the same window but under
different tab pages.

* www.mozilla.org

¢ www.yahoo.com



* www.iosn.net
2. Bookmark the sites visited above.
3. Configure the Navigator so that it starts with a blank
page.

FINDING | NFORMATION ON THE | NTERNET

The Internet is a treasure house of information. Virtually
information on any topic under the sun (and more!) can be
found on the Internet. However, while information is easily
available it may not be so easy to find the information you
want. This is because the information may be available from
very many sites, often in varying details and varying aspects
of the same piece of information. To assist us in finding
information more effectively a search engine or Internet
portal may be used.

Note:

Information obtained from the Internet should be scrutinised
carefully and not taken as “correct” in all cases. This is
because due to its free flowing nature and easy means of
access and creation, anyone can publish information on the
Internet. As such, unless one is certain that the information is
from an authoritative and reliable source, it should be verified
by another source or means as far as possible.

UsiNnG A PorTAL

The term portal is used to denote a website that acts as an
gateway for providing information about a subject area or
group of subjects. From this portal site, information as well
as links to other sites providing information about the topics
in question may be found. Portals are useful starting places
for new web users who do not know where and how to go
and look for information about a specific topic or subject.

Many major ISPs provide portal-like information services for
their subscribers so that if the latter make this their home
page for their web browser, on launching their browser the
ISP's portal page is opened. The subject areas covered by
these ISP portals are typically subjects of general interest
like shopping, local and foreign news, entertainment etc.
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Fig. Home Page for an ISP

Other portals offering general information as well as links to
other more subject-specific portals and websites include:

* Yahoo (www.yahoo.com)

* Netscape Network (www.netscape.com)
* Microsoft Network (www.msn.com)

* Angelfire (www.angelfire.lycos.com)

UsING AN INTERNET SEARCH ENGINE

While portals provide a guided and categorised means to
access information, sometimes we want to be more specific
about the topic we want to find and portals generally are not

able to provide this in a timely and efficient manner. An
alternative is to utilise a search engine.

A search engine as the name implies, allows you to query it
about some specific subject and it will try to retrieve links to
web pages and resources which contain information about
the subject matter being queried.

The popular search engines available are:

* Google (www.google.com)

* Altavista (www.altavista.com)
* Lycos (www.lycos.com)

* Yahoo (www.yahoo.com)

There are also sites which allow you to search using more
than one search engines e.g.

¢ Search.com (www.search.com)
* Easysearcher (www.easysearcher.com)

Search Basics

While each search engine will have its own technology, its
utilisation to perform a simple and basic search is essentially
the same irrespective of which search engine is used.

To use a search engine for basic searches, you just type in a
few descriptive words about the item/subject you are
searching for. It will return to you a list of links to web pages
and resources which contain all the words in the query
string. Note that common words like “the”, “a”, “how” etc.
are usually ignored by the search engine unless specifically
told not to. Words are also not case sensitive unless

enclosed by quotation marks. To refine and narrow down
your search, you will need to add more words to the search
terms you have already entered. Your new query will return a
smaller subset of the pages found.

B ===~ GoogeMomle. .
ile Edit View Go Bookmarks Tools Window Help
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Preferences
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Fig. A Search Engine

The basics of using current search engines is essentially
keyword matching and so it is important to be able to
identify appropriate keywords so that your search is more
efficient and false hits are minimised. The keywords entered
should be as specific as possible in order to get better
results.

More details on how to use each particular search engine are
available on their respective websites and they should be
consulted so that you can make efficient use of them.

ExampLE

In this section we shall show an example of how to use a
search engine.

In this example, assume that we have heard from a friend
that she has been diagnosed with a foot condition in which
her forefoot is in pain and there is numbness as a result of
poor blood circulation in one of the toes. We also
remembered her telling us that the doctor named the



condition as Freiberg disease or some name which sounds

like that since the telephone line was not too clear.

Initially we try entering the following keywords, foot pain, in

the search engine.

Google Search: pain in foot - Mozilla 7
Window Help

File Edit View Go Bookmarks Tools

4. & 8 8B Gl -

Back Fonvard Reload Stop

[

(Pain - Foot)

Foot Pain (Pain - Foot) information center covers causes, symptoms,
expectations, home care, signs of concern, and treatment. ... Alternate
Names ! Pain - Foot. ...

health.allrefer.com/health/ffoot-pain-info.html - 35k -

Cached - Similar pages

Blisters, Chafing. Heel Pain and Foot Pain

Learn how to prevent and treat blisters, chafing, heel pain, plantar fasciitis
and other foot problems. ... Walking, Blisters, Chafing, Foot Pain, and
Heel Pain. ...

walking.about.com/od/blisterfooty - 12k - Cached - Similar pages

AAOQS Online Service Fact Sheet Foot Pain

Foot Pain. Foot pain ... Causes of foot pain. Sometimes, the foot pain
is caused by a callus that forms on the bottom of your foot. A callus ...
orthoinfo.aaos.org/fact/ thr_report.cfm?Thread_ID=178&topcategory=Foot -
6k - Cached - Similar pages

Foot Pain - comprehensive information from ePodiatry

Foot Pain. ePodiatry is a website primarily for foot ... any form without the
permission of ePodiatry. Site map. Foot pain information. ...
www.epodiatry.comffoot-pain.htm - 18k - Cached - Similar pages

-
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Fig. Search using Common Keywords

As can be seen from the results of the search what we got
back was very general and we need to go through each of

these links to check if it contains relevant informati
links to relevant information.

on or

We can narrow down the

search if we are more specific about where in the foot the
pain is, e.g. forefoot pain. This will give us better results but

the list of hits is still long.

View Go Bookmarks Tools Window Help
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i Forward Reload
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pain (forefoot) - General Practice Notebook

pain (forefoot). Any abnormality of the foot that results in faulty
weight distribution may produce forefoot pain. Metatarsalgia ...
www.gpnotebook.co.uk/cache/1047199799. htm - 4k -

Cached - Similar pages

forefoot pain - General Practice Notebook
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Medicdirect - Comprehensive UK Health Information
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Fig. Search using Relevant Keywords

If we remember that the friend mentioned that the doctor
gave the name of the condition as something sounding like

Frieberg disease, we can try searching for this specific
The search results improve immediately as can be

term.
seen

below and in this particular example we have found several

links which are directly related to the information we wa

nt.

Google Search: freiberg disease - Mozilla

File Edit View Go Bookmarks Tools Window Help

L

Back < Fonward Reload Stop
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Print

i

Ereiberg's Disease

FREIBERG'S DISEASE. LAURA E. ROSS, DO, Resident, Orthopaedic
Surgery. WILLIAM ... NSAID,;

Hard sole shoe; F/U in 4 weeks. FREIBERG'S DISEASE. Freiberg ...
gait.aidl.udel.edufres695/homepage/

pd_orthofeducate/clincase/freiberg.htm - 6k - Cached

Similar pages

Ereiberg's disease

... Freiberg's Disease. Understanding Freiberg's Disease. Understanding
Freiberg's ... age. Relationship of trauma and Freiberg's Disease. If ...
arthritis-symptom.com/d-g/freibergs-disease.htm - 16k -

Cached - Similar pages

Freiberg's disease

Freiberg's disease,. Print this article, (Albert H ... GL. The Encyclopaedia
of Medical Imaging Volume VII. Freiberg's disease, Fig. 1. Foot ...
www.amershamhealth.com/medcyclopaedia/
Volume%20VIIfFREIBERGS % 20DISEASE.asp - 24k -

Cached - Similar pages

Freiberg's disease Information Diseases Database
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Fig. Refined Search using Specific Keywords




Chapter 9: Internet
Email

Internet email has become one of the most popular
applications on the Internet. An Internet experience is not
complete without the usage of email. In this chapter we shall
be describing two commonly used email software: Evolution
and Mozilla Mail.

EmaiL REQUIREMENTS

There are two main types of Internet email systems: webmail
and POP3. Webmail, as the name implies, makes use of a
web browser to read, compose, send and manage your mail.
POP3 email makes use of a POP3 email client to download
your email from a server housing your email mailbox. The
main difference between a webmail system and a POP3 email
system is that for the former, generally, you have to be
online to the server housing your mailbox to access and
manage your mail. For the POP3 system, you need to be
online to the server only to download your mail, after that
you can go offline to read, reply and manage your local mail
storage. You only need to go online again when you want to
send out your email.

In addition to having a webmail account somewhere on the
Internet, webmail needs only a web browser and Internet
access to work. Examples of popular webmail services are
those from Yahoo and Hotmail. Most ISPs also offer webmail
services in addition to their traditional POP3 email services.

To use POP3 email you will need to have a POP3 email client
software running on your computer. Both Evolution and
Mozilla Mail support POP3 email. In addition, you will also
need to know the name of the computer on which your POP3
mailbox is located - the POP3 server, as well as the name of
the computer which allows you to send out (relay) mail
through it - the SMTP server.

Note:
Of course you will need to know your Internet email address
irrespective of whether you are using webmail or POP3 email!

Since the usage of webmail involves using your browser
mainly, we will not dwell on this form of email anymore here.
Instead we will be looking at the POP3 setup and usage of
Evolution and Mozilla Mail.

EvoLuTtion

Evolution can be launched either from the icon on the panel
or from the Main Menu:

Main menu --> Internet --> Evolution Email

The first time you run Evolution, you will be placed in the
welcome/setup screen to configure Evolution to send and
receive email using your email account. Follow the onscreen
instructions to fill in the information required about your
email account. Some of the important items to fill in are:
described below.

Identity
For the identity screen the following have to be entered:

Email name: (fill in your name)
Email address: (fill in your email address)

Evplution Setup Assistant

Identity :ﬁ

Please enter your name and email address below. The
"optional” fields below de not need to be filled in, unless
you wish to include this information in email you send.

Required Information
Full name: | Anita Sara| |
Email address: [amla@examp\e&nm

Optional Information

Reply-To: [ |

Organization: |

| #8 Cancel | | <@ Back | | bﬁurward|

Fig: Evolution Email Identity

Receiving Mail

For the receiving mail screen, the following have to be
entered:

Server type: POP
Host: (fill in name of your POP3 server)
Username: (fill in username of your POP3 email account)

Evolution Setup Assistant

Receiving Mail

Please enter information about your incoming mail
server below. If you are not sure, ask your system
administrator or Intemet Service Provider.

Server Type: | POP X
Description: For connecting to and downloading mail from POP servers.
Configuration

Host: [pﬂp.example.mm| |

Usemame: ‘ anita

Use secure connection (SSL):

Authentication

Authentication type: | Password ¥ ‘ | Check for supported types

[[] Remember this password

Note: you will not be prompted for a password until you connect for the first time

‘ #8 Cancel || <d Back ‘ ‘ bgurward‘

Fig: Evolution Email POP3 Setup
Sending Mail
For the sending mail screen the following have to be entered:

Server type: SMTP
Host: (fill in name of your SMTP server)

Evolution Setup Assistant

Sending Mail |~

Please enter information about the way you will send
maill. If you are not sure, ask your system
administrator or Internet Service Provider.

Server Type: [ SMTP b4

Description: For delivering mail by connecting to a remote mailhub using SMTP.

Server Configuration

Host: ‘sm(p.examn\e.com|

Use secure connection (SSL):
[[] Server requires authentication

Authentication

Authentication Type: ‘ PLAIN " | Check for supported types

Usemame: |anita

[ Remember this password

‘ #8 Cancel | ‘ <d Back ‘ | > Eoward

Fig: Evolution SMTP Setup



Time Zone

Ensure that you select the correct time zone.

Apply

After successfully filling in the configuration screens, click on

the Apply button at the confirmation screen, Evolution will be
started and the main Evolution screen is displayed.
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Fig. Evolution Main Screen

Only a very brief description of the functionalities and
features of Evolution are given here. The user should refer to
the Help button on the menu bar for more details.

Inbox Folder

The Inbox houses the email sent to you which you have
downloaded from the POP3 server. To see what is in your
Inbox click on the Inbox icon. If you have emails in your
Inbox, they will be displayed here. To read an email select it
by clicking on it in the Subject Window.

) Evolution
Eile Edit View Actions Tools Search Help

© % New w @Seﬂdfﬁe&:ewe g Reply @Reply to All @ Forward | [z »

0 new, 1 selected, 5 total

dj‘gl‘y Subject contains o | Find Now || Clear
g =l
é I=[w]:] From | Subject | Date [{=]
Summary | |O Florian Weimer <Weimer...  [VulnDiscuss] Re: [...  Mar 22 2003 |
John D. Hardin <jhardin@... [Esa-l] PATCH: Sani... Feb 0l 1:10 AM |
.8 David Endler <dendler@ide... [VulnWatch] iDEF... Nov 01 2002 |
@ e full-disclosure-request@list... Full-Disclosure diges... Mar 11 1:00 AM |
(-] Pete Herzog <pete@iseco...  [ISECOM-news] O...
Inbax L
1[%]
1=
I ,i "l From: Pete Herzog <pete@isecom.org>
Reply-To: isecom-news@lists.sourceforge.net
Calendar To: ISECOM News <isecom-news@lists sourceforge.net> I

Subject: [ISECOM-news] OSSTMM in the wild....

Date: Fri, 25 Jun 2004 12:26:43 +0200

Hi,

B

Tasks

I wanted to point out that there is a new reference to the OSSTMM
| and

Fig. Evolution Inbox
Composing Emails

To compose an email, from the Inbox screen, click on the
New button.

Enter the email address of the recipient as well as the
subject. The latter should be a few words describing the
contents of the mail but it should also not be too long. If you
need to CC the mail to another email address, click on the
View button on the top Menu bar and select CC field which
will be displayed. After composing the email, you can send
it.

==ix]

2 B Article onl 055 i

VEiIe Edit Format View Insert Security
-E@Send@mﬂch 4 @ @ﬁ @@ @@m@

From: | Anita Sara <anita@example.com>

|editor@times.com

Subject: | Aricle on 055

Dear Sir,

h4 ‘ Signature: | None T |

T read your recent article on open source| with great interest

Fig. Evolution Composing Email
Offline Mode

If you are on a dial-up connection, it is very likely that you
will want to compose all the emails that you want to send
offline first before actually going online to send them. To do
this click on the File item on the menu bar at the top and
select Work Offline

File --> Work Offline

(if the File menu shows the item Work Online then it means
that you are already offline, i.e. It is a toggle between online
mode and offline mode.)

In the offline mode, when you compose and send your mail
they will not be sent out but rather they are stored
temporarily in your Outbox folder. You can send them off
later after connecting to the Internet by selecting the
Send/Receive button.

Sending and Receiving Emails

To send the emails you have composed, connect to the
Internet first and then select Work Online from the File menu.
Click on the Send/Receive button or click on the Tools button
in the menu bar and select Send/Receive. Unsent mail in
your Outbox will be sent out and any incoming new mail will
be placed in your Inbox.

Deleting Emails

Any mail deleted from your Inbox will be placed in the Trash
folder. You should periodically empty the Trash by clicking
on Actions from the menu bar and selecting Empty Trash.

Folders

Mail messages in Evolution are organised in folders similar in
concept to the File Manager. To view your Evolution folders,
click on the View button in the menu bar and select Folder
Bar.

7 an Evolution
File Edit Vew Actions Tools Search Help

< New v | B send/ Receive | B Reply 5 Reply to Al Bl Foward | [ & 3
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Fig: Evolution Folder View




By default the following email folders are created under the
Local Folders: Inbox, Outbox, Sent , Draftsand Trash. You
can create a new folder by right-clicking on Local Folders,
select ing New Folder and enter the Folder name. You can
move and copy mail messages between folders by right-
clicking on the message in the Subject Window and selecting
“Move to Folder” or “Copy to Folder”.

MoziLLa MaiL

As described in the previous chapter, Mozilla contains an
email component in addition to the web browser. This email
component is called Mozilla Mail. To invoke Mozilla Mail, you
can start Mozilla in the usual way and then from the main
menu bar at the top select,

Window --> Mail & Newsgroups
If this is the first time you are running Mail and the email
configuration has not been done, Mail will invoke the Account
Wizard to take you through the configuration. This is
described briefly below.
New Account Setup
In this screen choose Email account and click on Next

Identity

Fill in the information regarding your name and email
address to use. Click on Next to continue.

Account Wizard

Identity

Each account can have its own identity, which is the information
that identifies you to others when they receive your messages.

Enter the name you would like to appear in the "From" field of
your outgoing messages (for example, " John Smith").

Your Name: {Kor Gee-lee i

Enter your email address. This is the address others will use to
send email to you (for example, "user@example.net”).

Email Address: | kgl@example.com

| < Back || Next > || Cancel

Fig. Identity
Server Information

Enter the server information in this screen. Select POP for
the type of incoming server and enter the names of the
incoming (POP3) server and outgoing (SMTP) server. These
hostnames will been provided to you by your mail provider or
ISP. Click on Next to proceed.

Account Wizard

Server Information

Select the type of incoming server you are using.

@ POP () IMAP

Enter the name of your incoming server (for
example, "mail.example.net™).

Incoming Server: pop.example.com

Enter the name of your cutgoing server (SMTP)
(for example, "smtp.example.net").

Outgoing Server: Esmtp.example.coni £

| < Back | | Next > | | Cancel

Fig. Server Information

User Name

Enter the name of the id that you will need to login to
retrieve your email. This name usually will be alpha or
alphanumeric and should not contain blank spaces. This will
have been given to you by your mail provider or ISP. Click on
Next to continue.

User Name
Enter the user name given to you by your email provider (for
example, "jsmith").
User Name: 1kl
| < Back | | Next > | | Cancel

Fig. User Name
Account Name

Enter the name by which you will want this mail account to
be known as. This is meant for your own Mozilla Mail internal
usage to cater to the fact that more than one email account
can be set up. The default account name is the email
address you entered earlier. Click on Next to continue.

Account Wizard

Account Name

Enter the name by which you would like to refer to this
account (for example, "Work Account”, "Home Account” or
"News Account”).

Account Name: kgl@example.com

< Back || Next > || Cancel

Fig. Account Name

The next screen allows you to review what you have
configured and if something is incorrect you can click on the
Back button to go and correct it. If all is fine, click on the
Finish button. If you do not want Mail to download your mail
immediately after finishing this configuration, uncheck the
“Download mail now” box.

Using MoziLea MaiL

To start up Mozilla Mail, start Mozilla and from the main menu
bar at the top select,

Window --> Mail & Newsgroups
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Fig. Mozilla Mail Startup Screen
The default startup screen has three main sections:

* left panel displaying mail boxes and folders
* right main mail display panel
* top panel containing the main menu bar and buttons

The left panel displays in a tree-directory format the email
accounts that have been configured for the system and the
mailboxes under it. The Local section contains the folders
and messages that are not from any of the accounts created
and associated with an Internet email account and thus
considered local to the system. Note that this includes any
unsent mail messages.

Reading Mail

To read any email in your inbox, select the Inbox folder
under the desired mail account in the left panel. A list of the
messages in your Inbox will be displayed in the top part of
the right panel showing the email sender and subject
header. To view the mail content click on the desired
message in the top right panel and the message body will be
displayed in the bottom right panel. Scroll as required to
read the entire message.

Composing Mail

To compose a new email click on the Compose button at the
top menu. Alternatively you can also click on the “Compose
a new message” link in the right display panel. (Ensure that
you have selected the appropriate email account on the
system by clicking on the appropriate account name in the
left display panel.)

Compose: News article
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Fig. Composing Mail in Mozilla Mail

The From field is automatically filled in for you from the email
address you provided in the setup for the account currently
being used.

The To field has to be filled in with the email address (es) of
the recipient(s). If there is more than one recipient, separate
the addresses by commas or you can fill them in one line at
a time by entering the RETURN key after each address.

The other email header fields like Cc and Bcc can be selected
by clicking on the To field button.

The Subject field should also be filled in with an appropriate
subject header. You should avoid being too verbose for the
subject header.

The mail message body can be entered in the right bottom
panel provided and any file attachments can be added by
clicking on the Attach button at the top and then selecting
the file.

Sending Mail

After composing the email, you can either send it off
immediately if you are already online, send it later or keep it
as a draft to be edited later.

To send it off immediately select the Send button. If the
message was sent successfully it will be stored in the Sent
folder.

To send it later, select from the main menu at the top,
File --> Send Later

The message will be stored under the Unsent Messages in
the Local Folders section. In this way you can compose all
the emails first and store them before sending them all in
one go. Later on you can send all the unsent messages by
selecting from the main menu at the top,

File --> Send Unsent Messages

This method of sending is especially useful if you are on a
dial-up Internet connection where you can compose the
messages offline and then dial-up later to send the
messages.

To save it as a draft select from the main menu at the top,
File --> Save As --> Draft

The email message will be saved in the Drafts folder under
the current account section. Later to edit the saved draft,
select the Drafts folder under the account, click on the draft
message to edit that is being displayed in the top right panel
and select from the top menu,

Message --> Edit Message As New

After editing the message you can send it off as discussed
above.

Receiving Mail

To receive mail, click on the Get Msgs button at the top,
enter your email password (POP3 password) when asked and
the email will be downloaded from your Internet mailbox and
stored into the Inbox folder. Of course you will have to be
online to perform this.

Deleting Mail

To delete mail messages, select the folder in which the
messages are stored in, and in the top right display panel
where the list of messages are displayed, select one or more
messages by clicking on them and then click on the Delete
button at the top.

The deleted mail is moved to the Trash folder in the account
currently being used. To permanently delete them you can



either delete them from the Trash folder or click on the Trash
folder and from the main menu at the top, select,

File --> Empty Trash
Folders

The various folders allow you to organise your email so that
you can group and file them under appropriate folders. By
default when you create a new mail account, the Inbox,
Trash, Drafts and Sent folders are created automatically for
you. To create a new folder perform,

File --> New --> Folder

You can file or move your messages from one folder to
another by clicking on the list of messages displayed in the
top right panel when the source folder is selected and
dragging and dropping them into the destination folder in
the usual manner.

Account Configuration
You can customise your account email settings by selecting,
Edit --> Mail & Newsgroups Account Settings

There are several important settings which you should be
aware of.

Account Settin

In this main configuration screen, you can configure your
name, Internet email address and organisation name to use
as well as the account name which refer to these settings
under Mozilla Mail.

In particular, the “Compose messages in HTML format” box
should not be checked if you want to compose and send
your email messages using just plain text.

Server Settings

Here you can configure the name of your POP3 mail server.
You can also configure whether you want the mail to be
deleted from the POP3 server after downloading them into
your computer. Usually you will want them to be deleted
and so you should ensure that the “Leave messages on
server” box is not checked.

Outgoing Server (SMTP)

This is where you can configure the outgoing mail server
which will process your outgoing mail.

Global Configuration

The account configuration affects only the account in
question to enable you to configure multiple email accounts
each with possibly its own servers.. The global configuration
affects the entire mail subsystem. To access the global
configuration, select,

Edit --> Preferences --> Mail & Newsgroups

Under this configuration, you can set global preferences
which will affect all the accounts configured by you in Mozilla
Mail. These will include the look and feel of Mail itself, the
way messages are displayed, format for sending etc.

Exercises

Start up either Evolution or Mozilla Mail and perform the
following:

* download your email

* read them

* reply to two of them and BCC yourself in the reply

* compose a new email

* delete spam email

e empty your trash mailbox



Using the
OpenOffice.org Suite

INTRODUCTION

OpenOffice.org (000) is a complete office suite, featuring a
word processor (Writer), a spreadsheet application (Calc),
and presentation software (Impress). Besides these
fundamental office applications OOo also includes a vector
drawing tool (Draw), allows database access, allows the
publishing of documents in the Portable Document Format
(PDF) and presentations in the Flash (SWF) format!

The OOo package is fully inter-operable with the Microsoft
Office suite.

GETTING AROUND THE PACKAGE

As a first stop for information, it is important to know how the
Help system works. To get help:

Help --> Contents

The search function is very useful, and pay attention to the
Options (where you can get help for the individual
components in OpenOffice.org).

Setting up OpenOffice.org preferences so that it works the
way you want it to is significant. The entire controls for this
are available at:

Tools --> Options

Here you can setup settings like the default measurement
units, font substitution, language types and many more
options. Saving a document automatically is not setup by
default, so turning this feature on might be helpful: you find
it at the Load/Save option, under the General sub-section.

There are three important toolbars to know:

* Main toolbar - this is typically located right below the
menus, and contains items like new document, save a
document, exporting to PDF, copying & pasting, as well
as access to the Navigator, Stylist, and Gallery.

* Object toolbar - this is right below the main toolbar, and
has access to font control, and other attributes of
objects.

* Function toolbar - located at the left-corner of the screen,
and contains many options including quick table
generation, insertion of objects, and many more.

WRITER

This is a powerful tool for creating professional documents,
reports, newsletters and so on - it is a word processor that
allows easy integration of charts and pictures, as well as
other OpenOffice.org-compatible documents. It can create
everything from a simple letter to books, with professional
layouts, with the use of styles.

Start it from the Main Menu by,

Main Menu --> Office --> OpenOffice.org Writer
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Fig. OpenOffice.org Writer

You are now presented with the word processing portion of
OpenOffice.org, and the interface is rather similar to other
word processing tools available. Rather than providing
guidance throughout the entire package, we will just
concentrate on a few tasks at hand.

Common Functions

Functions of the word processor can be controlled via the
toolbars located at the top of the screen. On the first row, file
actions like opening and saving files can be performed, while
on the second row, changing the font, size, and style (bold,
underline, or italics) are located there.

They can also be controlled by the menus that are common
through packages:

* File --> New --> Text Document - creates a new empty,
untitled document for you to work on.

* File --> Open - opens the file.

* File --> Close - closes the document you are working on.
If changes have been made since your last save, you will
be prompted to save or discard those changes.

* File --> Save - saves the document you are currently
working on.

* File --> Save As... - saves an updated version of a
document in a different location, with a different name,
from the previously saved version.

Common Operations

For operations while writing, it is common to want to select a
lot of text, copy it, maybe cut it from its current location and
paste it elsewhere, or even undo an action. All this is
possible with the office suite, and such options are available
at the Edit menu. A few common options are:

* To copy text: select the text with the mouse, then select
Edit --> Copy. Now the selected text is kept in memory
for use elsewhere.

* To paste text: find the spot where text needs to be
placed, place the cursor there, and then select Edit -->
Paste.

* To cut text: this means that the selected text will be
removed from the current location and kept in memory,
to be placed elsewhere. Doing this is exactly like how a
copy should be performed, except selection Edit --> Cut
instead.

* Toundo an action: Select Edit --> Undo. It will display the
command that it is undoing at the moment.

By browsing the menu, there are also keyboard shortcuts
located next to it. Once more proficient use of the package



occurs, it is much quicker to use keyboard shortcuts like
Control+C for Copy, and so on.

Formatting

Formatting text is as important as writing the text, and
Writer provides many formatting options, including the
Stylist. Individually, you can also format the character

(current selected item, or even a whole word), the
paragraph, or even the page.
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Fig. Part of the Object toolbar (Writer)
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Some of the quick format options include bold, italics and
underline. These options are available at the toolbar at the
top of the screen.

Text alignment plays a large role in controlling how portions
of the document will look. For example, an address field at
the top of your letter will have such details right-aligned,
while the body and rest of the base text will be left-aligned.
This is all controlled by the four-icons that are located next
to the bold/italics/underline icons, providing such options as:
right-align, centre-align, left-align and justified. When text is
justified, it looks exactly like what you're reading now! (a
more professional end-to-end stretch of the text.)

Let's switch to the end of the toolbar, and notice that the
options there including providing a paragraph background —
which is good for highlighting a paragraph or several
paragraphs of text, in colours that you choose. You can also
highlight text (like you would with a highlighter and paper!),
and change the font colours all with the icons there.

Aligning text by indenting it is also another feature available
as part of the object toolbar. Left/right alignment of text is
provided, and if text is already entered and you want to left-
align it, selection of text (or having the cursor at the
paragraph) must happen first, before text is indented.

Those were just quick controls. To get full control, using the
Format menu is ideal. Controls are more varied here.

Styles

Consistency throughout a document is important - it was
earlier said that writing books using OpenOffice.org is
possible. So there must be a way to handle long and large
documents in a consistent fashion, with similar fonts for
headings, sub-headings, text, and other attributes within a
document.

OpenOffice.org includes a powerful feature known as styles,
and this is accessed via the Stylist (get this by hitting the
F11 key, or clicking its icon on the main toolbar). Notice the
floating window, which is most likely active at the “Default”
style. By right-clicking on the style, there are options to
modify the style, or create new custom ones.

By going to the modify option, the style can be customized
via many varying attributes including spacing, alignment,
font, emphasis, colour and many more. Once suitable styles
have been pre-defined in the document, they can be used on
existing text just by selection, and double-clicking on the
style name.

Just a little bit more...

Now that the gist of the Writer package has been covered,
there's just a little more to know.

Writer has a built-in spell checker. This can be accessed via:
Tools --> Spellcheck

The option to auto-spellcheck means that while typing,

Writer will dynamically check your spelling, and if it detects

an error, it will output a red-line at the bottom of the
misspelled word. Keep in mind that the spell checking is

based on the current language that is in use. This can be
changed via:

Tools --> Options --> Language Settings -->
Languages

Accessing word counts in the document is different to most
other packages on a default install of OpenOffice.org (this
can differ with several Linux distributions' offerings):

File --> Properties --> Statistics

It is under the Statistics tab that the word counts and other
relevant document counts are based. On certain vendor
modified distributions of OpenOffice.org, going to the Tools --
> Word Count menu will allow the Statistics dialogue box to
be displayed automatically.

The AutoCorrect/AutoFormat (Tools >
AutoCorrect/AutoFormat) options have replacement tables
(so that CDs really are valid, and will not be changed to Cd,
for instance). There are also word completion options (very
useful, as the software starts thinking for you) and settings
to make them more user-friendly.

The Navigator is a yet another useful tool (get this via hitting
the F5 key or clicking its icon on the main toolbar), especially
when dealing with larger documents. It supports jumping to
bookmarks, notes, any particular object, and even creates a
table-of-contents on the fly, based on the styles that are
being used!

CaLc

This is the spreadsheet component of the OpenOffice.org
package, and contains many useful features, including an
array of functions and plenty of charting options. It is fully
inter-operable with Microsoft Excel, though the function
separators differ in the two packages.
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Fig. OpenOffice.org Calc
To start this, it is available via
Main Menu --> Office --> OpenOffice.org Calc

or if you already have an existing window of OpenOffice.org
open,

File --> New --> Spreadsheet.

Spreadsheets contain many rows and columns, and each row
and column combination is called a cell (like Al, B4, and so
on). Upon inputting text into a cell, you might realize that the
text is wider than the cell allows for - this can be re-sized via
right-clicking the cell, and selecting the Format Cells option.
There under the Alignment tab, selecting Line Break is what
is required.

Formatting

Like other parts of OpenOffice.org, Calc also comes with the
Stylist. But let's get around to understanding the various



differing formatting options available in this component of
the package.

If there is some information that you already have created,
and the area should be formatted, one particular quick and
easy option is to use the AutoFormats available in Calc. This
is done after selecting the area then:

Format --> AutoFormat

These are pre-defined styles that are available in Calc, and if
you have created your own particular style, you can add
them into your new AutoFormats.

In the object toolbar, there is an option to set the font colour
within the cell. There are also options to increase/decrease
the indents within a cell, and in the image below, controls for
enabling:

¢ Currency
* Percentage
* Add/Remove significant decimal places
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Fig. Part of the Object toolbar (Calc)

These are quick controls, and accessing them is as simple as
clicking the icons that represent them, and automatically the
cell will be formatted as stated. Not only can Borders be set
easily, and cell backgrounds too, but the alignment of text
within a cell can also be set. This can be either as a top
aligned, centre aligned, or bottom aligned.

Now that most of the formatting options are known, it is easy
to apply Styles to the spreadsheet - bring up the Stylist by
hitting the F11 key, and you'll notice that cell styles (that
control all elements, including formatting) and page styles
can be set (the latter controlling margins, headers/footers,
and borders).

Spreadsheet basics

There are a few points to note when using a spreadsheet.
One of them is that calculations are performed in a left-to-
right format, with algebraic ordering rules. This means it
deals with brackets (“()”) first, then division (“/"),
multiplication (“*”), addition (“+”) and finally subtraction
(“-").

When applying calculations, keep in mind the range of
included cells. When using a function like =SUM(), and using
the argument =SUM(A1:A4), it means it looks for the sum of
the cells Al, A2, A3, and A4. These operations can also be
performed on non-consecutive cells, so, =SUM(A1;A4;A7)
just executes the sum of cells Al, A4 and A7.

If you have used Excel before, it would be relatively common
to use a comma (“,”) as a separator character between the
parameters, however, with OpenOffice.org Calc, the
separator character is a semi-colon (“;"). So for the function
to validate correctly, an expression such as =IF(B3>0;Al-
A2;A1+A2) is correct (as opposed to replacing the “;” with
“n.

Building functions

To perform calculations, spreadsheet make use of functions.
Common functions include =SUM() for summation,
=AVERAGE() for the average value of cells, and so on. As an
aid to the novice user, OpenOffice.org provides a Function
AutoPilot. This is a wizard to help build formulas, and find
problems with existing expressions.
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Fig. Function AutoPilot Button

Located next to the universal sum function, is the Function
AutoPilot. If you click on in, a pop-up dialogue appears.

1. In the Functions tab, you can filter viewable/accessible
functions via category, and the option to choose a
function is shown. Use your mouse to choose a function
that you plan on using.

2. Once the correct function is selected, and the action that
it performs is agreeable (it is displayed on the right of the
dialogue), select Next to move on.

3. Now you are allowed to input numbers. Assuming the
AVERAGE function was chosen, in the number 1 field (for
example), there are options to either enter a function or
select a range of cells.

4. Use select a range of cells, and now a different dialogue
pop's up and you can use the mouse cursor to select a
range of cells. Click on OK, and you're done!

That is a very easy way to build a formula, which requires no
pre-requisite knowledge about what formulas exist in Calc.

Sorting

A big part of dealing with spreadsheets involves a lot of
sorting and filtering of data. To sort a dataset, selecting the
active cells, then clicking

Data --> Sort

will bring a pop-up dialogue that has options for sorting the
data based on the columns present, as well as if the data
should be ascending or descending.

Charting

Converting data into information is a process usually
accomplished well by creating graphs and charts - it is a lot
easier to infer based on visual graphics, rather than lots of
numbers. Calc provides a charting wizard that will allow this
to be automated rather easily, with a lot of predefined
settings.

1. Select the cells that are to be charted, and then go to
Insert --> Chart.

2. The range is pre-selected, and certain options are
provided (like where the resulting chart is); just leaving
the pre-selected options will be good for the exercise.
Click Next.

3. A type of chart is to be chosen — common charts include
pie chart, line graphs, or even bar graphs - it all depends
on the information being represented.

4. Select the defaults, and create a chart. (You should now
see a bar chart created).

Now that a chart has been created, it is not static in the
sense that it cannot be edited - you can control each and
every aspect of how the chart looks. Double-click the chart,
and you will now go into edit mode. Notice the toolbar by the
left-hand side of your screen has changed? This is in direct
response to it being in edit mode, and a lot of properties can
be changed here.

There are plenty more features, like data filtering, scenario

creation, and goal seek, which once you get more advanced
with spreadsheet know-how, you will end up making use of.

I MPRESS

No office suite is complete without a presentation piece, and
OpenOffice.org shows its colours with Impress, the
presentation piece of the suite. To start it, it is available at

Main Menu --> Office --> OpenOffice.org Impress

or if you already have an OpenOffice.org window open, its
available at

File --> New --> Presentation.
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Fig. OpenOffice.org Impress

Unlike other components of OpenOffice.org, when you start
Impress, you are presented with an AutoPilot, to start
creating your presentation! This gives you options to start a
presentation with an empty template, or even with one of the
pre-defined templates. A preview dialogue is available, and
once all options are selected (and Next is clicked, to move
on), you get a basic presentation.
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Fig. Impress AutoPilot for a new presentation

Template Management
If a big portion of time is going to be spent giving
presentations, its very professional to have the presentation
look like each other, in the form of a template (same logo
position, copyright notices, etc...). Once a template is
created (or downloaded from the Internet), you manage
templates via the:

File --> Template --> Organize
Slide Design
A quick way to get slides done is via turning on:

View --> Toolbars --> Presentation

This provides a pop-up menu option that allows you to insert
slides, or even modify the slide layout of the current slide.

Views

There are several views in Impress, and some have over-
lapping names, but with different functionality! At the top-
right-hand-corner of your screen, just above the scroll bars,
you'll notice five buttons that look like what you see below.

Fig. View Buttons

The six options for workspace views are:
1. Drawing view - default, for slide design.
2. Outline view - overlook of the presentation.

3. Slide view - birds eye view to add, change, switch slides
around.

4. Notes view - add speaker notes.
5. Handout view — how handouts get printed.
6. Start slideshow - run the presentation.
All the views can also be accessed via:
View --> Workspace
It is also worthwhile to note that at the bottom-left-hand-
corner of your screen, where the slide tabs are displayed,
there are more views to know about. You are typically

located in the Slide View (same name as above, but different
functionality since its on a different bar!)
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Fig. More views

However, Master Views are supported and to access this
view, it is the second button from the left. You can have
master views of all workspace views (i.e. a master view of the
slide itself, notes, and handouts). The Layer view allows
layering of slides (adding and removing), and layers can be
non-printing or non-displayed on screen, but printing only.

Jazzing up the presentation

Objects, like video, Java applets, music, and even other
graphics can be added (embedded) to a presentation very
easily. To perform this, the following menu is useful:

Insert --> Object

Keep in mind that OpenOffice.org will only play content
provided all relevant plug-in's are installed. For sound
playback, it assumes an already configured sound-card,
otherwise it will not work.

Effects are another supported feature in Impress and consist
of things like slide transitions, mouse-driven bullet-points,
and even drawing animations. To get to the effects pop-up:

Slide Show --> Effects

A common effect is one where each bullet point appears
upon a mouse-click. This event-driven effect is easily
performed via selecting the “Appear” effect. Once that is
selected, ticking the green tick (in acceptance) is necessary.

= = 7 v =

Effects

IOther _:_i

IR Aokl
| f it |
b e, roull
2 i
Appear
Medium _'_j

Fig. The Appear Effect

Performing slide transitions are also performed via the
effects menu. However, to create animations, the menu is:

Slide Show --> Animation



Here simple animations can be created, like a bouncing ball
along a line, for instance. This is done simply via:

1. Draw a circle (ball!).
2. Then draw a curve, as the path the curve should travel.

3. Select the “Move along curve” effect, and apply it (as in
the figure below).

4. Now when the presentation is run, the ball will move
along the line.
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Fig. Application of moving along the curve effect

Move Along Curve

CoNcLUusION

OpenOffice.org has the ability to be a very useful software
package - it includes very powerful, free alternatives to
satisfy average office suite requirements. As this is only
scratching the surface, there are plenty more resources
available out there, so please, use the available
documentation to its fullest.



Using the
OpenOffice.org Suite

INTRODUCTION

OpenOffice.org (000) is a complete office suite, featuring a
word processor (Writer), a spreadsheet application (Calc),
and presentation software (Impress). Besides these
fundamental office applications OOo also includes a vector
drawing tool (Draw), allows database access, allows the
publishing of documents in the Portable Document Format
(PDF) and presentations in the Flash (SWF) format!

The OOo package is fully inter-operable with the Microsoft
Office suite.

GETTING AROUND THE PACKAGE

As a first stop for information, it is important to know how the
Help system works. To get help:

Help --> Contents

The search function is very useful, and pay attention to the
Options (where you can get help for the individual
components in OpenOffice.org).

Setting up OpenOffice.org preferences so that it works the
way you want it to is significant. The entire controls for this
are available at:

Tools --> Options

Here you can setup settings like the default measurement
units, font substitution, language types and many more
options. Saving a document automatically is not setup by
default, so turning this feature on might be helpful: you find
it at the Load/Save option, under the General sub-section.

There are three important toolbars to know:

* Main toolbar - this is typically located right below the
menus, and contains items like new document, save a
document, exporting to PDF, copying & pasting, as well
as access to the Navigator, Stylist, and Gallery.

* Object toolbar - this is right below the main toolbar, and
has access to font control, and other attributes of
objects.

* Function toolbar - located at the left-corner of the screen,
and contains many options including quick table
generation, insertion of objects, and many more.

WRITER

This is a powerful tool for creating professional documents,
reports, newsletters and so on - it is a word processor that
allows easy integration of charts and pictures, as well as
other OpenOffice.org-compatible documents. It can create
everything from a simple letter to books, with professional
layouts, with the use of styles.

Start it from the Main Menu by,

Main Menu --> Office --> OpenOffice.org Writer
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Fig. OpenOffice.org Writer

You are now presented with the word processing portion of
OpenOffice.org, and the interface is rather similar to other
word processing tools available. Rather than providing
guidance throughout the entire package, we will just
concentrate on a few tasks at hand.

Common Functions

Functions of the word processor can be controlled via the
toolbars located at the top of the screen. On the first row, file
actions like opening and saving files can be performed, while
on the second row, changing the font, size, and style (bold,
underline, or italics) are located there.

They can also be controlled by the menus that are common
through packages:

* File --> New --> Text Document - creates a new empty,
untitled document for you to work on.

* File --> Open - opens the file.

* File --> Close - closes the document you are working on.
If changes have been made since your last save, you will
be prompted to save or discard those changes.

* File --> Save - saves the document you are currently
working on.

* File --> Save As... - saves an updated version of a
document in a different location, with a different name,
from the previously saved version.

Common Operations

For operations while writing, it is common to want to select a
lot of text, copy it, maybe cut it from its current location and
paste it elsewhere, or even undo an action. All this is
possible with the office suite, and such options are available
at the Edit menu. A few common options are:

* To copy text: select the text with the mouse, then select
Edit --> Copy. Now the selected text is kept in memory
for use elsewhere.

* To paste text: find the spot where text needs to be
placed, place the cursor there, and then select Edit -->
Paste.

* To cut text: this means that the selected text will be
removed from the current location and kept in memory,
to be placed elsewhere. Doing this is exactly like how a
copy should be performed, except selection Edit --> Cut
instead.

* Toundo an action: Select Edit --> Undo. It will display the
command that it is undoing at the moment.

By browsing the menu, there are also keyboard shortcuts
located next to it. Once more proficient use of the package



occurs, it is much quicker to use keyboard shortcuts like
Control+C for Copy, and so on.

Formatting

Formatting text is as important as writing the text, and
Writer provides many formatting options, including the
Stylist. Individually, you can also format the character

(current selected item, or even a whole word), the
paragraph, or even the page.
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Fig. Part of the Object toolbar (Writer)
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Some of the quick format options include bold, italics and
underline. These options are available at the toolbar at the
top of the screen.

Text alignment plays a large role in controlling how portions
of the document will look. For example, an address field at
the top of your letter will have such details right-aligned,
while the body and rest of the base text will be left-aligned.
This is all controlled by the four-icons that are located next
to the bold/italics/underline icons, providing such options as:
right-align, centre-align, left-align and justified. When text is
justified, it looks exactly like what you're reading now! (a
more professional end-to-end stretch of the text.)

Let's switch to the end of the toolbar, and notice that the
options there including providing a paragraph background —
which is good for highlighting a paragraph or several
paragraphs of text, in colours that you choose. You can also
highlight text (like you would with a highlighter and paper!),
and change the font colours all with the icons there.

Aligning text by indenting it is also another feature available
as part of the object toolbar. Left/right alignment of text is
provided, and if text is already entered and you want to left-
align it, selection of text (or having the cursor at the
paragraph) must happen first, before text is indented.

Those were just quick controls. To get full control, using the
Format menu is ideal. Controls are more varied here.

Styles

Consistency throughout a document is important - it was
earlier said that writing books using OpenOffice.org is
possible. So there must be a way to handle long and large
documents in a consistent fashion, with similar fonts for
headings, sub-headings, text, and other attributes within a
document.

OpenOffice.org includes a powerful feature known as styles,
and this is accessed via the Stylist (get this by hitting the
F11 key, or clicking its icon on the main toolbar). Notice the
floating window, which is most likely active at the “Default”
style. By right-clicking on the style, there are options to
modify the style, or create new custom ones.

By going to the modify option, the style can be customized
via many varying attributes including spacing, alignment,
font, emphasis, colour and many more. Once suitable styles
have been pre-defined in the document, they can be used on
existing text just by selection, and double-clicking on the
style name.

Just a little bit more...

Now that the gist of the Writer package has been covered,
there's just a little more to know.

Writer has a built-in spell checker. This can be accessed via:
Tools --> Spellcheck

The option to auto-spellcheck means that while typing,

Writer will dynamically check your spelling, and if it detects

an error, it will output a red-line at the bottom of the
misspelled word. Keep in mind that the spell checking is

based on the current language that is in use. This can be
changed via:

Tools --> Options --> Language Settings -->
Languages

Accessing word counts in the document is different to most
other packages on a default install of OpenOffice.org (this
can differ with several Linux distributions' offerings):

File --> Properties --> Statistics

It is under the Statistics tab that the word counts and other
relevant document counts are based. On certain vendor
modified distributions of OpenOffice.org, going to the Tools --
> Word Count menu will allow the Statistics dialogue box to
be displayed automatically.

The AutoCorrect/AutoFormat (Tools >
AutoCorrect/AutoFormat) options have replacement tables
(so that CDs really are valid, and will not be changed to Cd,
for instance). There are also word completion options (very
useful, as the software starts thinking for you) and settings
to make them more user-friendly.

The Navigator is a yet another useful tool (get this via hitting
the F5 key or clicking its icon on the main toolbar), especially
when dealing with larger documents. It supports jumping to
bookmarks, notes, any particular object, and even creates a
table-of-contents on the fly, based on the styles that are
being used!

CaLc

This is the spreadsheet component of the OpenOffice.org
package, and contains many useful features, including an
array of functions and plenty of charting options. It is fully
inter-operable with Microsoft Excel, though the function
separators differ in the two packages.
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Fig. OpenOffice.org Calc
To start this, it is available via
Main Menu --> Office --> OpenOffice.org Calc

or if you already have an existing window of OpenOffice.org
open,

File --> New --> Spreadsheet.

Spreadsheets contain many rows and columns, and each row
and column combination is called a cell (like Al, B4, and so
on). Upon inputting text into a cell, you might realize that the
text is wider than the cell allows for - this can be re-sized via
right-clicking the cell, and selecting the Format Cells option.
There under the Alignment tab, selecting Line Break is what
is required.

Formatting

Like other parts of OpenOffice.org, Calc also comes with the
Stylist. But let's get around to understanding the various



differing formatting options available in this component of
the package.

If there is some information that you already have created,
and the area should be formatted, one particular quick and
easy option is to use the AutoFormats available in Calc. This
is done after selecting the area then:

Format --> AutoFormat

These are pre-defined styles that are available in Calc, and if
you have created your own particular style, you can add
them into your new AutoFormats.

In the object toolbar, there is an option to set the font colour
within the cell. There are also options to increase/decrease
the indents within a cell, and in the image below, controls for
enabling:

¢ Currency
* Percentage
* Add/Remove significant decimal places
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Fig. Part of the Object toolbar (Calc)

These are quick controls, and accessing them is as simple as
clicking the icons that represent them, and automatically the
cell will be formatted as stated. Not only can Borders be set
easily, and cell backgrounds too, but the alignment of text
within a cell can also be set. This can be either as a top
aligned, centre aligned, or bottom aligned.

Now that most of the formatting options are known, it is easy
to apply Styles to the spreadsheet - bring up the Stylist by
hitting the F11 key, and you'll notice that cell styles (that
control all elements, including formatting) and page styles
can be set (the latter controlling margins, headers/footers,
and borders).

Spreadsheet basics

There are a few points to note when using a spreadsheet.
One of them is that calculations are performed in a left-to-
right format, with algebraic ordering rules. This means it
deals with brackets (“()”) first, then division (“/"),
multiplication (“*”), addition (“+”) and finally subtraction
(“-").

When applying calculations, keep in mind the range of
included cells. When using a function like =SUM(), and using
the argument =SUM(A1:A4), it means it looks for the sum of
the cells Al, A2, A3, and A4. These operations can also be
performed on non-consecutive cells, so, =SUM(A1;A4;A7)
just executes the sum of cells Al, A4 and A7.

If you have used Excel before, it would be relatively common
to use a comma (“,”) as a separator character between the
parameters, however, with OpenOffice.org Calc, the
separator character is a semi-colon (“;"). So for the function
to validate correctly, an expression such as =IF(B3>0;Al-
A2;A1+A2) is correct (as opposed to replacing the “;” with
“n.

Building functions

To perform calculations, spreadsheet make use of functions.
Common functions include =SUM() for summation,
=AVERAGE() for the average value of cells, and so on. As an
aid to the novice user, OpenOffice.org provides a Function
AutoPilot. This is a wizard to help build formulas, and find
problems with existing expressions.
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Fig. Function AutoPilot Button

Located next to the universal sum function, is the Function
AutoPilot. If you click on in, a pop-up dialogue appears.

1. In the Functions tab, you can filter viewable/accessible
functions via category, and the option to choose a
function is shown. Use your mouse to choose a function
that you plan on using.

2. Once the correct function is selected, and the action that
it performs is agreeable (it is displayed on the right of the
dialogue), select Next to move on.

3. Now you are allowed to input numbers. Assuming the
AVERAGE function was chosen, in the number 1 field (for
example), there are options to either enter a function or
select a range of cells.

4. Use select a range of cells, and now a different dialogue
pop's up and you can use the mouse cursor to select a
range of cells. Click on OK, and you're done!

That is a very easy way to build a formula, which requires no
pre-requisite knowledge about what formulas exist in Calc.

Sorting

A big part of dealing with spreadsheets involves a lot of
sorting and filtering of data. To sort a dataset, selecting the
active cells, then clicking

Data --> Sort

will bring a pop-up dialogue that has options for sorting the
data based on the columns present, as well as if the data
should be ascending or descending.

Charting

Converting data into information is a process usually
accomplished well by creating graphs and charts - it is a lot
easier to infer based on visual graphics, rather than lots of
numbers. Calc provides a charting wizard that will allow this
to be automated rather easily, with a lot of predefined
settings.

1. Select the cells that are to be charted, and then go to
Insert --> Chart.

2. The range is pre-selected, and certain options are
provided (like where the resulting chart is); just leaving
the pre-selected options will be good for the exercise.
Click Next.

3. A type of chart is to be chosen — common charts include
pie chart, line graphs, or even bar graphs - it all depends
on the information being represented.

4. Select the defaults, and create a chart. (You should now
see a bar chart created).

Now that a chart has been created, it is not static in the
sense that it cannot be edited - you can control each and
every aspect of how the chart looks. Double-click the chart,
and you will now go into edit mode. Notice the toolbar by the
left-hand side of your screen has changed? This is in direct
response to it being in edit mode, and a lot of properties can
be changed here.

There are plenty more features, like data filtering, scenario

creation, and goal seek, which once you get more advanced
with spreadsheet know-how, you will end up making use of.

I MPRESS

No office suite is complete without a presentation piece, and
OpenOffice.org shows its colours with Impress, the
presentation piece of the suite. To start it, it is available at

Main Menu --> Office --> OpenOffice.org Impress

or if you already have an OpenOffice.org window open, its
available at

File --> New --> Presentation.
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Fig. OpenOffice.org Impress

Unlike other components of OpenOffice.org, when you start
Impress, you are presented with an AutoPilot, to start
creating your presentation! This gives you options to start a
presentation with an empty template, or even with one of the
pre-defined templates. A preview dialogue is available, and
once all options are selected (and Next is clicked, to move
on), you get a basic presentation.
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Fig. Impress AutoPilot for a new presentation

Template Management
If a big portion of time is going to be spent giving
presentations, its very professional to have the presentation
look like each other, in the form of a template (same logo
position, copyright notices, etc...). Once a template is
created (or downloaded from the Internet), you manage
templates via the:

File --> Template --> Organize
Slide Design
A quick way to get slides done is via turning on:

View --> Toolbars --> Presentation

This provides a pop-up menu option that allows you to insert
slides, or even modify the slide layout of the current slide.

Views

There are several views in Impress, and some have over-
lapping names, but with different functionality! At the top-
right-hand-corner of your screen, just above the scroll bars,
you'll notice five buttons that look like what you see below.

Fig. View Buttons

The six options for workspace views are:
1. Drawing view - default, for slide design.
2. Outline view - overlook of the presentation.

3. Slide view - birds eye view to add, change, switch slides
around.

4. Notes view - add speaker notes.
5. Handout view — how handouts get printed.
6. Start slideshow - run the presentation.
All the views can also be accessed via:
View --> Workspace
It is also worthwhile to note that at the bottom-left-hand-
corner of your screen, where the slide tabs are displayed,
there are more views to know about. You are typically

located in the Slide View (same name as above, but different
functionality since its on a different bar!)
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Fig. More views

However, Master Views are supported and to access this
view, it is the second button from the left. You can have
master views of all workspace views (i.e. a master view of the
slide itself, notes, and handouts). The Layer view allows
layering of slides (adding and removing), and layers can be
non-printing or non-displayed on screen, but printing only.

Jazzing up the presentation

Objects, like video, Java applets, music, and even other
graphics can be added (embedded) to a presentation very
easily. To perform this, the following menu is useful:

Insert --> Object

Keep in mind that OpenOffice.org will only play content
provided all relevant plug-in's are installed. For sound
playback, it assumes an already configured sound-card,
otherwise it will not work.

Effects are another supported feature in Impress and consist
of things like slide transitions, mouse-driven bullet-points,
and even drawing animations. To get to the effects pop-up:

Slide Show --> Effects

A common effect is one where each bullet point appears
upon a mouse-click. This event-driven effect is easily
performed via selecting the “Appear” effect. Once that is
selected, ticking the green tick (in acceptance) is necessary.
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Fig. The Appear Effect

Performing slide transitions are also performed via the
effects menu. However, to create animations, the menu is:

Slide Show --> Animation



Here simple animations can be created, like a bouncing ball
along a line, for instance. This is done simply via:

1. Draw a circle (ball!).
2. Then draw a curve, as the path the curve should travel.

3. Select the “Move along curve” effect, and apply it (as in
the figure below).

4. Now when the presentation is run, the ball will move
along the line.
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Fig. Application of moving along the curve effect

Move Along Curve

CoNcLUusION

OpenOffice.org has the ability to be a very useful software
package - it includes very powerful, free alternatives to
satisfy average office suite requirements. As this is only
scratching the surface, there are plenty more resources
available out there, so please, use the available
documentation to its fullest.



The Shell

INTRODUCTION

The Linux/Unix shell refers to a special program that allows
you to interact with it by entering certain commands from
the keyboard; the shell will execute the commands and
display its output on the monitor. The environment of
interaction is text-based (unlike the GUI-based interaction
we have been using in the previous chapters) and since it is
command-oriented this type of interface is termed Command
Line interface or CLI. Before the advent of GUI-based
computing environments, the CLI was the only way that one
can interact and access a computer system.

Up until now, there was never a need to type commands into
a shell; and with the modernisation and creation of a lot of
newer GUl-based tools, the shell is becoming increasingly
un-required to perform many tasks. But that said, the shell
is a very powerful place, and a lot is achieved through it. A
lot of the front-end GUI methods of doing things have similar
ways and means to get done with using the shell.
Professional Linux and UNIX users find the shell very
powerful, and an introduction to at least the basic shell
usage is useful.

GETTING TO A SHELL

Since it is most likely that you are in the graphical desktop
environment now, the underlying shell that is available is not
displayed. To access a shell, try the following key
combination,

Control + Alt + F1

Where F1 can be replaced by F2, F3, and so on. The graphical
desktop tends to run in F7 or F8, so to go back to your
graphical desktop screen, just hit Control + Alt + F7. These
are virtual terminals.

Alternatively, you could get to a Terminal application, so you
can have a shell while your in the graphical desktop
environment (this is much preferred, and will be used
throughout this Chapter). To do this, go to:

Main Menu --> System Tools --> Terminal

Or right-click on the desktop, and click on the Open Terminal
option. This terminal is equivalent to the virtual terminals
mentioned earlier, except now you don't have to switch
screens — you can just minimize or maximize the terminal (or
if you're done, you can close it).

SOME USEFUL COMMANDS

Now that you are at a terminal, you might as well input some
commands. For example, when you start a shell, display
such as below (or similar) will be seen (and this can be
configured to your liking!):

E- g bg/t e@erm one) - (pts/4)-(05: 34pm 05/ 06/ 2004) - ]
-(~) >

The cursor blinks, waiting for input. To this, some of the more
used and useful commands include:

e s -listfiles in the current directory.

e cd - change working directory. If your current path is /
home/username/Trash for instance, typing “cd” will bring
you back to /home/username.

* mkdir - make a new directory

* rmdir - delete a directory (must be empty)

* cp-invoked such as “cp currentFile newFile”, and is used
to copy files.

*  mv - invoked such as “mv currentLocation newlLocation”.
This is used to either move or rename files.

* rm - invoked such as “rm myFile”; it is used to delete
files permanently.

* pwd - prints the working (current) directory.

* cat - concatenate files (can be used to join them
together), and prints its output to standard output (the
terminal screen). Used like: “cat myFile”.

* less - allows for file viewing in the shell, and is most
useful for text files; invoked like “less myFile”.

* find - can be used to find files via the command line.
Example usage could be: “find . -name toc”, which looks
at the current directory (defined by “.”) for any files with
the name “toc”.

* locate - picks entries from a database, that is updated
regularly; invoked via “locate myFile”. Its much quicker
than find (since it only searches a database), but might
not be as quick to update as find (the update of the
database might happen once every day only).

* date - display the current date! This can also be used to
set the date of the system (but administrator privileges
are required).

* history - Dbuilt-in shell command for the BASH
environment that shows the last run commands.

As always, these commands just begin to scratch the surface
of the capability of the shell. There are thousands of such
commands available on your system! And keep in mind that
each and every command comes with options, that are
usually executed via the -flag — again, the man pages list all
useful commands. For instance the command

rm -i

will prompt when deleting a file, so you have to either say 'y’
if you're sure, or 'n' if you do not want to delete the file.

[-(/tnp)> rm-i usr.bin

rm renove regular file “usr.bin'?y

A Few More CoNCEPTS AND SHORTCUTS

Now that you've seen some commands that are useful in the
shell, its important to know a few more concepts. For
instance, the tilde (“~") represents the home directory, so
rather than typing /home/username it can be represented via
a '~'. This means less typing for you.

[-(~/ MyCSS-Stuff/ICSN > pwd
/ hone/ byt e/ MyOSS- St uf f/ | OSN
[-(~/ MGCSS-Stuff/ICSN) > cd ~
[-(~)> pwd
/ hone/ byt e

So in that example, | was located in /home/byte/MyOSS-
Stuff/IOSN, and just by issuing a “cd ~", the shell has
brought the current working directory to /home/byte.

A dot “.” means the current directory. While “../” will mean

the parent directory. This can be nested to include “../../”
and so on, till it reaches the top level directory /.

InpuT/OUTPUT REDIRECTION AND PIPES

Running a command by itself with a lot of output doesn't
seem all that useful. For instance, if there are many files in a
directory, running a command to list the directory like,

Is /usr/bin



will result in about 2100 lines being displayed on the screen!
To actually get any useful information out of it, you might
want to dump the output of the Is command to a file; or
maybe use a utility like less to view it. All this is possible
thanks to input/output redirection and pipes.

Input redirection is performed using < or <<, while output
redirection is done via > or >>. A point to note is that when
using >, it just recreates the file, even if the same filename
exists, while >> concatenates the output to the same file,
causing it to possibly be double in size (if its the same
output).

A pipe (“|”) is used to pass the output of the command not to
a file, or to the screen, but to the next utility. Pipes can be
nested, so you can pass the data through several utilities
before you can get the useful information that you want.
Let's dive into some examples!

1. [-(/tnp)> Is /usr/bin >> usr.bin
2. [-(/tnp)> wc -| usr.bin

3. 2171 usr.bin

4. [-(/tmp)> |s /usr/bin >> usr.bin
5. [-(/tnmp)> wc -| wusr.bin

6. 4342 usr.bin

7. [-(/tnp)> Is /usr/bin > usr.bin
8. [-(/tnp)> wc -| wusr.bin

9. 2171 usr.bin

Note: the line numbers are added for clarity, and are
not included in the shell output!

In line 1, the output of the directory listing of /usr/bin gets
placed in a file called usr.bin. On line 2, a new utility called
'wc' is used (this is used to print the number of lines in the
file (as it gets passed the -l option) - its output is at line 3.
The same command is then repeated on line 4, and now, the
file is double the size as per line 6! That is because the >>
output redirection was used, which has concatenated the
two outputs together. Notice that in line 7, a single > is used,
and in line 9, it shows that the file has been over-written with
the new contents.

[-(/tmp)> |Is /usr/bin | grep cancel
cancel
cancel . cups

The above is an example of how a pipe is used. After listing
the files, the output is passed on to a utility called grep
(which basically searches for a pattern, and prints the
output) and the string being searched for is “cancel”. It
comes back with two matches. Similarly, a command like:

Is /usr/bin | less

Will place the output of the directory listing into the less
pager so that it can be scrolled through easily. And for
another example as to how pipes can be nested, issuing:

[-(/tmp)> "Is" Jusr/bin | grep auto|we -I
19

sends the output of the directory listing of /usr/bin to grep,
which then searches for the string “auto”, and then wc prints
how many times it occurs in lines.

A useful command string that a lot of systems administrators
tend to use would be:

[root @ermone root]# tail -f /var/log/ messages
Jul 5 12:04:02 hernione | ast nessage repeated 13
S;JImESS 16:17: 17 hermione | ast message repeated 17
SLInESS 16: 17: 28 herni one | ast nessage repeated 18
Slulmes5 16: 17: 32 hermi one

A 'tail' displays the last ten lines of the file, and the -f option
means that if there are more logs, it gets displayed (via it
being appended to the bottom).

WHERE DO | GET HELP?

Rather than get frightened off the shell, there are some
sources of help, in the event that you aren't sure what you're
doing in the shell.

Man Pages

These are manual pages, for each and every command that
resides on your system. This is a first point of reference, and
it is invoked by:

man command-name

e.g.
$ man nman

The above runs man on itself, explaining a bit about the
manual page system.

Info Pages

This is the new GNU project method of distributing manuals,
and info pages are a lot more comprehensive than man
pages. Itis invoked by:

info command-name

e.g.
$ info info

The above runs info on itself, and provides some useful
information as to how info can be used, and how you can
navigate info documents.

Other Useful Commands (for help)

While still on the topic of help, there are a few more useful
commands that you want to know about:

* whatis - invoked by “whatis package-name” and it
provides information about the tool that whatis
recognizes (and has in its database).

* apropos - invoked by “apropos string”, and it provides
strings matching what is located in the whatis database.
This is most useful when you don't know what command
you want to run, but have an idea that as to what it
should be dealing with (so apropos mail should provide
all sorts of mail clients that are available on your
system).

ConcLusion

This is the power of Linux and UNIX command lines. There is
much more to learn, as there are different shells, and
different shell syntaxes available. Also, regular expressions
are useful, and there are plenty more utilities available, and
if a liking towards the shell is taken, shell scripts can be
written to perform a lot of tasks, including backing up
directories and more!

Exercises

1. Open up a shell on your Desktop and perform the
following:

* find the name of the directory you are in

* list out the contents of the current directory
* list out the contents of the directory /usr/bin
* check the current date and time

2. Change directory to your home directory and make a new
sub-directory there named Templ1 and change directory
to it



copy the following files from the /etc directory to the
directory Templ1l: services, motd, fstab, hosts
concatenate the files copied above into one single file
called filel

count the number of lines present in the file filel
delete the four files listed above in the directory
Templl



Package Maintenance
and Update

INTRODUCTION

While a simple piece of software may consist of only a single
executable file, most of the software applications available
and running on your system are more complex. A typical
application or utility will consist of several executable files,
configuration files, documentation notes and guides and
possibly even libraries too. All these files and information
about where to place them in the filesystem are put together
in what is refered to as a package. So when we talk about
the installation or upgrading of applications, we are refering
to the installation and maintenance of these packages.

There are many packaging formats available in Linux, and
some are easier to use than others. In this Chapter we shall
cover tarballs, the RPM packaging format (RPM) and the
Debian packaging format (DEB).

TARBALLS

Tarballs are the standard, and are common with file
extensions such as “.tar.gz” or “.tar.bz2"”. This is the generic,
distribution-free method of distribution software packages in
the Linux world. However, tarballs are not very user-friendly;
for example, to get a tarball from the Internet running, one
might have to issue the following commands from the
command line in a shell,

bunzi p2 nyapp.tar. bz2
tar -xvpf myapp.tar
cd nmyapp

./configure

make

make install

H o

This is a tedious task, and involves getting the software to
compile before being able to run. If know-how is lacking, this
method will also cause a lot of grief, as sometimes during the
“configure” stage, dependencies to get it running aren't met.

This is the aim of package management formats like RPM
and DEB - to ease the burden of dependency resolution, so
that the end-user will just install the software with ease, and
if dependencies are required, they get installed along.

KEEPING UP-TO-DATE
On Red Hat Linux/Fedora Core systems, there is a graphical

front-end called up2date. It is invoked by the little icon at the
bottom of the notification area (nearby where the clock is

located).
@

Fig. Up2date Icon
It can also be accessed via,

Main Menu --> System Tools -->
Red Hat Network

When you run it, it will require that you enter the root
password (as this effects the system, administrative rights
are required). Once that is entered, an image like the one
below is displayed.

Up2date - Channels

Description Channel
fedora-core-2 fadora-core-2

updates-released-fc2 updates-released-fc2

To subscribe or unsubscribe from channels, ar for
more information about the channels available, see:

htips:frhn.redhat.com
Channe| Infarmatian

[yum channel fedora-care-2 from http:jfedora.redhat.com/download/up2date-mirrorsfedora-core-2

‘ 38 cancel ‘ < Bacl ‘ | P> Forward

Fig. Up2date Channels Screen

Just click Next (make sure the Internet connection is enabled,
if it is not enable it before proceeding further) - it will contact
the online servers and find packages that are installed and
need updating, and it will prompt you along the way. Once it
is done, your system will be updated (and the blue icon with
a tick will be displayed). If your system is not updated or the
packages not kept up to date, a red icon with an exclamation
mark will be displayed and it will be blinking.

On a Debian GNU/Linux system, a tool known as “apt-get” is
available on the command line. On a default install, that is all
that is provided, however, a good GUI front-end to it is
Synaptic, which can be downloaded from the Internet via,

# apt-get install synaptic

Fedora also comes with another updating tool known as yum,
and this can be invoked via the command line such as,

# yum updat e

To upgrade your current system,
# yum upgr ade

can be invoked.

Keep in mind that keeping an updated system is very
important, as when security holes or bugs are found in
software and get fixed, you will always be kept abreast of
such developments. A non-updated system can be an
insecure system, and that is not good practice.

I NSTALLING NEW PACKAGES

If a package is available on your Red Hat Linux or Fedora
Core CDROM, there's an Add/Remove Applications
application that is useful. It is invoked via,

Main Menu --> System Settings -->
Add/Remove Applications

It will ask you for the root password, and once that is
provided, it will display all applications that may be installed.
Once you have ticked the applications that you want
installed, you just need to click “Update” to install. Change
the discs as you are prompted, and once this is done, you
will have the software installed.

However, in the open source world where applications
change quite often, and fixes are posted, this method might
mean you get out-dated software. This is where tools like
yum and apt come into play.

To search the yum database for a piece of software, you can
invoke,

# yum search xargs



where xargs is an example of an application that needs to be
installed. Yum will report if it finds xargs, and if its
successful, performing,

# yuminstall xargs
will be all that is required. If xargs calls for any
dependencies, it will be resolved automatically, and those
packages get pulled in automatically too.
This is similar with Debian and apt.

# apt-cache search xargs
# apt-get install xargs

If you want to install a downloaded RPM or DEB file manually,
it can be performed like,

# rpm-ivh xargs.rpm
or

# dpkg -i xargs.deb
And if you're manually upgrading a package, use,

# rpm -Uvh xargs.rpm
The above command will upgrade the package if it is already
installed or install it if it is not. To perfrom an upgrade only if
the package is curently installed, use,

# rpm -Fvh xargs.rpm
There are many more options to pass to the rpm, dpkg, yum,
apt-get and apt-cache tools, and the best way to learn more,
would be to read their manual pages. It is also worthy to note
that apt-get is available for RPM-based systems, so versions

for Red Hat Linux or Fedora Core (or even SUSE or Mandrake)
are available as a download from the Internet.



Chapter 13: Getting
More Info (and Help!)

The previous chapters have provided a guide on how to
use the graphical desktop of a typical Linux system.
However, they have just scratched the surface of the
features and functions of the Desktop environment and the
applications therein. In this section we shall look at the
resources available to a user to get more information and
help.

ONLINE DOCUMENTATION

Much of the details on how to use and exploit further the
software available is available as online documentation on
the system itself. The online documentation is available in
two types, the Help from the Main Menu and/or applications
and the text-based Unix-style man and info commands.
Desktop Help

The Desktop Help can be invoked from the Main Menu,

Main Menu --> Help

Invoking this will display the screen below.

_Help Contents - Help Browser,

*Desktop
*Applets

= Applications
* Utilities

*Development
*Games
*Multimedia

*System

Additional documents

= Applications
*System
*Manual Pages
*Info Pages

Fig. GNOME Help Screen

The Help content is divided into several main categories.
So you will need to select the appropriate category to view
the help content of interest. Most of the information on
how to use the Desktop can be found from the Help here.
For example, to view the help information on the File
Manage, select,

Desktop --> Nautilus File Manager

Eile Edit Go Help

4 b @
Back Fomward Home  Index
{0 Breviois Next

Introduction to Mautilus File
Nautilus File Manager

-

Nautilus Windows

-

Navigating Your Computer
Managing Your Files and F
Running Scripts From Naut

Modifying the Appearance | 1.1. Introduction to Nautilus File Manager
1.2. Nautilus Windows

About This Document

-

Table of Contents

Assigning Actions to Files
Customizing Nautilus
Using Removable Media

1.2.1. View Pane
1.2.2. Side Pane
1.2.3. Tabbed Panes
1.2.4. Icons and Emblems
1.3. Mavigating Your Computer
1.3.1. To Display Your Home Location
1.3.2. To Display a Folder
1.3.3. Using the Tree Tabbed Pane
1.3.4. Opening Files
1.3.5. Using the Start Here Location
1.3.6. To Access FTP Sites [
1.3.7. Using Your Navigation History ’

v v v v

Fig. File Manager Help Screen

Help Selection in Applications

Most of the Desktop applications have a Help button in
their main menubar at the top. Selecting this will give you
more information on how to use the application. The Help
screen for the OpenOffice.org Writer application is

displayed below.

o S

Contents |Index | Find | Bookmarks |

[ Tex‘t Documents

@ HTML Documents

@ Formulas

@ Presentations and Drawings
@ Chans and Diagrams

@ Spreadsheets

@ Macros and Programming
@ Installation

& Common Help Topics

@ Database Functionality

Welcome to the
OpenOffice.org Writer
Help

How to Work With OpenOfifice.org
Writer

Instructions for Using OpenOffice.ory
writer

OpenOffice.org Writer Features
Charts in OpenOffice.ory

AL (] 4

Fig. OpenOffice.org Writer Help Screen
Man and Info Pages

As discussed in Chapter 11, from the command line
interface using a Shell, it is possible to access a
comprehensive help system on the commands available
via the man and info commands. For example, to find out
more on how to use the directory listing command, Is, open
up a shell (see Chapter 11) and at the command prompt
enter,

$ man ls

More detailed information on certain commands may be
found using the info command, e.g.

$infols

To learn how to use the man and info commands, make
use of these commands themselves e.g.

man info
man man

info info
info man

w® 57 B2 5

THEe InTERNET (WWW)

There is a lot of information available on the WWW on all
the software available on the system. These may be
classified broadly as follows:

* Websites of specific software projects

* Websites of specific Linux distributions and/or vendors
* General Linux websites

* General Open Source websites

Websites of Specific Software

Below are links to the websites of the software applications
discussed in this guide.

GNOME - www.gnome.org

KDE - www.kde.org

The Freedesktop Project - www.freedesktop.org
OpenOffice.org — www.openoffice.org

Mozilla — www.mozilla.org

Ximian Evolution - www.novell.com/products/evolution/
gToaster - gnometoaster.rulez.org

Sane - www.sane-project.org

XSane - www.xsane.org

MPlayer - www.mplayerhg.hu

Xine — xinehqg.de



XMMS - www.xmms.org
gThumb - gthumb.sourceforge.net

Linux Distributions and/or Vendors

Links to specific Linux distributions and vendors are listed
below. In particular the website Distrowatch should be
consulted for information and links to the hundreds of
Linux distributions available today.

Fedora Linux - fedora.redhat.com

Debian Linux — www.debian.org

Slackware Linux — www.slackware.org
Redhat Linux - www.redhat.com

SUSE Linux - www.suse.com

Mandrake Linux - www.linux-mandrake.com

... many. many, many more

... (for links and information on many Linux and other OSS
operating system distributions see the Distrowatch
website below)

Distrowatch — www.distrowatch.org

General Linux Websites

Resources catering to new Linux users can be found in
many of the website links below.

Linux Online — www.linux.org

Linux.com — www.linux.com

Linux.net — www.linux.net

Linux Headquarters —www.linuxhg.com
LinuxHQ.org — www.linuxhqg.org

Linxu Today — www.linuxtoday.com

The Linux Documentation project - www.tldp.org
Linuxquestions.org - www.linuxquestions.org
The Linux Standard Base Project - www.linuxbase.org
Linux Journal - www.linuxjournal.com

Linux Gazette - www.linuxgazette.com

Linux Compatible - www.linuxcompatible.org

Free and Open Source Software Websites

In this section, general information on Open Source and
Free Software may be obtained as well as news and
updates.

The Open Source Initiative - www.opensource.org
The Free Software Foundation — www.fsf.org
Sourceforge - sourceforge.net

Freshmeat - freshmeat.net

Newsforge — www.newsforge.com

Open Source Development Network — www.osdn.com
Slashdot - slashdot.org

International Open Source Network — www.iosn.net
The Asian Open Source Centre — www.asiaosc.org
OSNews - www.osnews.com



Appendix: KDE (The K
Desktop Environment)

INTRODUCTION

The focus for the large part of this guide has been with the
GNOME Desktop. However, there is another popular
graphical desktop environment out there known as the K
Desktop Environment, affectionately known as KDE. It is
included with most systems, and has a strong user-base,
just like the GNOME Desktop. KDE offers an alternative
desktop computing experience in that while the applications
should all function in the same manner irrespective of the
desktop environment chosen, the look and feel of the
graphical desktop are different. Desktop-specific tools and
applets may also be different from one environment to the
next.

This section will briefly introduce KDE as well as highlight
some of the more important differences from the user's
perspective between the KDE and GNOME Desktops.

Locin into KDE

To login to the KDE Desktop rather than the GNOME Desktop,
at the graphical login screen, click on Sessions at the
bottom, and then select the KDE option. Enter your
username and password - there might be a pop-up warning
asking if the change is for the current session or for all future
sessions (this can be permanently changed using the
programs “system-config-switchdesk” on a Fedora/Red Hat
system and “switchdesk” on a Debian system.).

O 1. GNOME
O 2. Default System Session

O 3. Xfce Session

O Failsafe Terminal

hermione.aeon.com.my
Wed Jul 07, 12:54 AM

@ Language

Fig. Choosing KDE at the Login Screen

After login, the KDE Desktop is displayed and as can be seen
below is rather similar, but not identical, in appearance to
the GNOME Desktop shown in Chapter 1.

TrHe KDE DeskTop

The KDE Desktop has similar components to the GNOME
Desktop and their functionalities and usage do not differ
much. So on the desktop we find the following familiar
components: the Menu System, the Panel, the Desktop itself.

e 8 oHE

Fig. The KDE Desktop (Fedora Core)

On closer examination of the Desktop there are some subtle
differences, For example, one of the things that set KDE
apart from GNOME, would be the icon set. In contrast to
GNOME, there is no “Computer” icon, but just some for your
devices, and the usual “Start Here” set. KDE on systems
other than Red Hat Linux or Fedora Core, will look a lot
different, as the themes can be configured otherwise.

CHPVE-ROM

Fig. KDE Desktop Icon Set

Another item that you will notice is that if you right-click on
the Desktop, the right-click pop-up menu differs from the
GNOME offering. It allows you to create new documents, edit
bookmarks (which are a handy feature to jump to places
quickly with just a few clicks of the mouse button), and of
course, run a command.

[ Create New »
Q Bookmarks »
{23 Run Command...

o

I'-'i:| lcons »
7 Windows »

A Refresh Desktop
% Configure Desktop...

) Lock Screen
Logout "bytekde”...

Fig. Right-click Menu in KDE

By clicking on the Main Menu, again, differences will be
prevalent. But notice that the categories of applications are
similar? It is just the look and feel, that seems to differ a
little.



| All Applications
Accessories »

@ Games >
@ Graphics *

%] Internet *
@ Office »
% Preferences ¥
@ Programming *
[ Sound & Video »
g’} System Settings *
% System Tools *
i, Find Files

B Help

Home

| Actions

Run Command...

Lock Screen

Logout...

lEEs

"

Fig. KDE Menus

ConTroL CeNTER

There is a central place where all the Desktop and system
configuration can be set and viewed - the KDE Control
Center.

[ Control Center
FEile View Help
== Appearance & Themes
- & Information

& intemet & Network

& KDE Components

q Peripherals

5% Power Control

IE Regional & Accessibility
+- [# Security & Privacy
@ Sound & Multimedia
[£h System Administration |

Welcome to the "KDE Control Center”, a central place to configure your desktop
environment. Select an item from the index on the left to load a configuration
module.

Desktop
Appearance
Behavior

=3, Web Browsing Change the appearance of the desktop

Yot can configure how the deskiop behaves

here

Multiple Deskiops ‘You can configure how many virtual desktops
there are,

Panels You can configure the arrangement of the
panel here

Size & Orientation
Taskbar

Resize and Rotate your display
You can configure the panel taskbar here
Window Behavior

Fig. KDE Control Center

The Control Center can be launched from the Main Menu,
Main Menu --> Control Center

This central place for configuration makes it very convenient

for users and administrators alike. Using the Control Center

is easy. To configure a particular setting or parameter, open

up the section it is under and select the item to configure.

For example, to change the background colour, select,

Appearance & Theme --> Background

KripPeEr — CLIPBOARD APPLET

Klipper is a unique feature of KDE - it provides for clipboard
access in the GUI application environment. It allows a

multitude of copying and pasting options, and works well
between all applications. Using Klipper, one can cut and
paste text seamlessly between applications running on KDE.
To place Klipper on the Panel, right-click on the Panel,

Add --> Applet --> Klipper

m [ﬂﬂ Klipper - Clipboard Tool

Enable Actions Alt+Ctrl+X

@ Clear Clipboard History
x Configure Klipper...
& Help »

Fig. Klipper

K oNQUEROR - FiLE M aNAGER AND WEB BROwSER

Lastly, one major difference between KDE and GNOME is the
file manager. In KDE, Konqueror is the default file manager.
Konqueror provides all the functionalities one will expect
from a modern file manager, including navigation of the
filesystem, file/folder copying, renaming, deletion and
creation and application launching.

dd file:scralch —Konqueror ey,
Location Edit View Go Bookmarks Tools Settings Window Help
‘adPAPOSRDDEE Q] EF
Z. b Location: | = file /scratch "‘
# i proc -~ P
% B B B |
@ backup devices gnome lost+found
¢ B B B
@
% mozilla multimedia updates
2|
[]
3 ¥
@ 7 items - O Files - 7 Directories ¥

Fig. Konqueror File Manager

It is also able to display graphic image files and generate an
image gallery web page from them. In addition. Konqueror is
a standards-compliant web-browser and is perfectly capable
of browsing the WWW on the Internet - just enter the website
to go to in the Konqueror location bar.

_V I’('I;Erriumepage :Cx')nquer YDIITVDiESV'&Bbi :KBI'"]IIGI'OTW”””’ ]
Location Edit View Go Bookmarks Tools Settings Window Help

(A 4P A FORDDBmOKA{ L&

2 b Location: <§!¥ hrtp_f/wmm.kde.argl v
Location: KDE Home page Settings | Sitemap | Help | Contact Us &

S
Inform Search

Home ‘

Whatis KDE? Conquer your Desktop! [ems 7]

Screenshots
KDE is a powerful Free Software graphical desktop Search

General environment for Linux and Unix workstations. It
Information

combines ease of use, contemporary functionality, m
Da and ¢ i graphical design with the
Supporting KDE technological superiority of the Unix operating

People system. More...
Awards

KDE Stuff
Histary [ Latest Announcements | Latest News |
Latest Apblications 1

DesktoplEnvitonment]

[ EO8Se

Announcements

Fig. Konqueror Web Browser



To learn more about the many features of Konqueror, see the
online Konqueror documentation which can be invoked by
selecting from the Konqueror main toolbar,

Help --> Konqueror Handbook

THe HeLp CenTER

One of the best ways to learn about how to use KDE
effectively is through its online help documentation - the
Help Center. This can be invoked from the Main Menu,

Main Menu --> Help

The Help Center covers the graphical desktop usage and
configuration as well as the KDE applets and applications.
Standard Unix/Linux manual and info pages can be accessed
from here too.

The KDE Help Center should be consulted for more
information about how to use KDE.

[l 1< Desktop Environment - KDE Help Center

File Edit Go Help

fdqr e

Contents ‘Giossaw ‘

R

N ¥ T R T W T Y]

Placing Links on Your Desktop =

[ scrollkeeper Using Templates

— Using MIME Types
= Welcone s KDE Using the Trash Can
| ¥ KDE user's manual 7. Tips & Tricks for ¥our Daily Waork

[l Application Manuals Shortcut Table

Mouse Technigues
) Applet Manuals Mouse Technigues
8. Frequently Asked Questions About KDE

(& Control Center Modules 9. Further Helo

[l KinfoCenter Modules Other Sources for Help

+ 4 Kongquerer Plugins £ 14 Eplingiie.

B i i The K Documentation Staff

- HIgHRS We still need people!

_/ UNIX manual pages Legal notices

Browse info pages Sources of information used during the creation of
= this book

| | The KDE FA e

e Q License

[ Contact Information 11. kdebase applications

_/ KDE on the web 12. kdeadmin applications

Supporting KDE 13. Enterlamment A.ggllcatmns

- 14. kdepim applications

15. Graphical Applications [+]

] I ] [+]

L

Fig. The KDE Help Center
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Introduction

This ‘bootcamp’ is intended to provide the reader with a basic overview of essential Unix/Linux commands
that will allow them to navigate a file system and move, copy, edit files. It will also introduce a brief overview
of some ‘power’ commands in Unix. It was orginally developed as part of a Bioinformatics Core Workshop
taught at UC Davis (Using the Linux Command-Line for Analysis of High Throughput Sequence Data).

Why Unix?

The Unix operating system has been around since 1969. Back then there was no such thing as a graphical
user interface. You typed everything. It may seem archaic to use a keyboard to issue commands today, but
it’s much easier to automate keyboard tasks than mouse tasks. There are several variants of Unix (including
Linux), though the differences do not matter much for most basic functions.

Increasingly, the raw output of biological research exists as in silico data, usually in the form of large text files.
Unix is particularly suited to working with such files and has several powerful (and flexible) commands that
can process your data for you. The real strength of learning Unix is that most of these commands can be
combined in an almost unlimited fashion. So if you can learn just five Unix commands, you will be able to do
a lot more than just five things.

Typeset Conventions

Command-line examples that you are meant to type into a terminal window will be shown indented in a
constant-width font, e.g.

1s -1lrh

Sometimes the accompanying text will include a reference to a Unix command. Any such text will also be in a
constant-width, boxed font. E.g.

Type the pwd command again.

From time to time this documentation will contain web links to pages that will help you find out more about
certain Unix commands. Usually, the first mention of a command or function will be a hyperlink to Wikipedia.
Important or critical points will be styled like so:

This is an important point!


http://bioinformatics.ucdavis.edu/
http://training.bioinformatics.ucdavis.edu/docs/2015/06/june-2015-workshop/index.html
http://en.wikipedia.org/wiki/Unix
http://en.wikipedia.org/wiki/Linux
http://en.wikipedia.org/wiki/Hyperlink

Assumptions

The lessons from this point onwards will assume very little apart from the following:

1. You have access to a Unix/Linux system
2. You know how to launch a terminal program on that system
3. You have a home directory where you can create/edit new files

In the following documentation, we will also assume that the logged in user has a username ‘ubuntu’ and the
home directory is located at /home/ubuntu .



1. The Terminal

A terminal is the common name for the program that does two main things. It allows you to type input to the
computer (i.e. run programs, move/view files etc.) and it allows you to see output from those programs. All
Unix machines will have a terminal program available.

Open the terminal application. You should now see something that looks like the following:

@ 1. ubuntu@ip-10-0-0-75: ~ (ssh)
ubuntu@:~$ |

Terminal application

There will be many situations where it will be useful to have multiple terminals open and it will be a matter of
preference as to whether you want to have multiple windows, or one window with multiple tabs (there are
typically keyboard shortcuts for switching between windows, or moving between tabs).



2. Your first Unix command

It's important to note that you will always be inside a single directory when using the terminal. The default
behavior is that when you open a new terminal you start in your own home directory (containing files and
directories that only you can modify). To see what files and directories are in our home directory, we need to
use the Is command. This command lists the contents of a directory. If we run the 1s command we should
see something like:

ubuntu@:~$ 1s
command_line_course linux_bootcamp
ubuntu@:~$

There are four things that you should note here:

1. You will probably see different output to what is shown here, it depends on your computer setup. Don’t
worry about that for now.

2. The ubuntu@:~$ textthat you see is the Unix command prompt. In this case, it contains a user name
(‘ubuntu’) and the name of the current directory (‘~’, more on that later). Note that the command prompt
might not look the same on different Unix systems. In this case, the $ sign marks the end of the prompt.

3. The output of the 1s command lists two things. In this case, they are both directories, but they could
also be files. We’'ll learn how to tell them apart later on. These directories were created as part of a
specific course that used this bootcamp material. You will therefore probably see something very
different on your own computer.

4. Afterthe 1s command finishes it produces a new command prompt, ready for you to type your next
command.

The 1s command is used to list the contents of any directory, not necessarily the one that you are currently
in. Try the following:

ubuntu@:~$ s /data
bioinfo.course.data command_line_course galaxy lost+found refs

ubuntu@:~$ 1s /etc/perl
CPAN Net XML
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3: The Unix tree

Looking at directories from within a Unix terminal can often seem confusing. But bear in mind that these
directories are exactly the same type of folders that you can see if you use any graphical file browser. From
the root level ( / ) there are usually a dozen or so directories. You can treat the root directory like any other,
e.g. you can list its contents:

ubuntu@:~$ 1s /

bin dev  initrd.img 1ib64 mnt root software +tmp vmlinuz
boot etc initrd.img.old Tlost+found opt run srv usr vmlinuz.old
data home 1lib media proc sbin sys var

You might notice some of these names appearing in different colors. Many Unix systems will display files and
directories differently by default. Other colors may be used for special types of files. When you log in to a
computer you are working with your files in your home directory, and this is often inside a directory called
‘users’ or ‘home’.



4: Finding out where you are

There may be many hundreds of directories on any Unix machine, so how do you know which one you are
in? The command pwd will Print the Working Directory and that’s pretty much all this command does:

ubuntu@:~$ pwd
/home/ubuntu

When you log in to a Unix computer, you are typically placed into your home directory. In this example, after
we log in, we are placed in a directory called ‘ubuntu’ which itself is a subdirectory of another directory called
‘home’. Conversely, ‘users’ is the parent directory of ‘cimuser’. The first forward slash that appears in a list of
directory names always refers to the top level directory of the file system (known as the root directory). The
remaining forward slash (between ‘home’ and ‘ubuntu’) delimits the various parts of the directory hierarchy. If
you ever get ‘lost’ in Unix, remember the pwd command.

As you learn Unix you will frequently type commands that don’t seem to work. Most of the time this will be
because you are in the wrong directory, so it’s a really good habit to get used to running the pwd command a
lot.
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5: Making new directories

If we want to make a new directory (e.g. to store some work related data), we can use the mkdir command:

ubuntu@:~$ mkdir Learning_unix
ubuntu@:~$ 1s
command_line_course Learning_unix Llinux_bootcamp
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6: Getting from ‘A’ to ‘B’

We are in the home directory on the computer but we want to to work in the new Learning_unix directory.
To change directories in Unix, we use the cd command:

cd Learning_unix
ubuntu@:~/Learning_unix$

Notice that — on this system — the command prompt has expanded to include our current directory. This
doesn’t happen by default on all Unix systems, but you should know that you can configure what information
appears as part of the command prompt.

Let’s make two new subdirectories and navigate into them:

ubuntu@:~/Learning_unix$ mkdir Outer_directory
ubuntu@:~/Learning_unix$ cd Outer_directory
ubuntu@:~/Learning_unix/Outer_directory$

ubuntu@:~/Learning_unix/Outer_directory$ mkdir Inner_directory
ubuntu@:~/Learning_unix/Outer_directory$ cd Inner_directory/
ubuntu@:~/Learning_unix/Outer_directory/Inner_directory$

Now our command prompt is getting quite long, but it reveals that we are three levels beneath the home
directory. We created the two directories in separate steps, but it is possible to use the mkdir command in
way to do this all in one step.

Like most Unix commands, mkdir supports command-line options which let you alter its behavior and
functionality. Command-like options are — as the name suggests — optional arguments that are placed after
the command name. They often take the form of single letters (following a dash). If we had used the —p
option of the mkdir command we could have done this in one step. E.g.

mkdir —-p Outer_directory/Inner_directory

Note the spaces either side the -p !
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7: The root directory

Let’s change directory to the root directory, and then into our home directory

ubuntu@:~/Learning_unix/Outer_directory/Inner_directory$ cd /
ubuntu@:/$ cd home

ubuntu@:/home$ cd ubuntu

ubuntu@:~$

In this case, we may as well have just changed directory in one go:
cd /home/ubuntu/
The leading / is incredibly important. The following two commands are very different:

cd /home/ubuntu/
cd home/ubuntu/

The first command says go the unbuntu directory that is beneath the home directory that is at the top level
(the root) of the file system. There can only be one /home/ubuntu directory on any Unix system.

The second command says go to the unbuntu directory that is beneath the home directory that is located
wherever | am right now. There can potentially be many home/ubuntu directories on a Unix system (though
this is unlikely).

Learn and understand the difference between these two commands.



8: Navigating upwards in the Unix filesystem

Frequently, you will find that you want to go ‘upwards’ one level in the directory hierarchy. Two dots .. are
used in Unix to refer to the parent directory of wherever you are. Every directory has a parent except the root
level of the computer. Let’s go into the Learning_unix directory and then navigate up two levels:

ubuntu@:~$ cd Learning_unix/
ubuntu@:~/Learning_unix$ cd ..
ubuntu@:~$ cd ..

ubuntu@: /home$

What if you wanted to navigate up two levels in the file system in one go? It’s very simple, just use two sets of
the .. operator, separated by a forward slash:

€@ oofac



9: Absolute and relative paths

Using cd .. allows us to change directory relative to where we are now. You can also always change to a
directory based on its absolute location. E.g. if you are working in the /home/ubuntu/Learning_unix
directory and you then want to change to the /tmp directory, then you could do either of the following:

$cd ../../../tmp
or...
$ cd /tmp

They both achieve the same thing, but the 2nd example requires that you know about the full path from the
root level of the computer to your directory of interest (the ‘path’ is an important concept in Unix). Sometimes
it is quicker to change directories using the relative path, and other times it will be quicker to use the absolute
path.



10: Finding your way back home

Remember that the command prompt shows you the name of the directory that you are currently in, and that

when you are in your home directory it shows you a tilde character (~") instead? This is because Unix uses
the tilde character as a short-hand way of specifying a home directory.

See what happens when you try the following commands (use the pwd command after each one to confirm
the results if necessary):

cd /
cd ~
cd

Hopefully, you should find that ¢d and cd ~ do the same thing, i.e. they take you back to your home
directory (from wherever you were). You will frequently want to jump straight back to your home directory, and
typing cd is a very quick way to get there.

You can also use the ~ as a quick way of navigating into subdirectories of your home directory when your
current directory is somewhere else. l.e. the quickest way of navigating from the root directory to your
Learning_unix directory is as follows:

ubuntu@:~$ cd /
ubuntu@:/$ cd ~/Learning_unix
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11: Making the 1s command more useful

The .. operator that we saw earlier can also be used with the 1s command, e.g. you can list directories
that are ‘above’ you:

ubuntu@:~/Learning_unix$ cd ~/Learning_unix/Outer_directory/
ubuntu@:~/Learning_unix/Outer_directory$ ls ../../
command_line_course Learning_unix linux_bootcamp

Time to learn another useful command-line option. If you add the letter ‘I’ to the 1s command it will give you
a longer output compared to the default:

ubuntu@:~/Learning_unix$ 1s -1 /home

total 12

drwxr-xr-x 8 galaxy galaxy 4096 Apr 2 22:47 galaxy
drwxr-xr-x 3 root root 4096 Mar 16 23:06 nate
drwxr-xr-x 9 ubuntu ubuntu 4096 Jun 15 02:07 ubuntu

For each file or directory we now see more information (including file ownership and modification times). The
‘d’ at the start of each line indicates that these are directories. There are many, many different options for the
1s command. Try out the following (against any directory of your choice) to see how the output changes.

1s -1
1s -R
1s -1 -t -r
1s -1h

Note that the last example combine multiple options but only use one dash. This is a very common way of
specifying multiple command-line options. You may be wondering what some of these options are doing. It’s
time to learn about Unix documentation....



12: Man pages

If every Unix command has so many options, you might be wondering how you find out what they are and
what they do. Well, thankfully every Unix command has an associated ‘manual’ that you can access by using
the man command. E.g.

man 1s
man cd
man man # yes even the man command has a manual page

When you are using the man command, press space to scroll down a page, b to go back a page, or g to
quit. You can also use the up and down arrows to scroll a line at a time. The man command is actually using
another Unix program, a text viewer called less , which we’ll come to later on.



13: Removing directories

We now have a few (empty) directories that we should remove. To do this use the rmdir command, this will
only remove empty directories so it is quite safe to use. If you want to know more about this command (or any
Unix command), then remember that you can just look at its man page.

ubuntu@:~$ cd ~/Learning_unix/Outer_directory/
ubuntu@:~/Learning_unix/Outer_directory$ rmdir Inner_directory/
ubuntu@:~/Learning_unix/Outer_directory$ cd ..
ubuntu@:~/Learning_unix$ rmdir Outer_directory/
ubuntu@:~/Learning_unix$ 1s

ubuntu@:~/Learning_unix$

* Note, you have to be outside a directory before you can remove it with rmdir *
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14: Using tab completion

Saving keystrokes may not seem important, but the longer that you spend typing in a terminal window, the
happier you will be if you can reduce the time you spend at the keyboard. Especially, as prolonged typing is
not good for your body. So the best Unix tip to learn early on is that you can tab complete the names of files
and programs on most Unix systems. Type enough letters that uniquely identify the name of a file, directory
or program and press tab...Unix will do the rest. E.g. if you type ‘tou’ and then press tab, Unix should
autocomplete the word to ‘touch’ (this is a command which we will learn more about in a minute). In this case,
tab completion will occur because there are no other Unix commands that start with ‘tou’. If pressing tab
doesn’t do anything, then you have not have typed enough unique characters. In this case pressing tab twice
will show you all possible completions. This trick can save you a LOT of typing!

Navigate to your home directory, and then use the cd command to change to the Learning_unix directory.
Use tab completion to complete directory name. If there are no other directories starting with ‘L’ in your home
directory, then you should only need to type ‘cd’ + ‘L’ + ‘tab’.

Tab completion will make your life easier and make you more productive!

Another great time-saver is that Unix stores a list of all the commands that you have typed in each login
session. You can access this list by using the history command or more simply by using the up and down
arrows to access anything from your history. So if you type a long command but make a mistake, press the
up arrow and then you can use the left and right arrows to move the cursor in order to make a change.
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15: Creating empty files with the touch command

The following sections will deal with Unix commands that help us to work with files, i.e. copy files to/from
places, move files, rename files, remove files, and most importantly, look at files. First, we need to have some
files to play with. The Unix command touch will let us create a new, empty file. The touch command does
other things too, but for now we just want a couple of files to work with.

ubuntu@:~$ cd Learning_unix/
ubuntu@:~/Learning_unix$ touch heaven.txt
ubuntu@:~/Learning_unix$ touch earth.txt
ubuntu@:~/Learning_unix$ 1s

earth.txt heaven.txt
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16: Moving files

Now, let’s assume that we want to move these files to a new directory (‘Temp’). We will do this using the Unix
mv (move) command. Remember to use tab completion:

ubuntu@:~/Learning_unix$ mkdir Temp
ubuntu@:~/Learning_unix$ mv heaven.txt Temp/
ubuntu@:~/Learning_unix$ mv earth.txt Temp/
ubuntu@:~/Learning_unix$ 1s

Temp

ubuntu@:~/Learning_unix$ 1s Temp/

earth.txt heaven.txt

For the mv command, we always have to specify a source file (or directory) that we want to move, and then
specify a target location. If we had wanted to we could have moved both files in one go by typing any of the
following commands:

mv x.txt Temp/
mv xt Temp/
mv xeax Temp/

The asterisk *x acts as a wild-card character, essentially meaning ‘match anything’. The second example
works because there are no other files or directories in the directory that end with the letters ‘t’ (if there was,
then they would be moved too). Likewise, the third example works because only those two files contain the
letters ‘ea’ in their names. Using wild-card characters can save you a lot of typing.

The *“?’ character is also a wild-card but with a slightly different meaning. See if you can work out what it does.
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17: Renaming files

In the earlier example, the destination for the mv command was a directory name (Temp). So we moved a
file from its source location to a target location, but note that the target could have also been a (different) file
name, rather than a directory. E.g. let’s make a new file and move it whilst renaming it at the same time:

ubuntu@:~/Learning_unix$ touch rags
ubuntu@:~/Learning_unix$ 1s

rags Temp

ubuntu@:~/Learning_unix$ mv rags Temp/riches
ubuntu@:~/Learning_unix$ 1s Temp/

earth.txt heaven.txt riches

In this example we create a new file (‘rags’) and move it to a new location and in the process change the
name (to ‘riches’). So mv can rename a file as well as move it. The logical extension of this is using mv to
rename a file without moving it (you have to use mv to do this as Unix does not have a separate ‘rename’

command):

ubuntu@:~/Learning_unix$ mv Temp/riches Temp/rags



18: Moving directories

It is important to understand that as long as you have specified a ‘source’ and a ‘target’ location when you are
moving a file, then it doesn’t matter what your current directory is. You can move or copy things within the
same directory or between different directories regardless of whether you are in any of those directories.
Moving directories is just like moving files:

ubuntu@:~/Learning_unix$ mv Temp/riches Temp/rags
ubuntu@:~/Learning_unix$ mkdir Temp2
ubuntu@:~/Learning_unix$ mv Temp2 Temp
ubuntu@:~/Learning_unix$ ls Temp/

earth.txt heaven.txt rags Temp2

This step moves the Temp2 directory inside the Temp directory. Try creating a “Temp3’ directory inside
‘Learning_unix’ and then cd to /tmp . Can you move Temp3 inside Temp without changing directory?



19: Removing files

You've seen how to remove a directory with the rmdir command, but rmdir won’t remove directories if
they contain any files. So how can we remove the files we have created (inside Learning_Unix/Temp )? In
order to do this, we will have to use the rm (remove) command.

Please read the next section VERY carefully. Misuse of the rm command can lead to needless
death & destruction

Potentially, rm is a very dangerous command; if you delete something with rm , you will not get it back! It is
possible to delete everything in your home directory (all directories and subdirectories) with rm , that is why it
is such a dangerous command.

Let me repeat that last part again. It is possible to delete EVERY file you have ever created with the rm
command. Are you scared yet? You should be. Luckily there is a way of making rm a little bit safer. We can
use it with the —-i command-line option which will ask for confirmation before deleting anything (remember to
use tab-completion):

ubuntu@:~/Learning_unix$ cd Temp
ubuntu@:~/Learning_unix/Temp$ 1s

earth.txt heaven.txt rags Temp2
ubuntu@:~/Learning_unix/Temp$ rm —-i earth.txt heaven.txt rags
rm: remove regular empty file ‘earth.txt’? y

rm: remove regular empty file ‘heaven.txt’'? y

rm: remove regular empty file ‘rags’? y
ubuntu@:~/Learning_unix/Temp$ 1s

Temp2

We could have simplified this step by using a wild-card (e.g. rm -i *.txt ) or we could have made things
more complex by removing each file with a separate rm command. Let’s finish cleaning up:

rmdir Temp2/Temp3
rmdir Temp2

cd ..

rmdir Temp
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20: Copying files

Copying files with the cp (copy) command is very similar to moving them. Remember to always specify a
source and a target location. Let’s create a new file and make a copy of it:

ubuntu@:~/Learning_unix$ touch filel
ubuntu@:~/Learning_unix$ cp filel file2
ubuntu@:~/Learning_unix$ 1s

filel file2

What if we wanted to copy files from a different directory to our current directory? Let’s put a file in our home
directory (specified by ~ remember) and copy it to the current directory ( Learning_unix ):

ubuntu@:~/Learning_unix$ touch ~/file3
ubuntu@:~/Learning_unix$ 1s ~

command_line_course file3 Learning_unix linux_bootcamp
ubuntu@:~/Learning_unix$ cp ~/file3 .
ubuntu@:~/Learning_unix$ 1s

filel file2 file3

This last step introduces another new concept. In Unix, the current directory can be represented by a . (dot)
character. You will mostly use this only for copying files to the current directory that you are in. Compare the
following:

1s
1s .
1s ./

In this case, using the dot is somewhat pointless because 1s will already list the contents of the current
directory by default. Also note how the trailing slash is optional. You can use rm to remove the temporary
files.
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21: Copying directories

The cp command also allows us (with the use of a command-line option) to copy entire directories. Use man
cp to see howthe -R or -r options let you copy a directory recursively.



22: Viewing files with less

So far we have covered listing the contents of directories and moving/copying/deleting either files and/or
directories. Now we will quickly cover how you can look at files. The less command lets you view (but not
edit) text files. We will use the echo command to put some text in a file and then view it:

ubuntu@:~/Learning_unix$ echo "Call me Ishmael."

Call me Ishmael.

ubuntu@:~/Learning_unix$ echo "Call me Ishmael." > opening_lines.txt
ubuntu@:~/Learning_unix$ 1s

opening_lines. txt

ubuntu@:~/Learning_unix$ less opening_lines.txt

On its own, echo isn’t a very exciting Unix command. It just echoes text back to the screen. But we can
redirect that text into an output file by using the > symbol. This allows for something called file redirection.

Careful when using file redirection (>), it will overwrite any existing file of the same name

When you are using less, you can bring up a page of help commands by pressing h , scroll forward a page
by pressing space , or go forward or backwards one line at a time by pressing j or k. To exit less, press
q (for quit). The less program also does about a million other useful things (including text searching).
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23: Viewing files with cat

Let’s add another line to the file:

ubuntu@:~/Learning_unix$ echo "The primroses were over.'" >> opening_lines.txt
ubuntu@:~/Learning_unix$ cat opening_lines.txt

Call me Ishmael.

The primroses were over.

Notice that we use >> and not just > . This operator will append to a file. If we only used >, we would end
up overwriting the file. The cat command displays the contents of the file (or files) and then returns you to the
command line. Unlike less you have no control on how you view that text (or what you do with it). ltis a
very simple, but sometimes useful, command. You can use cat to quickly combine multiple files or, if you
wanted to, make a copy of an existing file:

cat opening_lines.txt > file_copy.txt
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24: Counting characters in a file

ubuntu@:~/Learning_unix$ 1s
opening_lines. txt

ubuntu@:~/Learning_unix$ 1s -1
total 4
—rw—rw—r—— 1 ubuntu ubuntu 42 Jun 15 04:13 opening_lines.txt

ubuntu@:~/Learning_unix$ wc opening_lines.txt
2 7 42 opening_lines.txt

ubuntu@:~/Learning_unix$ wc -1 opening_lines.txt
2 opening_lines. txt

The 1s -1 option shows us a long listing, which includes the size of the file in bytes (in this case ‘42’).
Another way of finding this out is by using Unix’s wc command (word count). By default this tells you many
lines, words, and characters are in a specified file (or files), but you can use command-line options to give
you just one of those statistics (in this case we count lines with wc -1).
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25: Editing small text files with nano

Nano is a lightweight editor installed on most Unix systems. There are many more powerful editors (such as
‘emacs’ and ‘vi’), but these have steep learning curves. Nano is very simple. You can edit (or create) files by

typing:
nano opening_lines.txt

You should see the following appear in your terminal:

@ 1. ubuntu@ip-10-0-0-75: ~/Learning_unix (ssh)
GNU nano 2.2.6 File: opening_lines.txt

@all me Ishmael.
The primroses were over.

[ Read 2 lines ]
¢ Get Help AV WriteQut % Read File [ Prev Page { Cut Text Q¢ Cur Pos
B4 Exit W Justify Where Is &Y Next Page UnCut Text @] To Spell

The bottom of the nano window shows you a list of simple commands which are all accessible by typing
‘Control’ plus a letter. E.g. Control + X exits the program.



26: The $PATH environment variable

One other use of the echo command is for displaying the contents of something known as environment
variables. These contain user-specific or system-wide values that either reflect simple pieces of information
(your username), or lists of useful locations on the file system. Some examples:

ubuntu@:~/Learning_unix$ echo $USER

ubuntu

ubuntu@:~/Learning_unix$ echo $HOME

/home/ubuntu

ubuntu@:~/Learning_unix$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games

The last one shows the content of the $PATH environment variable, which displays a — colon separated

— list of directories that are expected to contain programs that you can run. This includes all of the Unix

commands that you have seen so far. These are files that live in directories which are run like programs (e.g.
1s is just a special type of file in the /bin directory).

Knowing how to change your $PATH to include custom directories can be necessary sometimes (e.g. if you
install some new bioinformatics software in a non-standard location).



27: Matching lines in files with grep

Use nano to add the following lines to opening_lines.txt :

Now is the winter of our discontent.

All children, except one, grow up.

The Galactic Empire was dying.

In a hole in the ground there lived a hobbit.

It was a pleasure to burn.

It was a bright, cold day in April, and the clocks were striking thirteen.
It was love at first sight.

I am an invisible man.

It was the day my grandmother exploded.

When he was nearly thirteen, my brother Jem got his arm badly broken at the elbow.
Marley was dead, to begin with.

You will often want to search files to find lines that match a certain pattern. The Unix command grep does this
(and much more). The following examples show how you can use grep’s command-line options to:

e show lines that match a specified pattern

e ignore case when matching ( -i)

e only match whole words ( -w )

e show lines that don’t match a pattern ( -v )

e Use wildcard characters and other patterns to allow for alternatives ( x, . ,and [])

grep was opening_lines.txt

The Galactic Empire was dying.

It was a pleasure to burn.

It was a bright, cold day in April, and the clocks were striking thirteen.

It was love at first sight.

It was the day my grandmother exploded.

When he was nearly thirteen, my brother Jem got his arm badly broken at the elbow.
Marley was dead, to begin with.

grep -v was opening_lines.txt

Call me Ishmael.

The primroses were over.

Now is the winter of our discontent.

A1l children, except one, grow up.

In a hole in the ground there lived a hobbit.
I am an invisible man.

grep all opening_lines.txt
Call me Ishmael.

grep —-i all opening_lines.txt
Call me Ishmael.

A1l children, except one, grow up.

grep in opening_lines.txt
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Now is the winter of our discontent.

The Galactic Empire was dying.

In a hole in the ground there lived a hobbit.

It was a bright, cold day in April, and the clocks were striking thirteen.
I am an invisible man.

Marley was dead, to begin with.

grep —-w in opening_lines.txt
In a hole in the ground there lived a hobbit.
It was a bright, cold day in April, and the clocks were striking thirteen.

grep -w 0.. opening_lines.txt
Now is the winter of our discontent.
All children, except one, grow up.

grep [aeioult opening_lines.txt

In a hole in the ground there lived a hobbit.

It was love at first sight.

It was the day my grandmother exploded.

When he was nearly thirteen, my brother Jem got his arm badly broken at the elbow.
Marley was dead, to begin with.

grep -w -i [aeioult opening_lines.txt

It was a pleasure to burn.

It was a bright, cold day in April, and the clocks were striking thirteen.

It was love at first sight.

It was the day my grandmother exploded.

When he was nearly thirteen, my brother Jem got his arm badly broken at the elbow.



28: Combining Unix commands with pipes

One of the most poweful features of Unix is that you can send the output from one command or program to
any other command (as long as the second commmand accepts input of some sort). We do this by using
what is known as a pipe. This is implemented using the ‘I’ character (which is a character which always
seems to be on different keys depending on the keyboard that you are using). Think of the pipe as simply
connecting two Unix programs. Here’s an example which introduces some new Unix commands:

ubuntu@:~/Learning_unix$ grep was opening_lines.txt | wc -c
316

ubuntu@:~/Learning_unix$
grep was opening_lines.txt | sort | head -n 3 | wc -c
130

The first use of grep searches the specified file for lines matching ‘was’, it sends the lines that match
through a pipe to the wc program. We use the -c option to just count characters in the matching lines
(316).

The second example first sends the output of grep to the Unix sort command. This sorts a file
alphanumerically by default. The sorted output is sent to the head command which by default shows the first
10 lines of a file. We use the -n option of this command to only show 3 lines. These 3 lines are then sent to
the wc command as before.

Whenever making a long pipe, test each step as you build it!


http://en.wikipedia.org/wiki/Pipe_(Unix)




Miscellaneous Unix power commands

The following examples introduce some other Unix commands, and show how they could be used to work on
a fictional file called file.txt . Remember, you can always learn more about these Unix commands from
their respective man pages with the man command. These are not all real world cases, but rather show the
diversity of Unix command-line tools:
e View the penultimate 10 lines of a file (using head and tail commands):
tail -n 20 file.txt | head
e Show lines of a file that begin with a start codon (ATG) (the ~ matches patterns at the start of a line):

grep "7~ATG" file.txt

e Cut out the 3rd column of a tab-delimited text file and sort it to only show unique lines (i.e. remove
duplicates):

cut -f 3 file.txt | sort -u

e Count how many lines in a file contain the words ‘cat’ or ‘bat’ ( -c option of grep counts lines):
grep -c '[bclat' file.txt

e Turn lower-case text into upper-case (using tr command to ‘transliterate’):
cat file.txt | tr 'a-z' 'A-Z'

e Change all occurences of ‘Chr1’ to ‘Chromosome 1’ and write changed output to a new file (using sed
command):

cat file.txt | sed 's/Chrl/Chromosome 1/' > file2.txt


http://en.wikipedia.org/wiki/Head_(Unix)
http://en.wikipedia.org/wiki/Tail_(Unix)
http://en.wikipedia.org/wiki/Tr_(Unix)
http://en.wikipedia.org/wiki/Sed
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